CLACKAMAS

COUNTY
TECHNOLOGY SERVICES

March 6, 2025

Board of County Commissioners

Clackamas County

Approval of a Revenue Grant Agreement with the Oregon Department of Emergency Management for
funds to procure cybersecurity software. Agreement Value is $148,000 for 2 years. Funding is
through the US Department of Homeland Security. No County General Funds are involved.

Linu Parappilly

Director of Technology Services

BCC Agenda Date/ltem:

Previous Board
Action/Review

None

Performance
Clackamas

1. Which indicator of success does this item affect?

Building a strong infrastructure. Build public trust through good government.

Counsel Review

Yes / Angela
Hajihashemi

Procurement Review

No — N/A

Contact Person

Keelan Cleary

Contact Phone

503-722-6624

EXECUTIVE SUMMARY: Technology Services requests the approval of this revenue grant agreement with the
Oregon Department of Emergency Management (OEM) to fund advanced endpoint cybersecurity protection.

This revenue grant agreement would provide funds to procure cybersecurity software for county-owned

laptops, desktops, and servers that will help protect against malware and cyberattacks. The procurement
request for that software will come to the Board of Commissioners for consideration separately in several

weeks.

RECOMMENDATION: Staff respectfully request that the Board of Commissioners approve this State and

Local Cybersecurity Grant Agreement.

Respectfully éjmitte !
Lio

)
Linu Parappilly

Director of Technology Services

For Filing Use Only




Financial Assistance Application Lifecycle Form

Use this form to track your potential award from conception to submission.

Sections of this form are designed to be completed in collaboration between department program and fiscal staff.

If renewal or direct appropriation, complete sections |, I, IV & V only. Section lll is not required.

If Disaster or Emergency Relief Funding, EOC will need to approve prior to being sent to the BCQ

**CONCEPTION**

Section I: Funding Opportunity Information - To Be Completed by Requester

Award type:

Award Renewal? D Yes

E Subrecipient Award

D Direct Appropriation (no application)

D Direct Award

No

Lead Fund # and Department:

747 Technology Services (18)

Name of Funding Opportunity:

State and Local Cybersecurity Grant Program

Funding Source: D Federal — Direct

E Federal — Pass through

D State D Local

Requestor Information: (Name of staff initiating form)

Keelan Cleary

Requestor Contact Information:

kcleary@clackamas.us

Department Fiscal Representative:

Stephanie Cry

Program Name & Prior Project #: (please specify)

Brief Description of Project:

enhance our defense mechanisms.

This initiative is poised to effectively address our existing cybersecurity gap by implementing a robust Advanced Endpoint and Detection Response solution. Our cybersecurity
infrastructure faces limitations in visibility, threat detection, and real-time response capabilities. The proposed solution is designed to provide comprehensive visibility into our digital
landscape, enabling the identification of potential threats in real-time. By moving beyond basic antivirus services and adopting advanced endpoint protection, we aim to significantly

Name of Funding Agency: Oregon Department of Emergency Management

Notification of Funding Opportunity Web Address: |https://www.oregon.gov/oem/emresources/grants/pages/state-and-local-cybersecurity-grant-program.aspx

OR

Application Packet Attached:

D Yes

Completed By:

ENO

Date:

I ** NOW READY FOR SUBMISSION TO DEPARTMENT FISCAL REPRESENTATIVE ** I

Section II: Funding Opportunity Information - To Be Completed by Department Fiscal Rep

E Competitive Application

D Non-Competing Application

D Other

Assistance Listing Number (ALN), if applicable: 97.137 Funding Agency Award Notification Date:

Announcement Date: 10/12/2023 Announcement/Opportunity #: DHS-23-GPD-137-00-01
Grant Category/Title Preparedness-Infrastructure Security| Funding Amount Requested: $148000

Allows Indirect/Rate: No Match Requirement: No

Application Deadline: 1/10/2024 Total Project Cost:
Award Start Date: 4/1/2024 Other Deadlines and Description:
Award End Date 3/31/2024 Quarterly upd a,tef

Completed By:

Keelan Cleary

Program Income Requirements:

Pre-Application Meeting Schedule:

Additional funding sources available to fund this program? Please describe:

$19,000 - State Homeland Security Grant

How much General Fund will be used to cover costs in this program, including indirect expenses?
No direct general funds. budgeted portion is funded by departmental cost allocations, which includes a small portion of County General Funds

How much Fund Balance will be used to cover costs in this program, including indirect expenses?

n/a
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In the next section, limit answers to space available.

Section lll: Funding Opportunity Information - To Be Completed at Pre-Application Meeting by Dept Program and Fiscal Staff

Mission/Purpose:
1. How doesthe grant/funding opportunity support the Department and/or Division's Mission/Purpose/Goals?

This software enables our cyber incident response team to identify, respond to, and contain active cyber threats across our enterprise systems, ensuring that Technology Services
can deliver continuous, uninterrupted support to all Clackamas County Employees.

2. Who, if any, are the community partners who might be better suited to perform this work?

N/A

3. What are the objectives of this funding opportunity? How will we meet these objectives?

Our initiative aligns seamlessly with the Oregon SLCGP Cyber Strategic Plan, which emphasizes collaborative development and implementation of solutions to address
cybersecurity challenges. By investing in advanced endpoint security, we contribute to the overarching goal of protecting Oregon through the adoption of best practices and
innovative cybersecurity solutions.

4. Does the grant/financial assistance fund an existing program? If yes, which program? If no, what is the purpose of the program?

While this grant is not currently allocated to an existing program, it serves as a crucial augmentation to enhance our capacity to deliver services to Clackamas County. The focus
of this augmentation is on fortifying our cybersecurity capabilities, specifically by leveraging cutting-edge detection products to identify and respond to threats in a timely manner.
This proactive approach aligns with our commitment to maintaining a state-of-the-art defense against cyber threats, ultimately bolstering the resilience of our services for the
benefit of Clackamas County.

Organizational Capacity:
1. Does the organization have adequate and qualified staff? If no, can staff be hired within the grant/financial assistance funding opportunity timeframe ?

Yes

2. Are there partnership efforts required? If yes, who are we partnering with and what are their roles and responsibilities?

N/A

3. If this is a pilot project, what is the plan for sun setting the project and/or staff if it does not continue (e.g. making staff positions temporary or limited duration, etc.)?

The project sunsetting strategy is structured to be methodical and strategic. We will conduct a thorough review of the project's outcomes, assessing its impact on the organization's
goals and objectives. This evaluation will inform the decision-making process regarding the continuation or conclusion of the project.

4. If funded, would this grant/financial assistance create a new program, does the department intend for the program to continue after initial funding is exhausted? If yes, how will
the department ensure funding (e.g. request new funding during the budget process, supplanted by a different program, etc.)?

No
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Collaboration

1. List County departments that will collaborate on this award, if any.
N/A

Reporting Requirements
1. What are the program reporting requirements for this grant/funding opportunity?

Quarterly reporting of expenses to Oregon's SLCGP grant administration is required.

2. How will performance be evaluated? Are we using existing data sources? If yes, what are they and where are they housed? If not, is it feasible to develop a data source within the
grant timeframe?

The Technology Services team has established performance criteria for assessing the effectiveness of the proposed solution in detecting and responding to cybersecurity threats.
These criteria encompass various aspects, including software administration, interoperability with other security platforms, impact on system data collection, visualization of cyber

threat activity, responsiveness to detections, detection of malicious user actions, inventorying of current software and critical systems, support for vulnerability management,
capability for remote actions against systems, and integration with existing systems.

3. What are the fiscal reporting requirements for this funding ?

Quarterly expenses

Fiscal

1. Are there other revenue sources required, available, or will be used to fund the program? Have they already been secured? Please list all funding sources and amounts.

$19,000 - State Homeland Security Grant

2. For applications with a match requirement, how much is required (in dollars) and what type of funding will be used to meet it (CGF, In-kind, local grant, etc.)?
N/A

3. Does this grant/financial assistance cover indirect costs? If yes, is there a rate cap? If no, can additional funds be obtained to support indirect expenses and what are those sources?

No

Other information necessary to understand this award, if any.

The proposed solution addresses crucial cybersecurity deficiencies identified in the 2023 cybersecurity audit conducted by the Clackamas County Office of Internal Audit.

Program Approval:

Keelan Cleary, Deputy Director 1/3/2023 7(/

Name (Typed/Printed) Date Signature

** NOW READY FOR PROGRAM MANAGER SUBMISSION TO DIVISION DIRECTOR**

**ATTACH ANY CERTIFICATIONS REQUIRED BY THE FUNDING AGENCY. COUNTY FINANCE OR ADMIN WILL SIGN**
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Section IV: Approvals

DIVISION DIRECTOR (or designee, if applicable)

N/A

Name (Typed/Printed) Date Signature

DEPARTMENT DIRECTOR (or designee, if applicable)

Keelan Cleary, Deputy Director 1/3/2023 7(/

Name (Typed/Printed) Date Signature

FINANCE ADMINISTRATION

Name (Typed/Printed) Date Signature

EOC COMMAND APPROVAL (WHEN NEEDED FOR DISASTER OR EMERGENCY RELIEF APPLICATIONS ONLY)

izabe omfor . @é@d /4”/ ’Lt—
Elizabeth Comfort 1.4.2024 C‘% Cﬁ (/K&

v

Name (Typed/Printed) Date Signature

Section V: Board of County Commissioners/County Administration

(Required for all grant applications. If your grant is awarded, all grant awards must be approved by the Board on their weekly consent agenda regardless of amount per local budget law 294.338.)

For applications $150,000 and below:

COUNTY ADMINISTRATOR Approved: q( Denied: |:|

Gary Schmidt 1/8/2024 /%’“A,j S—«_\_,\j-

Name (Typed/Printed) Date Signature

For applications up to and including $150,000 email form to BCC staff at CA-Financialteam@clackamas.us for Gary Schmidt's
approval.

For applications $150,000.01 and above, email form with Staff Report to the Clerk to the Board at ClerktotheBoard@clackamas.us
to be brought to the consent agenda.

BCC Agenda item #:l | Date: |

OR

Policy Session Date:l |

County Administration Attestation

County Administration: re-route to department at

and
Grants Manager at financegrants@clackamas.us

when fully approved.

Department: keep original with your grant file.

Revised 11/2023




OREGON DEPARTMENT OF EMERGENCY MANAGEMENT
STATE AND LOCAL CYBERSECURITY GRANT PROGRAM
GRANT AGREEMENT

Project Name: Clackamas County
Grant Number: CY22-159

This grant agreement (“Agreement”), is between the State of Oregon, acting through its Oregon
Department of Emergency Management (“OEM”), and Clackamas County for the project referred to
above and described in Exhibit A (“Project”). This Agreement becomes effective only when fully signed
and approved as required by applicable law.

This Agreement includes the following parts, listed in descending order of precedence for purposes of
resolving any conflict between two or more of the parts:

Exhibit A Project Description and Budget

Exhibit B [Reserved]

Exhibit C  Federal Requirements and Certifications
Exhibit D [Reserved]

Exhibit E  Information Required by 2 CFR § 200.332(a)(1)
Exhibit F  Certification Regarding Lobbying

Pursuant to Oregon Laws 2022, Chapter 110 (the “Act”), OEM is authorized to award grants and enter into
grant agreements as part of the State and Local Cybersecurity Grant Program (“SLCGP” or “Program”).

SECTION 1 - KEY GRANT TERMS

The following capitalized terms have the meanings assigned below.
Grant Amount: $148,000
Period of Performance: July 1, 2024 through June 30, 2026

SECTION 2 - GRANT

OEM shall provide Recipient, and Recipient shall accept from OEM, a(n) SLCGP grant (the “Grant”)
not to exceed $148,000 in Grant Funds for eligible costs. If applicable, Recipient shall provide
matching funds for all project costs as described in Exhibit A.

OEM’s obligations are subject to the receipt of the following items, in form and substance satisfactory to
OEM and its Counsel:

(1) This Agreement duly signed by an authorized officer of Recipient; and
(2)  Such other certificates, documents, opinions and information as OEM may reasonably require.

Recipient shall complete the Project and use its own fiscal resources or money from other sources to pay
for any costs of the Project in excess of the total amount of financial assistance provided pursuant to this
Agreement.

CY22-159 Clackamas County Page 1 of [27]



SECTION 3 - DISBURSEMENTS

A.Reimbursement Basis. The Financing Proceeds shall be disbursed to Recipient on an expense

reimbursement or costs-incurred basis.

B. Disbursement Requirements.

(1)

)

3)

4

)

(6)

Recipient must submit each disbursement request for eligible Project Costs on a Request for
Reimbursement form (“RFR”), provided by OEM.

Recipient must submit a signed RFR, that includes supporting documentation for all grant
expenditures. RFRs may be submitted monthly or quarterly during the term of this Agreement.
The final RFR must be submitted no later than 30 days following the end of the Period of
Performance (“RFR Deadline”). OEM has no obligation to reimburse Recipient for any RFR
submitted after the RFR Deadline.

Reimbursements for expenses will be withheld if performance reports are not submitted by the
specified dates or are incomplete.

Reimbursement rates for travel expenses shall not exceed those allowed by the State of
Oregon. Requests for reimbursement for travel must be supported with a detailed statement
identifying the person who traveled, the purpose of the travel, the dates, times, and places of
travel, and the actual expenses or authorized rates incurred.

Reimbursements will only be made for actual expenses incurred during the Period of
Performance. Recipient agrees that no grant may be used for expenses incurred before or after
the Period of Performance.

Recipient must pay its contractors, consultants, and vendors before submitting a RFR to OEM
for reimbursement. Eligible costs are the reasonable and necessary costs incurred by Recipient
for the Project, in accordance with the SLCGP guidance and application materials, including
without limitation the Notice of Funding Opportunity (NOFO), that are not excluded from
reimbursement by OEM, either by this Agreement or by exclusion as a result of financial
review or audit. The guidance, application materials and NOFO are available at:

SLCGP: Oregon Department of Emergency Management : State and Local Cybersecurity
Grant Program (SLCGP) : Grants : State of Oregon

C. Financing Availability. Recipient must incur eligible costs under this Agreement on or before the

Period of Performance Deadline. Recipient’s right to request disbursements for eligible costs under
this Agreement terminates 30 days following the end of the RFR Deadline.

D. Conditions to Disbursements. As to any disbursement, OEM has no obligation to disburse funds

unless all following conditions are met:

(1

)

OEM (a) has received a completed RFR on an OEM provided form, (b) has received an
accounting of how all prior disbursements have been expended, including written evidence of
materials and labor furnished to or work performed upon the Project, including itemized
receipts or invoices for payment, and releases, satisfactions or other signed statements or forms
as OEM may require, (c) is satisfied that all items listed in the RFR are reasonable, and (d) has
determined that the disbursement is only for eligible costs that are in accordance with Exhibit
A Project Description and Project Budget.

The representations and warranties made in this Agreement are true and correct on the date of
disbursement as if made on such date.
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(3) OEM has sufficient funds currently available and authorized for expenditure to finance the
costs of this Agreement within OEM’s biennial appropriation or limitation. Notwithstanding
the preceding sentence, payment of funds by OEM is contingent on OEM receiving
appropriations, limitations, allotments or other expenditure authority sufficient to allow OEM,
in the exercise of its reasonable administrative discretion, to continue to make payments in
accordance with the terms of this Agreement, and notwithstanding anything in this Agreement,
occurrence of such contingency does not constitute a default. Upon occurrence of such
contingency, OEM has no further obligation to disburse funds to Recipient.

(4) All other conditions precedent under this Agreement are met.

(5) There is no Event of Default by Recipient.

SECTION 4 - USE OF GRANT

A. Eligible Use. Recipient’s use of the Grant funds is limited to those expenses that are both reasonable
and necessary to complete the Project and that are in accordance with Exhibit A Project Description
and Budget.

B. Ineligible Use. Recipient shall not use the Grant funds to retire any debt or to lobby, influence or
attempt to influence, any federal, state or local government official.

C. Misexpended or Unexpended Grant Funds. Any Grant funds disbursed to Recipient, or any interest
earned by Recipient on the Grant funds, that is not used according to this Agreement and approved by
OEM or that remain unexpended after the earlier of the Period of Performance Deadline, the date the
Project is completed or the date that this Agreement is terminated, shall be immediately returned to
OEM, unless otherwise directed by OEM in writing.

The Recipient shall be responsible for pursuing recovery of monies paid under this Agreement in
providing disaster assistance against any party that might be liable, and further, the Recipient shall
cooperate in a reasonable manner with the State of Oregon and the Federal Government in efforts to
recover expenditures under this Agreement.

In the event the Recipient obtains recovery from a responsible party, the Recipient shall first be
reimbursed its reasonable costs of litigation from such recovered funds. The Recipient shall pay to
OEM the proportionate Federal share, as defined in Exhibit D, of all project funds recovered in excess
of costs of litigation.

SECTION 5 - REPRESENTATIONS AND WARRANTIES OF RECIPIENT

A. Existence and Power. Recipient represents and warrants to OEM that Recipient is a local and tribal
units of government. “Local unit of government” means “any county, city, village, town, district,
borough, parish, port authority, transit authority, intercity rail provider, commuter rail system, freight
rail provider, water district, regional planning commission, council of government, Indian tribe with
jurisdiction over Indian country, authorized Tribal organization, independent authority, special
district, or other political subdivision of Oregon., and has full power, authority and legal right to
make this Agreement and to incur and perform its obligations under this Agreement.

B. Authority, No Contravention. The making and performance by Recipient of this Agreement: (a) have
been duly authorized by all necessary action of Recipient; (b) do not and will not violate any
provision of any applicable law, rule, regulation or order of any court, regulatory commission, board
or other administrative agency or any provision of its organizational documents; and (c) do not and
will not result in the breach of, or constitute a default or require any consent, under any other
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agreement or instrument to which Recipient is a party or by which Recipient or any of its properties
may be bound or affected.

C. Binding Obligation. This Agreement has been duly executed and delivered by Recipient and when
duly executed and delivered by OEM, constitutes legal, valid, and binding obligations of Recipient,
enforceable in accordance with its terms, subject to the laws of bankruptcy, insolvency, or other
similar laws affecting the enforcement of creditors’ rights generally.

D. Approvals. No authorization, consent, license, approval of, filing or registration with, or notification
to any governmental body or regulatory or supervisory authority is required for the execution,
delivery, or performance by Recipient of this Agreement.

E. Misleading Statements. The Recipient has made no false statements of fact, nor has it omitted
information necessary to prevent any statements from being misleading, in this Agreement or any
document submitted by or on behalf of the Recipient to OEM. The information contained in this
Agreement is true and accurate in all respects.

F. Debarment or Suspension. Neither Recipient nor its principals is presently debarred, suspended, or
voluntarily excluded from any federally assisted transaction, or proposed for debarment, declared
ineligible or voluntarily excluded from participating in this Agreement by any state or federal
agency. Recipient agrees to notify OEM immediately if it is debarred, suspended or otherwise
excluded from any federally assisted transaction for any reason or if circumstances change that may
affect this status, including without limitation upon any relevant indictments or convictions of crime.

G. No Solicitation. Recipient’s officers, employees, and agents shall neither solicit nor accept gratuities,
favors, or any item of monetary value from contractors, potential contractors, or parties to sub-
agreements. No member or delegate to the Congress of the United States shall be admitted to any
share or part of this Agreement or any benefit arising therefrom.

H. NIMS Compliance. By accepting funds, Recipient certifies that it has met National Incident
Management System (NIMS) compliance activities outlined in the Oregon NIMS Requirements
located through OEM at http://www.oregon.gov/
ODEM/emresources/Plans_Assessments/Pages/NIMS.aspx. The warranties set forth in this section
are in addition to, and not in lieu of, any other warranties set forth in this Agreement or implied by
law. Recipient agrees to complete the annual OEM NIMS Assessment.

SECTION 6 - COVENANTS OF RECIPIENT

The Recipient covenants as follows:

A. Period of Performance Deadline. Recipient shall complete the Project by the Period of Performance
Deadline unless the total amount of the Grant is not available because one or more of the conditions
in Section 3.D. are not satisfied.

B. Reporting Requirements. Recipient shall submit periodic reports to OEM. The reports shall consist
of the following:

1) Performance and Financial Reports.

a) Recipient shall submit Programmatic Performance Reports, using a form provided by OEM,
on its progress in meeting each of its agreed upon goals and objectives. The narrative reports
will address specific information regarding the activities carried out under the Fiscal Year 24.
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b)

©)

Reports are due to OEM on or before the 15th day of the month following the end of each
calendar quarter (ending on March 31, June 30, September 30, and December 31). The start
date may vary depending on contract terms and will be communicated by OEM.

Recipient may request from OEM prior written approval to extend a performance report
requirement past its due date. OEM, in its sole discretion, may approve or reject the request.

2) Financial Reports

a)
b)

©)

Recipient shall submit fiscal reports, using a form provided by OEM, on the amount of Grant
Funds used towards completion of the Project, as established in Exhibit A of this agreement.
Fiscal reports are due to OEM on or before the 30th day of the month following the end of
each calendar quarter (ending on March 31, June 30, September 30, and December 31).
Recipient may request from OEM prior written approval to extend a fiscal report requirement
past its due date. OEM, in its sole discretion, may approve or reject the request.

3) Close-Out Report.

a)

b)

Recipient shall submit a final close-out report to OEM for review which must include a
financial performance report, construction reports (if applicable), invention disclosure (if
applicable), Federally owned property report (if applicable), and final request for
reimbursement (if applicable).

Failure of Recipient to submit the required program, financial, or audit reports, or to resolve
program, financial, or audit issues, may result in the suspension of grant payments, termination
of this Agreement, or both.

C. Recipient Procurements.

(I) Sub Agreements. Recipient may enter into agreements (hereafter “sub agreements”) for
performance of the Project. Recipient shall use its own procurement procedures and regulations,
provided that the procurement conforms to applicable Federal and State law (including but not
limited to the Build America, Buy America Act (BABAA) 2 CFR Part 184, ORS chapters
279A, 279B, 279C), and that for contracts for more than $150,000, the contract shall address
administrative, contractual or legal remedies for violation or breach of contract terms and
provide for sanctions and penalties as appropriate, and for contracts for more than $10,000
address termination for cause or for convenience including the manner in which termination
will be effected and the basis for settlement.

a.

Recipient shall provide to OEM copies of all Requests for Proposals or other solicitations for
procurements anticipated to be for $100,000 or more and to provide to OEM, upon request
by OEM, such documents for procurements for less than $100,000. Recipient shall include
with its RFR a list of all procurements issued during the period covered by the report.

All sub agreements, whether negotiated or competitively bid and without regard to dollar
value, shall be conducted in a manner that encourages fair and open competition to the
maximum practical extent possible. All sole-source procurements in excess of $100,000 must
receive prior written approval from OEM in addition to any other approvals required by law
applicable to Recipient. Justification for sole-source procurement in excess of $100,000
should include a description of the program and what is being contracted for, an explanation
of why it is necessary to contract noncompetitively, time constraints and any other pertinent
information. Interagency agreements between units of government are excluded from this
provision.

CY22-159 Clackamas County Page 5of [27]



c. Recipient shall be alert to organizational conflicts of interest or non-competitive practices
among contractors that may restrict or eliminate competition or otherwise restrain trade.
Contractors that develop or draft specifications, requirements, statements of work, or
Requests for Proposals (RFP) for a proposed procurement shall be excluded from bidding or
submitting a proposal to compete for the award of such procurement. Any request for
exemption must be submitted in writing to OEM.

d. Recipient agrees that, to the extent it uses contractors, such contractors shall use small,
minority, women-owned or disadvantaged business concerns and contractors or
subcontractors to the extent practicable.

e. In the event that Recipient subcontracts for engineering services, Recipient shall require that
the engineering firm be covered by errors and omissions insurance in an amount not less than
the amount of the firm’s contract. If the firm is unable to obtain errors and omissions
insurance, the firm shall post a bond with Recipient for the benefit of Recipient of not less
than the amount of its subcontract. Such insurance or bond shall remain in effect for the
entire term of the subcontract. The subcontract shall provide that the subcontract shall
terminate immediately upon cancellation or lapse of the bond or insurance and shall require
the subcontractor to notify Recipient immediately upon any change in insurance coverage or
cancellation or lapse of the bond.

(2) Purchases and Management of Property and Equipment: Records. Recipient agrees to comply
with all applicable federal requirements referenced in Exhibit B, Section I1.C.1 to this
Agreement and procedures for managing and maintaining records of all purchases of property
and equipment will, at a minimum, meet the following requirements:

a. All property and equipment purchased under this agreement, whether by Recipient or a
contractor, will be conducted in a manner providing full and open competition and in
accordance with all applicable procurement requirements, including without limitation ORS
chapters 279A, 279B, 279C, and purchases shall be recorded and maintained in Recipient’s
property or equipment inventory system.

b. Recipient’s property and equipment records shall include: a description of the property or
equipment; the manufacturer’s serial number, model number, or other identification number;
the source of the property or equipment, including the Catalog of Federal Domestic
Assistance (CFDA) number; name of person or entity holding title to the property or
equipment; the acquisition date; cost and percentage of Federal participation in the cost; the
location, use and condition of the property or equipment; and any ultimate disposition data
including the date of disposal and sale price of the property or equipment.

c. For acquisition projects, Recipient shall retain real estate transaction and property tracking
records indefinitely to enable FEMA to track the use of real property acquired with grant
funds and ensure that the property is maintained for open space in perpetuity (see 44 CFR
Part 80).

d. A physical inventory of the property and equipment must be taken, and the results reconciled
with the property and equipment records at least once every two years.
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e. Recipient must develop a control system to ensure adequate safeguards to prevent loss,
damage, or theft of the property and equipment. Recipient shall investigate any loss, damage,
or theft and shall provide the results of the investigation to OEM upon request.

f. Recipient must develop, or require its contractors to develop, adequate maintenance
procedures to keep the property and equipment in good condition.

g. If Recipient is authorized to sell the property or equipment, proper sales procedures must be
established to ensure the highest possible return.

h. Recipient agrees to comply with 2 CFR 200.313 pertaining to use and disposal of equipment
purchased with Grant Funds, including when original or replacement equipment acquired
with Grant Funds is no longer needed for the original project or program or for other
activities currently or previously supported by a Federal agency.

i. Recipient shall require its contractors to use property and equipment management
requirements that meet or exceed the requirements provided herein applicable to all property
and equipment purchased with Grant Funds.

j.  Recipient shall, and shall require its contractors to, retain, the records described in this
Section 9.b. for a period of six years from the date of the disposition or replacement or
transfer at the discretion of OEM. Title to all property and equipment purchased with Grant
Funds shall vest in Recipient if Recipient provides written certification to OEM that it will
use the property and equipment for purposes consistent with the SLCGP.

D. Compliance with Laws. Recipient shall comply with the requirements of all applicable laws, rules,
regulations and orders of any governmental authority, except to the extent an order of a
governmental authority is contested in good faith and by proper proceedings.

Specifically, Recipient acknowledges and agrees to follow constitutional Equal Protection
requirements. Recipient shall consider all eligible beneficiaries (meeting 2 or more economic equity
risk factors) as described in Exhibit A and shall not refuse to work with individuals, families,
businesses, or communities based on protected class considerations.

E. Notice of Adverse Change. The Recipient shall promptly notify OEM of any adverse change in the
activities, prospects or condition (financial or otherwise) of Recipient, or the Project related to the
ability of Recipient to perform all obligations required by this Agreement.

F. Notice of Event of Default. The Recipient shall give OEM prompt written notice of any Event of
Default, or any circumstance that with notice or the lapse of time, or both, may become an Event of
Default, as soon as Recipient becomes aware of its existence or reasonably believes an Event of
Default is likely.

G. Indemnity. To the extent authorized by law, Recipient shall defend, indemnify, save and hold
harmless the State of Oregon, OEM, and their officers, employees and agents from and against any
and all claims, suits, actions, proceedings, losses, damages, liability and court awards, including but
not limited to costs, expenses, and attorneys’ fees incurred (collectively, “Claims”), related to any
actual or alleged act or omission by Recipient, or its officers, employees, agents or contractors, that
is related to this Project. Notwithstanding the foregoing, neither Recipient nor any attorney engaged
by Recipient may defend any Claim in the name of the State of Oregon, nor purport to act as legal
representative for the State of Oregon, without first receiving from the Oregon Attorney General in a
form and manner determined appropriate by the Oregon Attorney General, authority to act as legal
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counsel for the State of Oregon, nor may Recipient settle any Claim on behalf of the State of Oregon
without the approval of the Oregon Attorney General. If the State of Oregon assumes its own
defense, Recipient will be liable for the attorney fees of the State of Oregon, including but not
limited to any fees charged by the Oregon Department of Justice. The provisions of this section are
not to be construed as a waiver by the State of Oregon or OEM of any immunity, defense or
limitation on damages provided for under Chapter 30 of the Oregon Revised Statutes or under the
laws of the United States or other laws of the State of Oregon. If attorney fees are awarded to
Recipient, such attorney fees shall not exceed the rate charged to OEM by its attorneys.

Recipient’s sub agreement(s) shall require the other party to such sub agreements(s) that is not a unit
of local government as defined in ORS 190.003, if any, to indemnify, defend, save and holdharmless
OEM and its officers, employees and agents from and against any and all claims, actions, liabilities,
damages, losses, or expenses, including attorneys’ fees, arising from a tort, as now or hereafter defined
in ORS 30.260, caused, or alleged to be caused, in whole or in part, by the negligent or willful acts or
omissions of the other party to Recipient’s sub agreement or any of such party’s officers, agents,
employees or subcontractors (“Claims”™). It is the specific intention of the Parties that OEM shall, in
all instances, except for Claims arising solely from the negligent or willful acts or omissions of OEM,
be indemnified by the other party to Recipient’s sub agreement(s) from and against any and all Claims.

Any such indemnification shall also provide that neither Recipient’s contractor(s) nor any attorney
engaged by Recipient’s contractor(s) shall defend any claim in the name of OEM or any agency of the
State of Oregon (collectively “State’), nor purport to act as legal representative of the State or any of
its agencies, without the prior written consent of the Oregon Attorney General. The State may, at any
time at its election, assume its own defense and settlement in the event that it determines that
Recipient’s contractor is prohibited from defending State or that Recipient’s contractor is not
adequately defending State’s interests, or that an important governmental principle is at issue or that
it is in the best interests of State to do so. State reserves all rights to pursue claims it may have against
Recipient’s contractor if State elects to assume its own defense.

Recipient shall require the other party, or parties, to each of its sub agreements that are not units of
local government as defined in ORS 190.003 to obtain and maintain insurance of the types and in the
amounts provided in Exhibit C to this Agreement.

H. Disadvantaged and Emerging Small Business. ORS 200.090 states public policy is to “aggressively
pursue a policy of providing opportunities for available contracts to emerging small businesses.”
OEM encourages Recipient, in its contracting activities, to follow good faith efforts described in
ORS 200.045. The Governor’s Policy Advisor for Economic & Business Equity provides additional
resources and the Certification Office for Business Inclusion and Diversity at the Oregon Business
Development Department maintains a list of certified firms and can answer questions. Search for
certified firms on the web at:_
https://oregon4biz.diversitysoftware.com/FrontEnd/VendorSearchPublic.asp.

I. Inspections; Information. The Recipient shall permit OEM, and any party designated by OEM: (i) to
inspect, at any reasonable time, the property, if any, constituting the Project; and (ii) at any
reasonable time, to inspect and make copies of any accounts, books and records, including, without
limitation, its records regarding receipts, disbursements, contracts, investments and any other related
matters. The Recipient shall supply any related reports and information as OEM may reasonably
require.

J.  Records, Access to Records and Facilities. Recipient shall make and retain proper and complete books
of record and account and maintain all fiscal records related to this Agreement and the Equipment in
accordance with all applicable generally accepted accounting principles, generally accepted
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governmental auditing standards, and state minimum standards for audits of municipal corporations.
OEM, the Secretary of State of the State of Oregon (“Secretary”), and their duly authorized
representatives shall have access to the books, documents, papers, and records of Recipient that are
directly related to this Agreement or the Equipment provided for the purpose of making audits and
examinations. In addition, OEM, Oregon Secretary of State (Secretary), Office of Inspector General
(OIG), Department of Homeland Security (DHS), Federal Emergency Management Agency (FEMA), or
any of their authorized representatives may make and retain excerpts, copies, and transcriptions of the
foregoing books, documents, papers, and records.

K. Retention of Records. Recipient shall retain and keep accessible all books, documents, papers, and
records that are directly related to this Agreement, the Grant Funds or the Project for until the latest
of (a) six years following termination, completion or expiration of this Agreement, (b) upon
resolution of any litigation or other disputes related to this Agreement, or (c) as required by 2 CFR
200.333. It is the responsibility of Recipient to obtain a copy of 2 CFR Part 200, and to apprise itself
of all rules and regulations set forth. If there are unresolved issues at the end of such period,
Recipient shall retain the books, documents, papers and records until the issues are resolved.

L. [Reserved]

M. Continued Tax Compliance. Recipient shall, throughout the duration of this Agreement, comply with
all tax laws of this state and all applicable tax laws of any political subdivision of this state. OEM
does not provide tax advice and OEM is not responsible for any tax consequences or compliance
requirements associated with the Grant award to Recipient, including but not limited to 1099
Requirements and tax reporting requirements. Recipient is advised to consult with their own tax
advisor or legal counsel.

N. Tax Notice to Beneficiaries. Recipients that provide direct funding to beneficiaries shall provide
notice to beneficiaries to the effect that OEM has not provided any tax advice to the beneficiaries of
Program funds and OEM is not responsible for tax consequences, if any, to beneficiaries in
connection with receipt of Program funding. Beneficiaries are advised to consult with their own tax
advisor or legal counsel regarding tax consequences, if any, of accepting funds.

O. Federal Audit Requirements. The Grant is federal financial assistance, and the Catalog of Federal
Assistance Listing (formerly CFDA) number and title is “97.137 State and Local Cybersecurity
Grant Program Tribal Cybersecurity Grant Program”. Recipient is a sub-recipient.

(1) If Recipient receives federal funds in excess of $750,000 in the Recipient’s fiscal year, it is
subject to audit conducted in accordance with the provisions of 2 CFR part 200, subpart F.
Recipient, if subject to this requirement, shall at its own expense submit to OEM a copy of, or
electronic link to, its annual audit subject to this requirement covering the funds expended under
this Contract and shall submit or cause to be submitted to OEM the annual audit of any
Recipient(s), contractor(s), or subcontractor(s) of Recipient responsible for the financial
management of funds received under this Contract.

(2) Audit costs for audits not required in accordance with 2 CFR part 200, subpart F are
unallowable. If Recipient did not expend $750,000 or more in Federal funds in its fiscal year but
contracted with a certified public accountant to perform an audit, costs for performance of that
audit shall not be charged to the funds received under this Contract.

(3) Recipient shall save, protect and hold harmless OEM from the cost of any audits or special
investigations performed by the Federal awarding agency or any federal agency with respect to
the funds expended under this Contract. Recipient acknowledges and agrees that any audit costs
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incurred by Recipient as a result of allegations of fraud, waste or abuse are ineligible for
reimbursement under this or any other agreement between Recipient and the State of Oregon.

SECTION 7 - DEFAULT

Any of the following constitutes an “Event of Default™:

A. Misleading Statement. Any material false or misleading representation is made by or on behalf of
Recipient, in this Agreement or in any document provided by Recipient related to this Grant orthe
Project.

B. The Recipient fails to perform any obligation required under this Agreement, other than those
referred to in subsection A of this section, and that failure continues for a period of 30 calendar days
after written notice specifying such failure is given to Recipient by OEM. OEM may agree in writing
to an extension of time if it determines Recipient instituted and has diligently pursued corrective
action.

SECTION 8 - REMEDIES

Upon the occurrence of an Event of Default, OEM may pursue any remedies available under this
Agreement, at law or in equity. Such remedies include, but are not limited to, termination of OEM’s
obligations to make the Grant or further disbursements, return of all or a portion of the Grant amount,
payment of interest earned on the Grant amount, and declaration of ineligibility for the receipt of future
awards from OEM. If, as a result of an Event of Default, OEM demands return of all or a portion of the
Grant amount or payment of interest earned on the Grant amount, Recipient shall pay the amount upon
OEM’s demand. OEM may also recover all or a portion of any amount due from Recipient by deducting
that amount from any payment due to Recipient from the State of Oregon under any other contract or
agreement, present or future, unless prohibited by state or federal law. OEM reserves the right to turn
over any unpaid debt under this Section 8 to the Oregon Department of Revenue or a collection agency
and may publicly report any delinquency or default. These remedies are cumulative and not exclusive of
any other remedies provided by law.

In the event OEM defaults on any obligation in this Agreement, Recipient’s remedy will be limited to a
claim for reimbursement or disbursement of funds authorized under this Agreement. In no event will
OEM be liable to Recipient for any expenses related to termination of this Agreement or for anticipated
profits or loss.

SECTION 9 - TERMINATION

In addition to terminating this Agreement upon an Event of Default as provided in Section 8§, OEM may
terminate this Agreement with notice to Recipient under any of the following circumstances:

A. Termination by OEM.

(1) The Oregon Department of Administrative Services notifies OEM of an anticipated shortfall in
applicable revenues or OEM fails to receive sufficient funding, appropriations or other
expenditure authorizations to allow OEM, in its reasonable discretion, to continue making
payments under this Agreement;

(2) There is a change in federal or state laws, rules, regulations or guidelines so that the Project
funded by this Agreement is no longer eligible for funding;
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(3) Recipient fails to perform the Project within the time specified herein or any extension thereof or
commencement, continuation or timely completion of the Project by Recipient is, for any reason,
rendered improbable, impossible, or illegal;

(4) The Project would not produce results commensurate with the further expenditure of funds;

(5) Recipient takes any action pertaining to this Agreement without the approval of OEM and which
under the provisions of this Agreement would have required the approval of OEM; or

(6) OEM determines there is a material misrepresentation, error or inaccuracy in Recipient’s
application.

B. Termination by Recipient. Recipient may terminate this Agreement effective upon delivery of
written notice of termination to OEM, or at such later date as may be established by Recipient in
such written notice, if:

(1) The requisite local funding to continue the Project becomes unavailable to Recipient; or

(2) Federal or state laws, rules, regulations or guidelines are modified or interpreted in such a way
that the Project is no longer allowable or no longer eligible for funding under this Agreement.

C. Termination by Either Party. Either Party may terminate this Agreement upon at least ten days notice
to the other Party and failure of the other Party to cure within the ten days, if the other Party fails to
comply with any of the terms of this Agreement.

D. Termination by Mutual Consent. The Agreement may be terminated by mutual written consent of
the parties.

E. Effect of Termination. In the event of termination of this Agreement, each party shall be liable only
for Project Costs and allowable expenses incurred by the other party, prior to the effective date of
termination, and Recipient will return all Federal funds paid to Recipient for the Project which have
not been expended or irrevocably committed to eligible activities.

F. Settlement Upon Termination. Immediately upon termination under Sections 9.A.(1), (4) or (5), no
Grant Funds shall be disbursed by OEM, and Recipient shall return to OEM Grant Funds previously
disbursed to Recipient by OEM in accordance with Section 4.C and the terminating party may
pursue additional remedies in law or equity. Upon termination pursuant to any other provision in this
Section 10, no further Grant Funds shall be disbursed by OEM and Recipient shall return funds to
OEM in accordance with Section 6.c, except that Recipient may pay, and OEM shall disburse, funds
for obligations incurred and approved by OEM up to the day that the non-terminating party receives
the notice of termination. Termination of this Agreement does not relieve Recipient of any other
term of this Agreement that may survive termination, including without limitation Sections 10.D and
G.

SECTION 10 - MISCELLANEOUS

A. No Implied Waiver. No failure or delay on the part of OEM to exercise any right, power, or privilege
under this Agreement will operate as a waiver thereof, nor will any single or partial exercise of any
right, power, or privilege under this Agreement preclude any other or further exercise thereof or the
exercise of any other such right, power, or privilege.

B. Choice of Law; Designation of Forum; Federal Forum. The laws of the State of Oregon (without
giving effect to its conflicts of law principles) govern all matters arising out of or relating to this
Agreement, including, without limitation, its validity, interpretation, construction, performance, and
enforcement.
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Any party bringing a legal action or proceeding against any other party arising out of or relating to
this Agreement shall bring the legal action or proceeding in the Circuit Court of the State of Oregon
for Marion County (unless Oregon law requires that it be brought and conducted in another county).
Each party hereby consents to the exclusive jurisdiction of such court, waives any objection to
venue, and waives any claim that such forum is an inconvenient forum.

Notwithstanding the prior paragraph, if a claim must be brought in a federal forum, then it must be
brought and adjudicated solely and exclusively within the United States District Court for the
District of Oregon. This paragraph applies to a claim brought against the State of Oregon only to the
extent Congress has appropriately abrogated the State of Oregon’s sovereign immunity and is not
consent by the State of Oregon to be sued in federal court. This paragraph is also not a waiver by the
State of Oregon of any form of defense or immunity, including but not limited to sovereign
immunity and immunity based on the Eleventh Amendment to the Constitution of the United States.

C. Notices and Communication. Except as otherwise expressly provided in this Agreement, any
communication between the parties or notices required or permitted must be given in writing by
personal delivery, email, or by mailing the same, postage prepaid, to Recipient or OEM at the
addresses set forth below, or to such other persons or addresses that either party may subsequently
indicate pursuant to this Section.

Any communication or notice by personal delivery will be deemed effective when actually delivered
to the addressee. Any communication or notice so addressed and mailed will be deemed to be received
and effective five (5) days after mailing. Any communication or notice given by email becomes
effective 1) upon the sender’s receipt of confirmation generated by the Recipient’s email system that
the notice has been received by the Recipient’s email system or 2) the Recipient’s confirmation of
receipt, whichever is earlier. Notwithstanding this provision, the following notices may not be given
by email: notice of default or notice of termination.

If to OEM: Preparedness Manager
Oregon Department of Emergency Management
3930 Fairview Industrial Drive SE
Salem OR 97302

If to Recipient:  Technology Services
Clackamas County
1021 Courthouse Rd,
Oregon City, OR 97045

D. Amendments. This Agreement may not be altered, modified, supplemented, or amended in any
manner except by written instrument signed by both parties.

E. Severability. If any provision of this Agreement will be held invalid or unenforceable by any court
of competent jurisdiction, such holding will not invalidate or render unenforceable any other
provision.

F. Successors and Assigns. This Agreement will be binding upon and inure to the benefit of OEM,
Recipient, and their respective successors and assigns, except that Recipient may not assign or
transfer its rights, obligations or any interest without the prior written consent of OEM.
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.

Counterparts. This Agreement may be signed in several counterparts, each of which is an original
and all of which constitute one and the same instrument. Copies of signature by facsimile, electronic
scan, or other electronic means will be considered original signatures.

Integration. This Agreement (including all exhibits, schedules or attachments) constitutes the entire
agreement between the parties on the subject matter. There are no unspecified understandings,
agreements or representations, oral or written, regarding this Agreement.

No Third-Party Beneficiaries. OEM and Recipient are the only parties to this Agreement and are the
only parties entitled to enforce the terms of this Agreement. Nothing in this Agreement gives or
provides, or is intended to give or provide, to third persons any benefit or right not held by or made
generally available to the public, whether directly, indirectly or otherwise, unless such third persons
are individually identified by name herein and expressly described as intended beneficiaries of the
terms of this Agreement.

Survival. All provisions of this Agreement that by their terms are intended to survive shall survive
termination of this Agreement.

Time is of the Essence. Recipient agrees that time is of the essence under this Agreement.

Public Records. OEM’s obligations under this Agreement are subject to the Oregon Public Records
Laws.

. Dispute Resolution. The Parties shall attempt in good faith to resolve any dispute arising out of this

Agreement. In addition, the Parties may agree to utilize a jointly selected mediator or arbitrator (for
non-binding arbitration) to resolve the dispute short of litigation. Each party shall bear its own costs
incurred under this Section 6.C.

Duplicate Payment. Recipient is not entitled to compensation or any other form of duplicate,
overlapping or multiple payments for the same work performed under this Agreement from any
agency of the State of Oregon or the United States of America or any other party, organization or
individual.

Independent Contractor. Recipient shall perform the Project as an independent contractor and not as
an agent or employee of OEM. Recipient has no right or authority to incur or create any obligation
for or legally bind OEM in any way. Recipient acknowledges and agrees that Recipient is not an

“officer”, “employee”, or “agent” of OEM, as those terms are used in ORS 30.265, and shall not
make representations to third parties to the contrary.

Insurance; Workers’ Compensation. All employers, including Recipient, that employ subject
workers who provide services in the State of Oregon shall comply with ORS 656.017 and provide
the required Workers” Compensation coverage, unless such employers are exempt under ORS
656.126. Employer’s liability insurance with coverage limits of not less than $500,000 must be
included. Recipient shall ensure that each of its Recipient(s), contractor(s), and subcontractor(s)
complies with these requirements.

Signature page follows.
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The Recipient, by its signature below, acknowledges that it has read this Agreement, understands it, and
agrees to be bound by its terms and conditions.

STATE OF OREGON CLACKAMAS COUNTY
acting by and through its
Oregon Department of Emergency Management

By: By:
Alaina Mayfield, Name:
Manager, Preparedness Section Title:

Date: Date:
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EXHIBIT A - PROJECT DESCRIPTION AND PROJECT BUDGET

Recipient’s Project Summary:
Advanced Endpoint Protection
This is an IT product that offers endpoint protection with the enhancements of machine learning, and
may include cloud computing, email and other solutions. The products are generally offered as either
Endpoint Detection and Response (EDR) or Extended Detection and Response (XDR).

Objective 3: Mitigation

Line Item Activity OEM Funds Other / Matching Funds
Equipment $148,000 n/a
Total $148,000 n/a
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EXHIBIT B — RESERVED
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EXHIBIT C — FEDERAL REQUIREMENTS AND CERTIFICATIONS

Article VI - General Acknowledgements and Assurances

All recipients, subrecipients, successors, transferees, and assignees must acknowledge and agree to
comply with applicable provisions governing DHS access to records, accounts, documents, information,
facilities, and staff.

L Recipients must cooperate with any DHS compliance reviews or compliance investigations
conducted by DHS.

Il Recipients must give DHS access to examine and copy records, accounts, and other documents
and sources of information related to the federal financial assistance award and permit access to
facilities or personnel.

II. Recipients must submit timely, complete, and accurate reports to the appropriate DHS officials
and maintain appropriate backup documentation to support the reports.

IV. Recipients must comply with all other special reporting, data collection, and evaluation
requirements, as prescribed by law, or detailed in program guidance.

V. [Reserved]
Article VII - Acknowledgement of Federal Funding from DHS

Recipients must acknowledge their use of federal funding when issuing statements, press releases, requests
for proposal, bid invitations, and other documents describing projects or programs funded in whole or in
part with federal funds.

Article VIII - Activities Conducted Abroad

Recipients must ensure that project activities performed outside the United States are coordinated as
necessary with appropriate government authorities and that appropriate licenses, permits, or approvals are
obtained.

Article IX - Age Discrimination Act of 1975

Recipients must comply with the requirements of the Age Discrimination Act of 1975, Public Law 94-
135 (1975) (codified as amended at Title 42, U.S. Code, section 6101 et seq.), which prohibits
discrimination on the basis of age in any program or activity receiving federal financial assistance.

Article X - Americans with Disabilities Act of 1990

Recipients must comply with the requirements of Titles I, II, and III of the Americans with Disabilities
Act, Pub. L. 101-336 (1990) (codified as amended at 42 U.S.C. sections 12101 - 12213), which prohibits
recipients from discriminating on the basis of disability in the operation of public entities, public and
private transportation systems, places of public accommodation, and certain testing entities.

Article XI - Best Practices for Collection and Use of Personally Identifiable Information

Recipients who collect personally identifiable information (PII) are required to have a publicly available
privacy policy that describes standards on the usage and maintenance of the PII they collect. DHS defines
PII as any information that permits the identity of an individual to be directly or indirectly inferred,
including any information that is linked or linkable to that individual.

Recipients may also find the DHS Privacy Impact Assessments: Privacy Guidance and Privacy Template
as useful resources respectively.
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Article XII - Civil Rights Act of 1964 - Title VI

Recipients must comply with the requirements of Title VI of the Civil Rights Act of 1964 (codified as
amended at 42 U.S.C. section 2000d et seq.), which provides that no person in the United States will, on
the grounds of race, color, or national origin, be excluded from participation in, be denied the benefits of,
or be subjected to discrimination under any program or activity receiving federal financial assistance. DHS
implementing regulations for the Act are found at 6 C.F.R. Part 21 and 44 C.F.R. Part 7.

Article XIII - Civil Rights Act of 1968

Recipients must comply with Title VIII of the Civil Rights Act of 1968, Pub. L. 90-284, as amended
through Pub. L. 113-4, which prohibits recipients from discriminating in the sale, rental, financing, and
advertising of dwellings, or in the provision of services in connection therewith, on the basis of race, color,
national origin, religion, disability, familial status, and sex (see 42 U.S.C. section 3601 et seq.), as
implemented by the U.S. Department of Housing and Urban Development at 24 C.F.R. Part 100. The
prohibition on disability discrimination includes the requirement that new multifamily housing with four
or more dwelling units - i.e., the public and common use areas and individual apartment units (all units in
buildings with elevators and ground-floor units in buildings without elevators) - be designed and
constructed with certain accessible features. (See 24 C.F.R. Part 100, Subpart D.)

Article XIV - Copyright

Recipients must affix the applicable copyright notices of 17 U.S.C. sections 401 or 402 and an
acknowledgement of U.S Government sponsorship (including the award number) to any work first
produced under federal financial assistance awards.

Article XV - Debarment and Suspension

Recipients are subject to the non-procurement debarment and suspension regulations implementing
Executive Orders (E.O.) 12549 and 12689, which are at 2 C.F.R. Part 180 as adopted by DHS at 2 C.F.R.
Part 3002. These regulations restrict federal financial assistance awards, subawards, and contracts with
certain parties that are debarred, suspended, or otherwise excluded from or ineligible for participation in
federal assistance programs or activities.

Article XVI - Drug-Free Workplace Regulations

Recipients must comply with drug-free workplace requirements in Subpart B (or Subpart C, if the recipient
is an individual) of 2 C.F.R. Part 3001, which adopts the Government-wide implementation (2 C.F.R. Part
182) of Sec. 5152-5158 of the Drug-Free Workplace Act of 1988 (41 U.S.C. sections 8101-8106).

Article XVII - Duplication of Benefits

Any cost allocable to a particular federal financial assistance award provided for in 2 C.F.R. Part 200,
Subpart E may not be charged to other federal financial assistance awards to overcome fund deficiencies;
to avoid restrictions imposed by federal statutes, regulations, or federal financial assistance award terms
and conditions; or for other reasons. However, these prohibitions would not preclude recipients from
shifting costs that are allowable under two or more awards in accordance with existing federal statutes,
regulations, or the federal financial assistance award terms and conditions.

Article XVIII - Education Amendments of 1972 (Equal Opportunity in Education Act) - Title IX

Recipients must comply with the requirements of Title IX of the Education Amendments of 1972, Pub. L.
92-318 (1972) (codified as amended at 20 U.S.C. section 1681 et seq.), which provide that no person in
the United States will, on the basis of sex, be excluded from participation in, be denied the benefits of, or
be subjected to discrimination under any educational program or activity receiving federal financial
assistance. DHS implementing regulations are codified at 6 C.F.R. Part 17 and 44 C.F.R. Part 19.
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Article XIX - Energy Policy and Conservation Act

Recipients must comply with the requirements of the Energy Policy and Conservation Act, Pub. L. 94-
163 (1975) (codified as amended at 42 U.S.C. section 6201 et seq.), which contain policies relating to
energy efficiency that are defined in the state energy conservation plan issued in compliance with this Act.

Article XX - False Claims Act and Program Fraud Civil Remedies

Recipients must comply with the requirements of the False Claims Act, 31 U.S.C. sections 3729- 3733,
which prohibit the submission of false or fraudulent claims for payment to the Federal Government. (See
31 U.S.C. sections 3801-3812, which details the administrative remedies for false claims and statements
made.)

Article XXI - Federal Debt Status

All recipients are required to be non-delinquent in their repayment of any federal debt. Examples of
relevant debt include delinquent payroll and other taxes, audit disallowances, and benefit overpayments.
(See OMB Circular A-129.)

Article XXII - Federal Leadership on Reducing Text Messaging while Driving

Recipients are encouraged to adopt and enforce policies that ban text messaging while driving as described
in E.O. 13513, including conducting initiatives described in Section 3(a) of the Order when on official
government business or when performing any work for or on behalf of the Federal Government.

Article XXIII - Fly America Act of 1974

Recipients must comply with Preference for U.S. Flag Air Carriers (air carriers holding certificates under
49 U.S.C.) for international air transportation of people and property to the extent that such service is
available, in accordance with the

International Air Transportation Fair Competitive Practices Act of 1974, 49 U.S.C. section 40118, and the
interpretative guidelines issued by the Comptroller General of the United States in the March 31, 1981,
amendment to Comptroller General Decision B-138942.

Article XXIV - Hotel and Motel Fire Safety Act of 1990

Recipients must ensure that all conference, meeting, convention, or training space funded in whole or in
part with federal funds complies with the fire prevention and control guidelines of Section 6 of the Hotel
and Motel Fire Safety Act of 1990, 15 U.S.C. section 2225a.

Article XXV - John S. McCain National Defense Authorization Act of Fiscal Year 2019

Recipients, subrecipients, and their contractors and subcontractors are subject to the prohibitions described
in section 889 of the John S. McCain National Defense Authorization Act for Fiscal Year 2019, Pub. L.
No. 115-232 (2018) and 2 C.F.R. sections 200.216, 200.327, 200.471, and Appendix II to 2 C.F.R. Part
200. Beginning August 13, 2020, the statute - as it applies to DHS recipients, subrecipients, and their
contractors and subcontractors - prohibits obligating or expending federal award funds on certain
telecommunications and video surveillance products and contracting with certain entities for national
security reasons.

Article XXVI - Limited English Proficiency (Civil Rights Act of 1964 - Title VI)

Recipients must comply with Title VI of the Civil Rights Act of 1964, (42 U.S.C. section 2000d et seq.)
prohibition against discrimination on the basis of national origin, which requires that recipients of federal
financial assistance take reasonable steps to provide meaningful access to persons with limited English
proficiency (LEP) to their programs and services. For additional assistance and information regarding
language access obligations, please refer to the DHS Recipient Guidance:
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https://www.dhs.gov/guidance-published-help-department-supported-organizations-provide-meaningful-
access-people-limited and additional resources on http://www.lep.gov.

Article XXVII - Lobbying Prohibitions

Recipients must comply with 31 U.S.C. section 1352, which provides that none of the funds provided
under a federal financial assistance award may be expended by the recipient to pay any person to influence,
or attempt to influence an officer or employee of any agency, a Member of Congress, an officer or
employee of Congress, or an employee of a Member of Congress in connection with any federal action
related to a federal award or contract, including any extension, continuation, renewal, amendment, or
modification.

Article XXVIII - National Environmental Policy Act

Recipients must comply with the requirements of the National Environmental Policy Act of 1969, (NEPA)
Pub. L. 91-190 (1970) (codified as amended at 42 U.S.C. section 4321 et seq.) and the Council on
Environmental Quality (CEQ) Regulations for Implementing the Procedural Provisions of NEPA, which
require recipients to use all practicable means within their authority, and consistent with other essential
considerations of national policy, to create and maintain conditions under which people and nature can
exist in productive harmony and fulfill the social, economic, and other needs of present and future
generations of Americans.

Article XXIX - Nondiscrimination in Matters Pertaining to Faith-Based Organizations

It is DHS policy to ensure the equal treatment of faith-based organizations in social service programs
administered or supported by DHS or its component agencies, enabling those organizations to participate
in providing important social services to beneficiaries. Recipients must comply with the equal treatment
policies and requirements contained in 6 C.F.R. Part 19 and other applicable statues, regulations, and
guidance governing the participations of faith-based organizations in individual DHS programs.

Article XXX - Non-Supplanting Requirement

Recipients receiving federal financial assistance awards made under programs that prohibit supplanting
by law must ensure that federal funds do not replace (supplant) funds that have been budgeted for the
same purpose through non-federal sources.

Article XXXI - Notice of Funding Opportunity Requirements

All the instructions, guidance, limitations, and other conditions set forth in the Notice of Funding
Opportunity (NOFO) for this program are incorporated here by reference in the award terms and
conditions. All recipients must comply with any such requirements set forth in the program NOFO.

Article XXXII - Patents and Intellectual Property Rights

Recipients are subject to the Bayh-Dole Act, 35 U.S.C. section 200 et seq, unless otherwise provided by
law. Recipients are subject to the specific requirements governing the development, reporting, and
disposition of rights to inventions and patents resulting from federal financial assistance awards located
at 37 C.F.R. Part 401 and the standard patent rights clause located at 37 C.F.R. section 401.14.

Article XXXIII - Procurement of Recovered Materials

States, political subdivisions of states, and their contractors must comply with Section 6002 of the Solid
Waste Disposal Act, Pub. L. 89-272 (1965), (codified as amended by the Resource Conservation and
Recovery Act, 42 U.S.C. section 6962.)

The requirements of Section 6002 include procuring only items designated in guidelines of the
Environmental Protection Agency (EPA) at 40 C.F.R. Part 247 that contain the highest percentage of
recovered materials practicable, consistent with maintaining a satisfactory level of competition.
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Article XXXIV - Rehabilitation Act of 1973

Recipients must comply with the requirements of Section 504 of the Rehabilitation Act of 1973, Pub. L.
93-112 (1973) (codified as amended at 29 U.S.C. section 794), which provides that no otherwise qualified
handicapped individuals in the United States will, solely by reason of the handicap, be excluded from
participation in, be denied the benefits of, or be subjected to discrimination under any program or activity
receiving federal financial assistance.

Article XXXV - Reporting of Matters Related to Recipient Integrity and Performance
General Reporting Requirements:

If the total value of any currently active grants, cooperative agreements, and procurement contracts from
all federal awarding agencies exceeds $10,000,000 for any period of time during the period of performance
of this federal award, then the recipients must comply with the requirements set forth in the government-
wide Award Term and Condition for Recipient Integrity and Performance Matters located at 2 C.F.R. Part
200, Appendix XII, the full text of which is incorporated here by reference in the award terms and
conditions.

Article XXXVI - Reporting Subawards and Executive Compensation
Reporting of first tier subawards:

Recipients are required to comply with the requirements set forth in the government-wide award term on
Reporting Subawards and Executive Compensation located at 2 C.F.R. Part 170, Appendix A, the full text
of which is incorporated here by reference in the award terms and conditions.

Article XXXVII - Required Use of American Iron, Steel, Manufactured Products, and Construction
Materials

Recipients and subrecipients must comply with the Build America, Buy America Act (BABAA), which
was enacted as part of the Infrastructure Investment and Jobs Act Sections 70901-70927, Pub. L. No. 117-
58 (2021); and Executive Order 14005, Ensuring the Future is Made in All of America by All of America's
Workers. See also Office of Management and Budget (OMB), Memorandum M-22-11, Initial
Implementation Guidance on Application of Buy America Preference in Federal Financial Assistance
Programs for Infrastructure.

Recipients and subrecipients of federal financial assistance programs for infrastructure are hereby notified
that none of the funds provided under this award may be used for a project for infrastructure unless:

(1) all iron and steel used in the project are produced in the United States--this means all manufacturing
processes, from the initial melting stage through the application of coatings, occurred in the United States;

(2) all manufactured products used in the project are produced in the United States--this means the
manufactured product was manufactured in the United States; and the cost of the components of the
manufactured product that are mined, produced, or manufactured in the United States is greater than 55
percent of the total cost of all components of the manufactured product, unless another standard for
determining the minimum amount of domestic content of the manufactured product has been established
under applicable law or regulation; and

(3) all construction materials are manufactured in the United States--this means that all manufacturing
processes for the construction material occurred in the United States.

The Buy America preference only applies to articles, materials, and supplies that are consumed in,
incorporated into, or affixed to an infrastructure project. As such, it does not apply to tools, equipment,
and supplies, such as temporary scaffolding, brought to the construction site and removed at or before the
completion of the infrastructure project. Nor does a Buy America preference apply to equipment and
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furnishings, such as movable chairs, desks, and portable computer equipment, that are used at or within
the finished infrastructure project, but are not an integral part of the structure or permanently affixed to
the infrastructure project.

Waivers
When necessary, recipients may apply for, and the agency may grant, a waiver from these requirements.

(a) When the federal agency has made a determination that one of the following exceptions applies, the
awarding official may waive the application of the domestic content procurement preference in any case
in which the agency determines that:

(1) applying the domestic content procurement preference would be inconsistent with the public interest;

(2) the types of iron, steel, manufactured products, or construction materials are not produced in the United
States in sufficient and reasonably available quantities or of a satisfactory quality; or

(3) the inclusion of iron, steel, manufactured products, or construction materials produced in the United
States will increase the cost of the overall project by more than 25 percent.

A request to waive the application of the domestic content procurement preference must be in writing.
The agency will provide instructions on the format, contents, and supporting materials required for any
waiver request. Waiver requests are subject to public comment periods of no less than 15 days and must
be reviewed by the OMB Made in America Office.

There may be instances where an award qualifies, in whole or in part, for an existing waiver described.
For awards by the Federal Emergency Management Agency (FEMA), existing waivers are available and
the waiver process is described at "Buy America" Preference in FEMA Financial Assistance Programs for
Infrastructure | FEMA.gov. For awards by other DHS components, please contact the applicable DHS
FAO.

To see whether a particular DHS federal financial assistance program is considered an infrastructure
program and thus required to include a Buy America preference, please either contact the applicable DHS
FAO, or for FEMA awards, please see Programs and Definitions: Build America, Buy America Act |
FEMA .gov.

Article XXXVIII - SAFECOM

Recipients receiving federal financial assistance awards made under programs that provide emergency
communication equipment and its related activities must comply with the SAFECOM Guidance for
Emergency Communication Grants, including provisions on technical standards that ensure and enhance
interoperable communications.

Article XXXIX - Terrorist Financing

Recipients must comply with E.O. 13224 and U.S. laws that prohibit transactions with, and the provisions
of resources and support to, individuals and organizations associated with terrorism. Recipients are legally
responsible to ensure compliance with the Order and laws.

Article XL - Trafficking Victims Protection Act of 2000 (TVPA)
Trafficking in Persons:

Recipients must comply with the requirements of the government-wide financial assistance award term
which implements Section 106 (g) of the Trafficking Victims Protection Act of 2000 (TVPA), codified as
amended at 22 U.S.C. section 7104. The award term is located at 2 C.F.R. section 175.15, the full text of
which is incorporated here by reference.

Article XLI - Universal Identifier and System of Award Management
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Requirements for System for Award Management and Unique Entity Identifier Recipients are required to
comply with the requirements set forth in the government-wide financial assistance award term regarding
the System for Award Management and Universal Identifier Requirements located at 2 C.F.R. Part 25,
Appendix A, the full text of which is incorporated here by reference.

Article XLII - USA PATRIOT Act of 2001

Recipients must comply with requirements of Section 817 of the Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USAPATRIOT
Act), which amends 18 U.S.C. sections 175-175c.

Article XLIII - Use of DHS Seal, Logo and Flags

Recipients must obtain permission from their DHS FAO prior to using the DHS seal(s), logos, crests or
reproductions of flags or likenesses of DHS agency officials, including use of the United States Coast
Guard seal, logo, crests or reproductions of flags or likenesses of Coast Guard officials.

Article XLIV - Whistleblower Protection Act

Recipients must comply with the statutory requirements for whistleblower protections (if applicable) at
10 U.S.C section 2409, 41 U.S.C. section 4712, and 10 U.S.C. section 2324, 41 U.S.C. sections 4304 and
4310.

Article XLV - Environmental Planning and Historic Preservation (EHP) Review

DHS/FEMA funded activities that may require an Environmental Planning and Historic Preservation
(EHP) review are subject to the FEMA EHP review process. This review does not address all federal,
state, and local requirements. Acceptance of federal funding requires the recipient to comply with all
federal, state, and local laws. DHS/FEMA is required to consider the potential impacts to natural and
cultural resources of all projects funded by DHS/FEMA grant funds, through its EHP review process, as
mandated by the National Environmental Policy Act; National Historic

Preservation Act of 1966, as amended; National Flood Insurance Program regulations; and any other
applicable laws and executive orders. In order to initiate EHP review of your project(s), you must submit
a detailed project description along with supporting documentation. The EHP review process must be
completed before funds are released to carry out the proposed project; otherwise, DHS/FEMA may not be
able to fund the project due to noncompliance with EHP laws, executive orders, regulations, and policies.

If ground disturbing activities occur during construction, applicant will monitor ground disturbance, and
if any potential archeological resources are discovered the applicant will immediately cease work in that
area and notify the pass-through entity, if applicable, and DHS/FEMA.

Article XLVI - Applicability of DHS Standard Terms and Conditions to Tribes

The DHS Standard Terms and Conditions are a restatement of general requirements imposed upon
recipients and flow down to subrecipients as a matter of law, regulation, or executive order. If the
requirement does not apply to Indian tribes or there is a federal law or regulation exempting its application
to Indian tribes, then the acceptance by Tribes of, or acquiescence to, DHS Standard Terms and Conditions
does not change or alter its inapplicability to an Indian tribe. The execution of grant documents is not
intended to change, alter, amend, or impose additional liability or responsibility upon the Tribe where it
does not already exist.

Article XLVII - Acceptance of Post Award Changes

In the event FEMA determines that changes are necessary to the award document after an award has been
made, including changes to period of performance or terms and conditions, recipients will be notified of
the changes in writing. Once notification has been made, any subsequent request for funds will indicate
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recipient acceptance of the changes to the award. Please call the FEMA/GMD Call Center at (866) 927-
5646 or via e-mail to ASK-GMD@fema.dhs.gov if you have any questions.

Article XLVIII - Disposition of Equipment Acquired Under the Federal Award

For purposes of original or replacement equipment acquired under this award by a non-state recipient or
non-state subrecipients, when that equipment is no longer needed for the original project or program or
for other activities currently or previously supported by a federal awarding agency, you must request
instructions from FEMA to make proper disposition of the equipment pursuant to 2 C.F.R. section
200.313. State recipients and state subrecipients must follow the disposition requirements in accordance
with state laws and procedures.

Article XLIX - Prior Approval for Modification of Approved Budget

Before making any change to the FEMA approved budget for this award, you must request prior written
approval from FEMA where required by 2 C.F.R. section 200.308.

For purposes of non-construction projects, FEMA is utilizing its discretion to impose an additional
restriction under 2 C.F.R. section 200.308(f) regarding the transfer of funds among direct cost categories,
programs, functions, or activities. Therefore, for awards with an approved budget where the federal share
is greater than the simplified acquisition threshold (currently $250,000), you may not transfer funds among
direct cost categories, programs, functions, or activities without prior written approval from FEMA where
the cumulative amount of such transfers exceeds or is expected to exceed ten percent (10%) of the total
budget FEMA last approved.

For purposes of awards that support both construction and non-construction work, FEMA is utilizing its
discretion under 2 C.F.R. section 200.308(h)(5) to require the recipient to obtain prior written approval
from FEMA before making any fund or budget transfers between the two types of work.

You must report any deviations from your FEMA approved budget in the first Federal Financial Report
(SF-425) you submit following any budget deviation, regardless of whether the budget deviation requires
prior written approval.
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EXHIBIT E - INFORMATION REQUIRED BY 2 CFR § 200.332(A)(1)

Federal Award Identification:

(1) Subrecipient* name (which must match registered name in SAM): Clackamas County

(i1) Subrecipient’s Unique Entity Identifier (SAM): NVWKAVBS8JND6

(i)  Federal Award Identification Number (FAIN): EMW-2022-CY-00070-S01

(iv)  Federal Award Date: September 1, 2022

(V) Sub-award Period of Performance Start and End Date: From July 1, 2024, to June 30,2026
(vi)  Sub-award budget period start and end dates: From July 1, 2024, to June 30, 2026

(vii) Amount of Federal Funds Obligated by this Agreement: $148,000

(viii) Total Amount of Federal Funds Obligated to the Subrecipient by the pass-through entity including
this agreement *: $148,000

(ix) Total Amount of Federal Award committed to the Subrecipient by the pass-through entity: $148,000

(x) Federal award project description: The purpose of the Fiscal Year 2022 State and Local
Cybersecurity Grant Program (SLCGP) is to assist state, local, and territorial (SLT) governments
with managing and reducing systemic cyber risk.

(x1) (a) Name of Federal awarding agency: U.S. Department of Homeland Security, Federal Emergency
Management Agency (FEMA)

(b) Name of Pass-through entity: Oregon Department of Emergency Management

(c) Contact information for awarding official: Erin McMahon, Director — Oregon Department of
Emergency Management, PO Box 14370, Salem, OR 97309-5062

(xii) Assistance Listings Number and Title: 97.137 State and Local Cybersecurity Grant Program,;
$2,988,286

(xiii) Is Award R&D? No
(xiv) Indirect cost rate for the Federal award: 0
2. Subrecipient’s indirect cost rate: 0%

*The Total amount of Federal Funds Obligated to the Subrecipient by the pass-through entity is the
Total Amount of Federal Funds Obligated to the Subrecipient by the pass-through entity during the
current fiscal year.
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EXHIBIT F — CERTIFICATION REGARDING LOBBYING

(Awards in excess of $100,000)

The undersigned certifies, to the best of his or her knowledge and belief, that:

Q)

©)

A

No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress
in connection with the awarding of any Federal contract, the making of any Federal grant, the making
of any Federal loan, the entering into of any cooperative agreement, and the extension, continuation,
renewal, amendment, or modification of any Federal contract, grant, loan or cooperative agreement.

If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with
this Federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and
submit Standard Form-LLL, “Disclosure Form to Report Lobbying,” in accordance with its
instructions.

The undersigned shall require that the language of this certification be included in the award
documents for all subawards at all tiers (including subcontracts, subgrants, and contracts under
grants, loans, and cooperative agreements) and that all subrecipients shall certify and disclose
accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by section 1352, title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Signed

Title

Date
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