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MEETING MINUTES
Internal Audit Oversight Committee

Wednesday, June 12, 2024
3:30 p.m. to 5:00 p.m.

Virtual meeting

X Minh Dan [<] Jeff Gibbs, [X] Wilda Parks, [ ] Tootie Smith, [X] Ben West, Vice- [ ] Gary < Jane Vetto,

Vuong, IAOC Community Community Chair of Board chair of Board Schmidt, County

Chair, Member Member of County of County County Counsel

Community Commissioners Commissioners Administrator

Member
B4 Brian Nava, [X Jodi [] Kathy B4 Dylan Blaylock,

County Cochran, Yeung, Seniar

Treasurer County Senior Community

(non-voting) Internal Internal Relations

Auditor Auditor Specialist, PGA

lssue

Presenter/ Staff
Contact

Issue Description

Decision/Action/Assignments

Welcome and
Introductions

Chair Minh Dan
uong

Chair Minh Dan Vuong opened the meeting and welcomed the
Internal Audit Oversight Committee members.

Chair Yuong recognized Commissioner Ben West and County
Counsel Jane Vetto as the newest members to the Oversight
Committee. Both introduced themselves to the committee.
Commissioner West is the newly elected Board Vice-Chair. County

None
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Issue

Presenter/ Staff
Contact

Issue Description

Decision/Action/Assignments

Counsel Jane Vetto is the newly appointed counsel replacing retired
County Counsel Stephan Madkour.

Jodi Cochran, County Internal Auditor, performed the roll call.

It was announced that the meeting is a public meeting and is
accessible via ZOOM to any member of the community who would
like to observe. Public comment will not be taken during the meeting
but can be emailed to OCIA@Clackamas.us.

March 20, 2024,
meeting minutes

Chair Minh Dan
Vuong

The draft March 20, 2024, Internal Audit Oversight Committee
meeting minutes were presented.

Wilda Parks moved to approve the Internal Audit Oversight
Committee March 20, 2024, meeting minutes as written.
Commissioner Ben West seconded the motion. The motion passed
and the March 20, 2024, draft minutes were approved unanimously

March 20, 2024, minutes
approved as written.

Risk Assessment 101
and 2023 Risk
Assessment Results

Jodi Cochran,
County Internal
Auditor

Jodi Cochran provided the committee with a presentation: Risk
Assessment 101 & the 2023 Risk Assessment Results

The annual risk assessment serves two primary purposes:

« [t informs the development of the annual Office of County
Internal Audit audit plan; and
* |t enhances the county’s risk management strategies.

Jodi provided high-level insights regarding:

» How the risk assessment was conducted
» What criteria was applied

+» What calculations were performed

* How the results were analyzed

Informational
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Issue

Presenter/ Staff
Contact

Issue Description

Decision/Action/Assignments

The identified high-risk areas and potential audit topics were
discussed.

Through the audit plan, the County Internal Auditor proposes
allocations of office resources and specific audit engagements to be
conducted during the coming fiscal year. The Oversight Committee
is responsible for reviewing, evaluating and approving the annual
audit plan. Reviewing the risk assessment process and results
allows the public and the committee to better understand how the
office arrives at the proposed plan.

The 2023 Risk Assessment results will inform the committee’s
approval decision at the July 31, 2024, Internal Audit Oversight
Committee meeting.

FY23-24 Audit Plan —
Quarterly Status
Update

Jodi Cochran,
County Internal
Auditor

The FY23-24 Audit Plan Status report was provided. Review of the
report at the committee meeting is based on availability of time, and
reports are typically provided at a high level.

Jodi Cochran presented the active engagements overview. The
presentation highlighted the purpose, scope, expectations, target
dates and overall status updates of four engagements:

* Asset Management

» Elections Ballot Security — Report Update

» Clackamas County Circuit Courthouse Construction Project
o County Jail Program

The Committee discussed Office advisory services not directly
reflected in the Quarterly Status reporis. These include less formal
requests for assistance fielded by the Office. While less formal, such
services take time and are another avenue for added county value
and support.

Informational
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Issue

Presenter/ Staff
Contact

Issue Description

Decision/Action/Assignments

Quality Assurance
and Improvement
Program (QAIP)

Jodi Cochran,
County Internal
Auditor

The Quality Assurance and Improvement Program status report was
provided. Review of the report at the committee meeting is based on
availability of time, and the report is typically provided at a high
level.

To provide context for the Quality Assurance and Improvement
Program Quarterly Status update, a brief overview of auditing
professional standards was presented.

The Office of County Internal Audit complies with the Institute of
Internal Auditors’ Global Internal Audit Standards and is also
informed by the United States Governmental Accountability Office’s
Government Auditing Standards. These are commaonly referred to
as the Red Book and Yellow Book, respectively.

The quarterly Quality Assurance and Improvement Program status
report assists in monitoring the activities of the office, progress
toward its strategic goals and its compliance with professional
standards.

Informational

Round Table

All

The Committee discussed in general the scope, volume and quality
of service provided by the Office of County Internal Audit. General
support and appreciation were recognized.

Meeting adjournment

Chair Minh Dan
Vuong

With no additional comments from the Committee, the meeting
adjourned at 4:45pm.

Next scheduled meetings:

Wednesday, July 31, 2024
2:00 p.m. to 4:00 p.m.
Location: TBD

Submitted by: Jodi Cochran
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MEETING MINUTES
Internal Audit Oversight Committee

Wednesday, August 21, 2024
3:30 p.m. to 4:00 p.m.

Virtual meeting

X Minh Dan [<] Jeff Gibbs, [X] Wilda Parks, [<] Tootie Smith, [ ] Ben West, Vice- [K Gary B Jane Vetto,

Vuong, IAOC Community Community Chair of Board chair of Board Schmidt, County

Chair, Member Member of County of County County Counsel

Community Commissioners Commissioners Administrator

Member
P4 Brian Nava, [ Jodi [] Kathy P4 Dylan Blaylock,

County Cochran, Yeung, Seniar

Treasurer County Senior Community

(Non-voting) Internal Internal Relations

Auditor Auditor Specialist, PGA
Presenter/ Staff L . : .
Issue Contact Issue Description Decision/Action/Assignments

Welcome and Chair Minh Dan Chair Minh Dan Vuong opened the meeting and welcomed the None
Introductions Vuong Internal Audit Oversight Committee members.

It was noted a committee quorum was present.

It was announced that the meeting is a public meeting and is
accessible via Z0O0OM to any member of the community who would

Internal Audit Oversight Committee
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Issue

Presenter/ Staff
Contact

Issue Description

Decision/Action/Assignments

like to observe. Public comment will not be taken during the meeting
but can be emailed to OCIA@Clackamas.us.

Fy24-25 Audit
Plan

Jodi Cochran,
County Internal
Auditor

Jodi presented the proposed FY24-25 Audit Plan. The presentation
highlighted the Office of County Internal Audit’'s roles and
responsibilities, risk assessment results, proposed engagements, and
the recommended Internal Audit Oversight Committee action. For
each proposed engagement, the risk score, strategic priority, and
insight on the evaluation standards were provided. Committee
members provided general comments and feedback.

Board of County Commissioners Chair Smith moved to adopt the
FY24-25 Audit Plan as written. Community member Wilda Parks
seconded the motion. The motion was approved unanimously.

FY24-25 Audit Plan approved
as written.

Round Table All No additional comments made.
Meeting Chair Minh Dan With no additional comments from the Committee, the meeting
adjournment Yuong adjourned at 3:55 p.m.

Next scheduled meetings:

Wednesday, October 09, 2024
2:00 pm.to 3:00 p.m.
Location: TBD

Submitted by: Jodi Cochran
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Status Update: Elections

Ballot Security
Updated Processes for Ballot Security

Report by the Office of County Internal Audit
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Why the Audit is Important

Confidence in the election process encourages civic engagement, strong

communities, and builds public trust through good government.

| 2

Four recommendations were made in the Elections
Ballot Security Audit focusing on physical security
and chain of custody enhancements.

The former clerk agreed with two of the four
recommendations in 2021.

In 2023, Clerk Catherine McMullen agreed with all
four of the recommendations and took action to
implement necessary changes.

This status update provides an independent
evaluation of the four recommendations reflecting
the changes in staffing and processes.

Status Update:

Elections Ballot Security

s for Ballot Security

Vi

Dan Vuong, Chair
Internal Audit Oversight Committee

Brian T. Nava
County Treosurer

cccccc
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What We Found

All recommendations from the 2021 Elections Ballot Security Audit have

been implemented

Recommendation

Require both ingress and
egress door access scans

Secure loading dock door

Enhance receipt protocols for
damaged or non-standard
return envelopes

Confirm inspection control
log batch reconciliations

» Further monitoring not considered necessary

v All workers used their unique access badge
v No instances of piggybacking

v" Ballot intake door remained closed and locked
v" Doorbell and security camera have been installed

v" A dedicated tray is used to contain non-standard
and damaged return envelopes
v All return envelopes are assighed a batch number

v" Manual hand counts are done prior to the
separation of ballots from the return envelopes

v Reconciliations are done before return envelopes
are opened and after ballots are scanned

Page 12 of 50
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Status Update:
Elections Ballot Security

Updated Processes for Ballot Security

August 2024

County Internal Auditor

Kathy Yeung, CPA, CIA
Senior Internal Auditor

Minh Dan Vuong, Chair
Internal Audit Oversight Committee

Brian T. Nava
County Treasurer
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Translation Notice Page

La Oficina de Auditoria Interna del se compromete a brindar un acceso significativo
a los usuarios del informe. Para obtener adaptaciones, traducciones o informacion
adicional, contactenos por correo electronico a ocia@clackamas.us o por teléfono al
503-742-5983.

ERBETDAERATAERENEFEEHEEXHIHNNE. EXEEEMEE, 158
T FEB{¥ ocia@clackamas.us s¢#k#T 503-742-5983 5 18R,

OPKC OKPYKHOro BHYTPEHHEro ayAuTa CTPEMUTCA K NPeoCcTaBAeHUD peansHoro
AOCTyra Nnonb3osaTensm oT4eTa. Ana yonyr no pasMeLLeHnio N NepeBoy, a Takxe
3a IONONHWTENBHOW MHGOPMAaLWMed Bbl MOXETE CBA3ATLCSA C HAMW MO 3NEKTPOHHOIA
nouyte ocia@clackamas.us nnu TenegoHy 503-742-5983.

van phong Kiém toan N&i bé Hat cam két cung cap phuong tién phi hgp dé ngudi
ding tiép can bdo cdo. Be biét thém thdng tin vé, dich thuat, hoac cac thdng tin khac,
vui long lién hé ching tdi qua email ocia@clackamas.us hodc sé dién thoai
503-742-5983.

YnpaeniHHA BHYTPILLHbLOrO KOHTPOJIKO OKPYTY NparHe 3abesne4YmMTii MOBHOLIHHWIA
JOCTYn A0 3BiTy AnA 0cib, AKi 3BepTaloThCA 338 HWM. 3 MUTaHb LWLOAO0 PO3MILLLEHHS,
nepeknagis abo oTpUMaHHA A0AaTKOBOI iIHGopMaLii, Byab nacka, HaNWLLITL HaM Ha
eNeKTPoOHHY NowTy ocia@clackamas.us abo 3aTtenedoHyTe 3a HOMepoM
503-742-5983.

The Office of County Internal Audit is
committed to providing meaningful access

to users of the report. For accommodations,
translations, or additional information, please
contact us via email at ocia@clackamas.us or
via phone at 503-742-5983.
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I. Executive Summary

All recommendations from the 2021 Elections Ballot Security Audit have been implemented

In 2021, the Office of County Internal Audit conducted an Elections Ballot Security Audit focusing on physical security and safeguarding
controls for ballot return envelopes during the May 18, 2021 Special District Election held in Clackamas County. Former County Clerk Sherry
Hall and the Elections Division team agreed with two of the four recommendations included in the September 2021 report.

After being elected Clackamas County Clerk in 2022, Clerk Catherine McMullen, issued a revised response, agreeing with all
recommendations, and requested an updated evaluation. The Office of County Internal Audit conducted the Status Update: Elections Ballot
Security Audit during the May 21, 2024 Primary Election held in Clackamas County, focusing on the implementation status of the four 2021
recommendations.

All four recommendations have been resolved. Detailed observations are included in this report.

Proactive Efforts

County Clerk Catherine McMullen and Elections Manager Justin Larsen, as the primary engagement contacts, have contributed their
time and effort to provide access to the information and data cited. These contributions significantly supported the completion of this
review. Collaborative efforts are vital to the county’s ability to successfully meet objectives, as well as identify, thoroughly analyze, and
appropriately respond to risks. We demonstrate our core values, SPIRIT, when we collectively and proactively identify steps to streamline
processes, strengthen controls, and mitigate risks.

Special thanks to County Clerk Catherine McMullen, Justin Larsen, Tiffany Clark, Qi Richmond, and the elections team for their contributions
and support for this engagement; Mark McBride and Dylan Blaylock with the Public & Government Affairs department for their assistance
in the report design, formatting, and conducting post-audit administrative tasks.

5
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II. Background

Overview of the 2021 Audit

In 2021, the Office of County Internal Audit conducted an Elections Ballot Security
Audit (#2021-03)" focusing on the physical security and safeguarding controls and
processes in place to effectively receive returned ballot envelopes, process returned
ballots, and to complete election result tallies. This audit was narrowly scoped and
evaluated the May 18, 2021 Special District Election held in Clackamas County. Four
recommendations were made to address physical security and chain of custody
enhancements. Former County Clerk Sherry Hall and the Elections Division team
agreed with the two physical security recommendations and disagreed with the two
chain of custody recommendations in the 2021 report.

Physical Security
1. Require both ingress and egress door access scans
2. Secure loading dock door
Chain of Custody
1. Enhance receipt protocols for damaged or non-standard return envelopes

2. Confirm inspection control log batch reconciliations

1 Elections Ballot Security: Observers welcome - Chain of custody enhancements will further support a
transparent ballot processing environment (Report #2021-03)

Physical Security

Require both ingress and
egress door access scans

Secure loading dock door

Chain of Custody

Enhance receipt protocols for
damaged or non-standard
return envelopes

Confirm inspection control log
batch reconciliations
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II. Background

Key observations from the 2021 audit report included:

+ Temporary election workers did not routinely scan their unique access badge
when entering or leaving the ballot processing areas during the May 18, 2021
Special District Election.

+ Two of the three access doors to the receiving, sorting, and signature
verification areas were frequently opened without monitoring during the May
18, 2021 Special District Election.

» Custody control gaps existed in the receiving processes of return envelopes
during the May 18, 2021 Special District Election.

+ Opportunities to clearly document the reconciliation of ballots separated from
returned envelopes to scanned ballots existed during the May 18, 2021 Special
District Election.

Changes in the Clerk’s Office and the Elections Division

County Clerk Catherine McMullen took office in January 2023 and a revised
management response? was released in March 2023. After reviewing the 2021
Elections Ballot Security Audit report, County Clerk McMullen agreed with all four
recommendations. The County Clerk requested an assessment reflecting changes
in staffing and processes in the Office of the County Clerk. The Office of County
Internal Audit conducted the Status Update: Elections Ballot Security Audit during
the May 21, 2024 Primary Election held in Clackamas County, focusing on the four
recommendations from the 2021 audit engagement.

2 2023 Revised Management Response

County Clerk Catherine McMullen,
County Clerk as of 2023
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III. Observations

Ballot Lifecycle

Clackamas County Elections informs voters, candidates, political parties, cities, special
districts, and others about administrative rules and statutes applicable to election
laws. The Elections division of the Office of the County Clerk oversees election filing,
forms and voter registration. The Elections division also prepares ballots and voters'’
pamphlets, receives and processes returned ballots, and completes election result
tallies.? Clackamas County’s ballot processing follows laws, rules and directives
established in Oregon Revised Statues, developed by the Secretary of State and

published in the Vote by Mail Procedures Manual®. Key ballot processing steps include:

* Receiving Voted Ballots

+ Sorting & Counting

+ Signature Verification

» Envelope Opening

+ Ballot Inspection

+ Ballot Scanning & Counting
+ Ballot Adjudication

In all stages of ballot processing, return envelopes and ballots are handled by at
least two or more sworn election workers (i.e., dual custody) to ensure appropriate
safeguarding measures; one election worker is never alone with unsecured
envelopes/ballots. Additionally, surveillance cameras in the processing room provide

3 Cackamas County Clerk Website
4 QOregon Secretary of State - Vote by Mail Procedures Manual, Rev. 03/2024

10
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III. Observations

an additional level of physical security, monitoring, and tracking of return
envelopes and ballots.

Receiving

Ballot envelopes can be returned through the mail or at any official ballot drop site.®
Sworn election workers retrieve ballot envelopes in teams of two to ensure dual
custody throughout transportation. Ballot envelopes from the official ballot drop sites
are transported in secured totes. Ballot envelopes from the post office are transported
in United States Postal Service mail trays.

Sorting & Counting

At the elections office, sworn election workers open the secured totes. Non-election
mail and ballots from other jurisdictions are kept in separate trays. Ballot envelopes
are moved from the totes into trays and arranged to face the same orientation for
efficient processing when fed into the ballot sorter.

The ballot sorter takes a picture, capturing the signature and barcode on each
envelope, and it checks the envelope for thickness. The ballot sorter will update

the status of the ballot (i.e., received, accepted, challenged) through the Oregon
Centralized Voter Registration system. Ballot envelopes are sorted into batches of no
more than 200 ballot envelopes. From there, they are moved into trays and staged on
a rack noting they are in the signature verification stage.

Signature Verification

Sworn election workers receive signature verification training from the Oregon
Secretary of State’s Office. Signatures on the ballot envelope are compared to the
signature on the voter’s most current registration record. The review of the signatures

5 Clackamas County Official Ballot Drop Sites

11

Ballot envelopes
returned via official
ballot drop sites

Envelopes received
by Clackamas
County Elections

Signature
Verification

Envelopes sorted
and counted

Envelopes
opened

Ballots removed
and inspected

Ballots scanned
and counted

Ballot envelopes
returned via USPS

Ballots tallied
and reported

Q) Process within scope of audit

© Reconciliation performed
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III. Observations

is done on the computer and not by handling of the physical envelopes. If the
signature matches and is valid, the ballot is accepted and the ballot envelope moves
onto the next stage. If there is no signature on the ballot envelope or the signature
does not match, the signature is reviewed a second time by a senior election worker.
If the signature is missing or does not match, the ballot is challenged and a letter is
mailed to the voter so that they can cure their challenged signature and have their
ballot counted. If the voter is signed up for the Track Your Ballot® service, the voter will
be able to see this change of status.

After signature verification is completed, the ballot envelopes are fed through the
ballot sorter a second time, sorting accepted ballots and challenged ballots into
different batches. Envelopes are then sorted into batches of no more than 150
envelopes. An election worker moves the envelopes from the ballot sorter into a tray
with a tray tag attached; the tray is staged on a rack noting the status as “ready to
open.” Challenged ballots are segregated and placed on a different rack noting the
status as “challenged.”

Envelope Opening

Accepted ballots move on to the envelope opening process. Next to the receiving
processing area is a room with the envelope opening machine. This machine cuts

the top of the ballot envelope to create an opening. A team of two sworn election
workers work together when operating the machine. A surveillance camera is located
inside the room and connected to the TV in the observation lobby to add transparency
throughout the ballot process. The ballot envelopes are placed back in the tray and
moved onto a new rack with the status as “ready for boards.”

6 Clackamas County Track Your Ballot

12

Ballot envelopes
returned via official
ballot drop sites

Envelopes received
by Clackamas
County Elections

Signature
Verification

Envelopes sorted
and counted

Envelopes
opened

Ballots removed
and inspected

Ballots scanned
and counted

Ballot envelopes
returned via USPS

Ballots tallied
and reported

Q) Process within scope of audit

© Reconciliation performed
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III. Observations

Ballot Inspection Ballot envelopes

returned via official
ballot drop sites

Ballot envelopes

returned via USPS
A tray of ballot envelopes is given to each table of sworn election workers in teams of

two to four from at least two different political affiliations”. Election workers prepare
the inspection control log by manually counting the number of ballot envelopes in
their stack to ensure the total matches the number of envelopes stated on the tray
tag. Ballot envelopes are counted and processed with the signature side facing down
to ensure privacy. Once the table agrees the numbers match, the ballots are separated
from the envelopes.

Ballots are unfolded and inspected for any markings which would cause the machine
tally system to be unable to read the voter's intent. This machine tally system totals
the votes casted; see the Ballot Scanning and Counting section below. Ballots with
these stray markings are set aside to be duplicated. If more than one ballot is found
in a return envelope, both ballots are rejected. Rejected ballot envelopes are archived
according to retention rules.

Empty envelopes are secured with a rubber band with the batch number written on
the top of the envelope and set aside for storage. The election workers complete the
inspection control log by writing the number of ballots rejected from the batch due
to multiple ballots in one envelope, no ballots, wrong or previous elections, or if the
ballot needs to be duplicated. At the bottom of the inspection control log, the election
worker writes the total number of ballots to be tallied. All team members sign the
inspection control log and attach it to the top of the ballots secured by a rubber band.
These ballots with the status “ready to be scanned” are staged on the rack near the
tally room.

7 Election worker political affiliations are noted by colored lanyards visible to public observers.

13

Q) Process within scope of audit

Envelopes received
by Clackamas
County Elections

Signature
Verification

Envelopes sorted
and counted

Envelopes
opened

Ballots removed
and inspected

Ballots scanned
and counted

Ballots tallied
and reported

© Reconciliation performed
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III. Observations

Ballot Scanning and Counting

Scanner operators, who are sworn election workers of different political affiliations,
overseen by a supervisor, feed the ballots into scanner machines in the tally room one
batch at a time. The unique serial number printed on each ballot ensures only ballots
issued by Clackamas County are sent through the scanners and that ballots are not
scanned more than once. None of the computers in the tally room are connected to
the internet, including the scanner machines. Data is transferred to the central count
machine through encrypted USB drives.

In the case where there are ballots that cannot be scanned due to issues such as
damage to the barcode, rips, or food spills, the sworn election worker will separate
the ballot and set it aside to be duplicated. The scanner operator will note this on the
inspection control log and on the scan log.

The system tells the scanner operator how many ballots are accepted and how many
are rejected by machine scanner. If a ballot cannot be scanned by the machine, it is
set aside to be duplicated. The scanner operator writes the number of ballots scanned
on the inspection control log to reconcile it to the number of ballots to be tallied as
noted by the ballot inspection team. The scanner operator then places the completed
inspection control log and the scanned ballots into a retention box.

Ballot Adjudication

When the machine ballot scanners are unable to determine the intent of the voter,
the ballots go through an adjudication process by ballot resolution teams consisting
of two sworn election workers of different political affiliations. Resolution involves
examining an image of each ballot contest that the system detected as containing:

* Anovervote - there are more boxes marked than eligible in the contest
* Anundervote - there are fewer boxes marked than eligible in the contest

» A write-in vote - the voter writes in a name of a candidate

Ballot envelopes
returned via official
ballot drop sites

Envelopes received
by Clackamas
County Elections

Signature
Verification

Envelopes sorted
and counted

Envelopes
opened

Ballots removed
and inspected

Ballots scanned
and counted

Ballot envelopes
returned via USPS

Ballots tallied
and reported

Q) Process within scope of audit

© Reconciliation performed
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III. Observations

If the machine system cannot read the voter’s intent, election worker resolution teams

make indications on the ballot image on the computer to accurately capture the
voter’s choices. Changes are not made to the actual ballot itself, only to an electronic
image of the ballot. In the case of a recount, the actual paper ballot is counted by
hand by sworn election workers as part of a recount team.

Public Observation

In the public observation lobby at the Clackamas County Elections building,
community members can observe the entire ballot process flow from receipt to
archive. The continuously forward flow of the processing steps provides clear insight
and the opportunity to better understand the ballot life cycle. While observers are
not allowed in the secure processing areas, elections supervisors are available to
answer questions and address observations. The public observation lobby is open
whenever ballot processing is occurring. The observation schedule can be found on

the Clackamas County Elections website.

Track Your Ballot

Clackamas County residents can sign up for Track Your Balloté, a free service alerting
voters when their ballot is mailed and when it is accepted for counting. Voters can
choose whether to receive alerts through text, phone, or email, as well as log in to
see the ballot status. Since August 2023, more than 9,800 voters have signed up for
notifications. During the May 21, 2024 Primary Election, 94.5% of voters who signed
up for Track Your Ballot voted in the election. For more information, residents can
sign-up for the free service on the Clackamas County Elections page at

www.clackamas.us/elections/track-your-ballot.

8 Track Your Ballot Sign Up Page
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IV. Status of 2021 Recommendations

Physical Security

Recommendation One:
Require both ingress and egress door access scans

Status: Resolved

Recommendation One from the 2021 Elections Audit report detailed the requirement
of having both ingress and egress door access scanning protocol for any access to
secured elections processing area. During the May 18, 2021 Special District Election,
observations included:

+ Temporary elections workers did not routinely scan their unique access badge
when entering or leaving the processing areas,

» Personnel followed another staff member through an open door without
scanning their access badge, and

+ Adoor secured by key card access was propped open with a door jam®.

In the 2021 Elections Audit, management agreed with the recommendation. Since
then, the Clerk’s Office has implemented scan in/scan out protocol for all individuals
with access to all secured elections processing areas. During the May 21, 2024
Primary Election, sworn election workers scanned their unique access badge when
entering and leaving processing areas. No instances of “piggybacking” were noted
in which election workers followed another staff member through an open door
without scanning their access badge. In instances when temporary election workers
didn't have their badges yet, they were escorted by an election worker to enter the
processing areas. No doors were propped open.

9 Elections Ballot Security Audit, Report #2021-03
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IV. Status of 2021 Recommendations

Physical Security

Recommendation Two:
Secure loading dock door

Status: Resolved

Recommendation Two noted management should ensure all access doors to elections
processing areas are closed and always locked. When the loading dock door — also
known as the ballot intake door — is opened to receive deliveries, all other doors

in the receiving, sorting, and signature verification area should be closed and

locked. During the May 18, 2021 Special District Election, outside access doors were
observed open or unlocked when not in use for deliveries. In the 2021 Elections Audit,
management agreed with the recommendation.

During the May 21, 2024 Primary Election, the ballot intake door remained closed

and locked, and a sign taped to the door reminded individuals the door should not be
propped open. A doorbell and security camera connected to the TV on the inside have
been installed and have increased the visibility of activity at the ballot intake door
from the observation lobby. To ensure staff safety and security, a limited number of
sworn election workers used the ballot intake door as an entrance and exit point.
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IV. Status of 2021 Recommendations

Chain of Custody

Recommendation Three:
Enhance receipt protocols for damaged or non-standard
return envelopes

Status: Resolved

Recommendation Three stated management should “enhance receipt protocols for
damaged or non-standard return envelopes.” During the May 18, 2021 Special District
Election, non-standard or damaged return envelopes were not subject to the same
level of chain of custody controls applied to the majority of return envelopes.

In response to the recommendation, processing standards were developed and
implemented to address envelopes that could not be handled using the routine
procedures. During the May 21, 2024 Primary Election, non-standard and damaged
envelopes were placed in a dedicated tray on the rack where other standard
envelopes were waiting to be scanned into the ballot sorter. Ballot envelopes
belonging to other jurisdictions were placed in another designated tray. Any items
that were not ballot return envelopes such as flyers or mail were placed in additional
trays away from where the ballot envelopes were staged.

All non-standard ballot envelopes, damaged envelopes, and potentially hazardous
items were handled by the elections manager. Non-standard ballot envelopes were
manually entered into an Excel tracker, assigned a batch number and batched in a tray
with the associated tray tag. These non-standard ballots were processed like standard
envelopes through the opening and inspection processes.
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IV. Status of 2021 Recommendations

Chain of Custody

Recommendation Four: Confirm inspection control log
batch reconciliations

Status: Resolved

Recommendation Four suggested management enhance the inspection control log
documentation and reconciliation process. The inspection control log is used by the
opening and inspecting teams to document the batch of ballot return envelopes
being counted. The log documents the total number of envelopes, empty envelopes,
envelopes containing more than one ballot, ballots that need to be duplicated, and
number of ballots to be scanned.

During the May 18, 2021 Special District Election, the Opening and Inspecting Table
Instructions did not require a confirmation of the number of ballot envelopes to be
opened or the number of opened envelopes through a hand count process.

Enhanced chain of custody procedures observed during the May 21, 2024 Primary
Election, include:

+ manual hand counts of envelopes prior to the separation of ballots from the
return envelopes.

+ enhanced inspection control logs that clearly document and reconcile the
number of ballots to be tallied and the number of ballots that have been
scanned.

+ custody controls for non-standard ballot envelopes consistent with those for
standard ballot envelopes.
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V. Objectives, Scope and Methodology

In accordance with the Clackamas County 2023-2024 Audit Plan, the Office of County

Internal Audit evaluated the May 21, 2024 Primary Election held in Clackamas County.

County Internal Audit engagements are selected and designed to address high risk
potential, while maximizing County Internal Audit resources and impact. Selection
as a topic for an internal audit engagement does not mean the department or office
is being managed ineffectively or policies and procedures are inadequate. It merely
indicates that the services or functions the department is responsible for are, by
nature, high priority activities with high-risk potential because of factors such as a
large amount, or high degree, of:

+ reported expenditures or revenues
+ available liquid or protected assets, such as confidential data
+ potential risks identified by management

* public interest

General objectives for the Status Update: Elections Ballot Security Audit engagement
— consistent with the County’s values, strategies, and objectives — were to:

+ Independently reassess the security and safeguarding recommendations from
the Elections Ballot Security Audit report (#2021-03) supporting the processing
of cast ballots (processing steps to include: drop site return intake, OCVR
scanning, signature verification, sorting, opening, scanning, tallying,
and storing).

+ Independently reassess the potential risk of a mishandled or lost ballot, a
miscounted ballot, or a ballot to be duplicated.
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V. Objectives, Scope and Methodology

+ Advocate for continuous improvement through observations
and recommendations.

+ Create transparency for the County.

To achieve engagement objectives, the Office of County Internal Audit, among other
engagement activities:

* Reviewed Oregon Revised Statutes chapters 171,198, 203, 204, 221, 236, 246
through 260; the Oregon Administrative Rules Elections Division - Chapter
165; the Vote by Mail Procedures Manual; and other directives issued by the
Secretary of State.

+ Reviewed State elections procedures, training, and guidance provided to staff.

» Conducted interviews with full-time team members within Clackamas
County Elections.

+ Observed official ballot drop site return intake, Oregon Central Voter
Registration System scanning, signature verification, sorting, opening,
scanning, tallying, and storing procedures throughout the May 21, 2024
Primary Election cycle.
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VI. About the Office of

County Internal Audit




VI. About the Office of County Internal Audit

Our mission

Provide county leadership objective assurance, advice and insight to optimize county %
efforts and achievements.

Our vision

The public: e

+ engages with an accountable, high performing, and transparent local
government

+ is confident that its interests are protected

Our strategic objectives
The Office supports Clackamas County by:
+ focusing on risks to county achievement
* promoting continuous improvement
+ enhancing accountability and transparency
+ fostering county SPIRIT

* building public trust
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VI. About the Office of County Internal Audit

Our professional standards

The Office of County Internal Audit governs itself by adhering to The Institute of
Internal Auditors’ mandatory guidance, including the:

+ Definition of Internal Auditing.
+ Code of Ethics
+ International Standards for the Professional Practice of Internal Auditing™.
The Office does not fully conform to the Standards to the extent the Office has not yet

received an external review. Obtaining an external peer review is one of the Office’s
performance goals.

Our independence
The County Internal Auditor reports functionally to the Internal Audit Oversight

Committee and administratively to the elected County Treasurer. This authority
ensures the Office is free of undue influence.

Our team
Jodi Cochran, CPA, CIA, CGMA, CRMA, County Internal Auditor

Kathy Yeung, CPA, CIA, Senior Internal Auditor

10 https://na.theiia.org/standards-guidance/mandatory-guidance/pages/standards.aspx
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Contact Us

Office of County Internal Audit
2051 Kaen Road #460
Oregon City, OR 97045

Phone: 503-742-5983

Email: ocia@clackamas.us
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Clackamas County
Internal Audit Oversight Committee
Meeting Materials
Wednesday, October 9, 2024

ltem #5
FY24-25 Audit Plan — 10.09.2024 Status
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FY24-25 Audit Plan

Assurance & Advisory Engagements — Status update
October 09, 2024

Engagements Status

Engagement letter issued January 11, 2024 . Fieldwork and testing substantially
complete. Report development in progress. Target report date December 2024,

Finance — Asset Management In Progress

Courthouse Capital Construction In Progress Engagement letter issued January 10, 2024 Fieldwork and testing in progress. Target

Project draft report date January 2025

Clackamas County Sheriff's Office — Jail In Progress Planning and survey work in progress. Target engagement letter date December 2024 .

Operations Target report draft date May/June 2025

Financial Condition Analysis Planned Anticipated timeframe — Complete April 2025. Timing will be dependent on availability of
draft and audited financial data.

Juvenile Department — Youth Services Planned Anticipated timeframe — Begin in June 2025

Annual Audit Recommendation Planned Anticipated timeframe — Complete January 2025

Monitoring

Annual Risk Assessment Planned Anticipated timeframe — Complete March 2025

CQuality Assurance Review — Seli- Planned Anticipated timeframe — Complete March 2025. This is an administrative activity

assessment with Independent included in the quarterly update due to significant time allocation {equivalent to an audit

Validation assurance or advisory engagement)

[l Complete

[ ] In Progress
[ ] Planned — Not yet started
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Clackamas County
Internal Audit Oversight Committee
Meeting Materials
Wednesday, October 9, 2024

ltem #6
Quality Assurance and Improvement Program —
10.09.2024 Status
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Quality Assurance and

Improvement Program
Status update
October 09, 2024

QAIP Goals & Activity Status Notes

County Code Complete County Ordinance #05-2020 - September 23, 2020

I1AOC Handbook™ Complete IAOC onboarding tool; updated May 2025

OCIA Webpage — Public internet Complete Maintenance ongoing; Good Government Hotline updates

Post-engagement customer survey™ Complete Post-engagement survey process fully implemented and
incorporated into ongoing activity.

IACC Composition Compete Composition includes community membership — New member
assigned January 2024,

OCIA Classification Series and Resources” Complete Two FTE; Development of County Internal Audit professional

classification series completed December 2022; Preliminary
alignment with industry standards and Oregon market. Continued
monitoring and review of adequate governance.

OCIA Charter Complete Next annual review — Target January 2025
IAOC Charter Complete Next annual review — Target January 2025
Hotline governance Complete Annual summary reports published; Governance and control

processes being reviewed and revised to reflect new structure
adopted in 2021.

OCIA Policy and procedure manual™ In progress Continued development and refinement; substantial completion
planned in preparing for peer review.

External Quality Assessment Review - Peer In planning Coordinating with the State of Oregon Chief Audit Executive

review” stage Council to participate in state reciprocal activity. Timing impacted

by State resources and projects.

OCIA Webpage - Intranet Not yet started

*QAIP goal & activity included in Performance Clackamas — Strategic Business Plan
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IPPF 1000.C1

The Office of County Internal Audit charter is reviewed with the JAOC to ensure its adeqguacy and compliance with Standards.

IPPF 1010 The CAE discusses with the IAOC the Definition of Internal Auditing, the Code of Ethics, and the Standards — as documented
within the Office of County Internal Audit charter.

IPPF 1010 The CAE discusses with senior management the Definition of Internal Auditing, the Code of Ethics, and the Standards — as
documented within the Office of County Internal Audit charter.

IPPF 1110 The CAE confirms to the IAOC annually the organizational independence of the Office of County Internal Audit.

IPPF 1111 The CAE communicates and interacts directly with the Board — providing annual activity updates.

IPPF 1130.A1&A2 | The CAE confirms to the IAOC annually the objectivity of the Office of County Internal Audit staff.

IPPF1300 The CAE discusses the results of the Quality Assurance and Improvement Program, including ongoing monitoring of individual
engagements, self-assessment results and recommendations, and external peer reviews.

IPPF 2200 through | The CAE discusses with the IAOC the results of individual engagement guality assurance reviews when presenting engagement

IPPF 2450 results.

IPPF 1312 The CAE discusses with the IAOC the form (full or validation) and frequency of external assessments, including the
independence and qualifications of the external reviewer.

IPPF 1320 The CAE communicates the results of the external assessment to the IAOC and the status of recommendations.

IPPF 1320 The CAE communicates the results of the external assessment to senior management.

IPPF 1321 & IPPF
1322

The CAE addresses with the IAOC the Office of County Internal Audit's use of statements of Standard conformity or
nonconformity in engagement communications.

IPPF 2040 The CAE confirms to the JAOC the adequacy of the Office of County Internal Audit policies and procedures, including the I1AOC
Member Handbook.
IPPF 2050 The CAE reviews coordination of combined assurance functions within the county.
IPPF 2500 The CAE monitors the status of all management recommendations (internal and external) and communicates the results to the
IAOC to ensure that management actions have been effectively implemented or that senior management has accepted the risk of
not acting.
IPPF 2600 The CAE communicates to the IACC all circumstances in which the CAE has determined that senior management has accepted
a level of risk that may be unacceptable to the county organization.
IPPF 2010.A1 The CAE performs and documents an annual countywide risk assessment, incorporating input from the IAQC, Board, and senior
IPPF 2010. CA management.
IPPF 1210 & The CAE demonstrates to the IAOC how the Office of Internal Audit collectively possesses or obtains the knowledge, skills, and
IPPF1230 other competencies needed to perform its responsibilities. CAE annually confirms compliance with all continuing professional FY24-25
education requirements.
IPPF 1210.A2 The CAE addresses with the IAOC the sufficiency of fraud detection and investigation resources within the Office of County
Internal Audit. FY24-25
IPPF 1210.A3 ;rhe Cﬁiagdresses with the IAOC the sufficiency of information technology auditing resources within the Office of County FY24-25
nternal Audit.
IPPF 2000 & IPPF | The CAE prepares and presents to the IAQC and senior management an audit plan which adds value to the county organization
2010 and represents a risk-based prioritization of Office of County Internal Audit resources.
IPPF 2020 The IAOC reviews and approves the audit plan, considering resources limitations as communicated by the CAE.
IPPF 2100 through | The CAE formally assesses and contributes to the improvement of county governance, risk management, and control processes.
IPPF 2130.C1 FY24-25
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10/7/2024

PUBLIC
MEETING LAW

Internal Audit Oversight Committee

Oregon’s Public Meetings
Law applies toYOU.

Each of you is a public official.

The Internal Audit Oversight Committee is
an advisory governing body.
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10/7/2024

The public is
informed of the
deliberations, actions
and decisions of
governing bodies.

Opportunities for
public access and
attendance are
available.

Public notices are issued.
Meeting agendas, materials and minutes are published.

Meetings are open and accessible for public attendance.

@ _'- [
N

Serial ication ibited. : discussions rications—
COMimin EH"EFI'I*II .:.If'l"a' III'I._I'I"I : WU:I'_T‘I"T“'!.Imnﬂ‘E .BSPHT
body's authorizy vi Cres tr'lePuticMeelmgsELal.g

No group email threads.

Mo quorum gatherings outside of meetings.
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10/7/2024

New legislation increases accountability

JL

Training Enforcement

Oregon (overnment Ethics Commission Violation reporting
2pproved Timeliness of response
Oince every tarm Sanctions

QUESTIONS?
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