
CLACKAMAS COUNTY BOARD OF COUNTY COMMISSIONERS 

Policy Session Worksheet 

Presentation Date: 
July 11, 2017 

Approximate Start Time: 
11:00 a.m. 

Presentation Title: HIPAA Resolution and Policy 

Department: County Counsel 

Presenters: Kathleen Rastetter and Cindy Hahn 

Other Invitees: Laurel Butman 

Approximate Length: 
15 minutes 

WHAT ACTION ARE YOU REQUESTING FROM THE BOARD? 
Adopt the Resolution recognizing the need to update the County's Health, Insurance 
Portability and Accountability Act (HIPAA) Privacy policy, and to authorize the County 
Administrator to appoint HIPAA Privacy and Security Officers and adopt an updated 
HIPAA Privacy policy. 

EXECUTIVE SUMMARY (why and why now): 
Federal law, HIPAA, requires the County to protect certain health information for the 
privacy of individually identifiable health information. A number of county departments 
use and/or disclose HIPAA protected information. The County has various HIPAA 
policies throughout the County. This resolution recognizes the need for one updated 
policy for the County, and authorizes the County Administrator to adopt an updated 
policy as needed to comply with current law and any subsequent changes to the law. 
This Resolution serves the County's Strategic Plan goals of building public trust in good 
government, and ensuring the safety, health and security of its communities. The 
changes are needed to ensure ongoing compliance with federal law. 

FINANCIAL IMPLICATIONS (current year and ongoing}: 

Is this item in your current budget? D YES ~NO 

What is the cost? $ What is the funding source? 

STRATEGIC PLAN ALIGNMENT: 

• How does this item align with your Department's Strategic Business Plan goals? 
N/A 

• How does this item align with the County's Performance Clackamas goals? See 
above. 

LEGAL/POLICY REQUIREMENTS: 
The County is required to comply with HIPAA and its enabling regulations. 

PUBLIC/GOVERNMENTAL PARTICIPATION: N/A 
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OPTIONS: 
1. The County can adopt the proposed resolution which recognizes the need to update 
the County's HIPAA policy and authorizes the County Administrator to appoint officials 
required by HIPAA and adopt an updated HIPAA policy as needed . 

2. The County can choose to not adopt the resolution, which could result in non­
compliance with federal law by some departments that do not currently have a HIPAA 
policy and procedure in place, or have outdated policies and practices. 

RECOMMENDATION: 

Staff recommends that the Board adopt the proposed HIPAA resolution to ensure 
compliance with federal law. See above for problems if the resolution is not adopted. 

ATTACHMENTS: 

HIPAA Covered Entity Chart 

HIPAA Resolution 

Proposed HIPAA Policy 

SUBMITTED BY: 
Kathleen J. Rastetter 

Division Director/Head Approval (• /' 
Department Director/Head Approval ~ 0 

County Administrator Approval _______ _ 

For information on this issue or copies of attachments, please contact 
kathleenras@clackamas.us 503-7 42-5398 
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Covered  
Component 

Providers

Covered Component 
Internal Support 

Services

Business Associate 
to External Third 

Party

Employee HIPAA-
Covered Health 

Plans

Sheriff/Jail Medical

Clerk/Death 
Certificates/Records 

Management

H3S/Behavioral Health/
Crisis Safety Net 

Services

Human Resources/ 
Delta Dental  
Self Funded

H3S/Behavioral Health/
Crisis Safety Net 

Services

Internal Audit

H3S/Behavioral Health/
System Coordination

Human Resources/HRA 
VEBA Self Funded

H3S/Health Centers/ 
School based Health 

Centers

Finance 
med. Accts and rec

H3S/Behavioral Health/
Utilization Management

Human Resources/
Kaiser Dental Fully 

Insured

H3S/Public Health/
Public Health Nurses

County Administration/
Privacy Officer

County Counsel

H3S/Social Services/
Developmental 

Disability Services

Human Resources/
Kaiser Medical Fully 

Insured

H3S/Social Services/
Volunteer Connection

Human Resources/Navia 
FSA Self Funded

H3S/Public Health/
Business Services

Technology Services

H3S/Social Services/
ADRC/OPI

Human Resources/
Kaiser Vision Fully 

Insured

H3S/Behavioral Health/
Peer Organizations

Human Resources/
Providence FSA Self 

Funded

Human Resources/VSP 
Vision Fully Insured

For other departments and programs, see the list on the other side.
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Assessor

Business and Community Services

CCOM/9-1-1

Clackamas County Parks

Clerk/Elections and Recording

Community Development

CSAP

Department of Transportation & 
Development (DTD)

Development Agency

Disaster Management (DM)

District #5

District Attorneys 

Enhanced Law Enforcement District

Extension District

H3S/Children, Youth and Family 
Services

H3S/Community Solutions/Workforce 
& Weatherization

H3S/Housing Authority

H3S/Public Health/Birth and Death 
Certificates

H3S/Public Health/Environmental 
Health

H3S/Public Health/Infectious Disease 
Control and Prevention

H3S/Public Health/Prevention and 
Education Programs

H3S/Public Health/WIC

H3S/Social Services/Energy 
Assistance

H3S/Social Services/Veterans 
Services/Supportive Housing Team 
(“Housing Pod”)

Human Resources

Justice of the Peace

Juvenile

Library District

North Clackamas Parks & Recreation 
District

Public & Government Affairs (PGA)

Resolution Services

Rest of County Administration

Sheriff/Patrol/Support Services/Civil/
Investigations/Jail Operations (besides 
Medical)/ Community Corrections

Treasurer

Water Environment Services (WES)

WES and Clackamas County Service 
District #1

Workers Compensation

Not Covered by HIPAA
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A Resolution of the Clackamas 
County Board of Commissioners  
Recognizing the County’s HIPAA Resolution No.  
Policy and Authorizing the County Page 1 of 4 
Administrator Regarding HIPAA 
 
 
 

WHEREAS, the Health Insurance Portability and Accountability Act 

(HIPAA) of 1996 and its implementing regulations impose a variety of 

requirements on public and private covered entities to protect the privacy of 

individually identifiable health information; and  

WHEREAS, a number of County departments, divisions and programs 

use and disclose individually identifiable health information, including protected 

health information, and must comply with HIPAA. Other county departments, 

divisions and programs are not subject to HIPAA; and  

WHEREAS, Clackamas County is a "hybrid entity" as defined by 45 CFR 

§§ 164.103 and 164.105 of HIPAA; and  

WHEREAS, as a hybrid entity, Clackamas County must adopt and 

implement policies regarding the use and disclosure of protected health 

information; and   

WHEREAS, Clackamas County administered health plans, which are 

subject to HIPAA, are not included in the County hybrid entity and are instead 

separate covered entities separately subject to HIPAA; and  

WHEREAS, HIPAA requires Clackamas County to appoint central 

persons as "Privacy Officer" and “Security Officer” for the County; and   
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A Resolution of the Clackamas 
County Board of Commissioners  
Recognizing the County’s HIPAA Resolution No.  
Policy and Authorizing the County Page 2 of 4 
Administrator Regarding HIPAA 
 
 
 
 

WHEREAS, the HIPAA Omnibus Final Rule effective March 26, 2013 

requires the County's compliance by September 23, 2013; and    

WHEREAS, the Board desires to assure that the County is and remains in 

full compliance with the Final Rule; 

NOW, THEREFORE, the Clackamas County Board of Commissioners 

do hereby resolve: 

1. To approve the designation of Clackamas County as a "Hybrid Entity" for 

purposes of HIPAA compliance; and 

2. To update the Clackamas County HIPAA Privacy Policies; and 

3. To recognize the positions of a County Privacy Officer and a County 

Security Officer to be appointed by the Clackamas County Administrator; 

and 

4. To authorize the County Privacy Officer to separately adopt and 

implement a complete set of HIPAA Privacy Policies for the Clackamas 

County hybrid entity, including any amendments as necessary to comply 

with HIPAA; and 

5. To authorize the County Security Officer to separately adopt and 

implement a complete set of HIPAA Security Policies for the Clackamas  
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A Resolution of the Clackamas 
County Board of Commissioners  
Recognizing the County’s HIPAA Resolution No.  
Policy and Authorizing the County Page 3 of 4 
Administrator Regarding HIPAA 
 
 
 
 

County hybrid entity, including any amendments as necessary to comply 

with HIPAA; and 

6. To authorize the County Privacy Officer to maintain a list of departments, 

divisions or programs considered to be covered components under the 

hybrid entity, and to amend the list of covered components as 

realignments occur and program offerings change within the County; and  

7. That each of the covered components within the hybrid entity shall 

develop privacy and security procedures implementing county-wide 

policies and administrative procedures and shall submit all covered 

component procedures, including proposed revisions, to the County 

Privacy or County Security Officer, as appropriate, for final approval; and  

8. That each covered component shall designate a "privacy manager" or 

privacy coordinator for that component who shall be designated as the 

covered component's contact for matters relating to HIPAA, including 

complaints of any breach or potential breach of protected information 

under HIPAA; and 

 

 
 

Page 7



A Resolution of the Clackamas 
County Board of Commissioners  
Recognizing the County’s HIPAA Resolution No.  
Policy and Authorizing the County Page 4 of 4 
Administrator Regarding HIPAA 
 
 
 

9. That each covered component shall promptly forward audit requests 

related to HIPAA compliance received from external entities to the County 

Privacy Officer; and 

10.   That this Resolution is effective immediately upon passage.  

DATED this ____day of July, 2017. 
 
BOARD OF COUNTY COMMISSIONERS 
 
 
________________________________ 
Chair 
 
 
________________________________ 
Recording Secretary 
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Purpose: This Policy outlines the general guidelines and expectations governing requests for, 

access to, and use and disclosure of Protected Health Information (PHI) in accordance with the 

Health Insurance Portability and Accountability Act of 1996 (HIPAA) and Health Information 

Technology for Economic and Clinical Health Act (HITECH).  

 

1. APPLICABILITY 

Applicability: Clackamas County has designated itself as a "hybrid entity." This means certain 

portions of the County are "Covered Components" and directly subject to HIPAA. Other parts 

are not subject to HIPAA, generally, because they are not a healthcare provider, do not perform 

covered transactions as defined under HIPAA, and do not have access to, use or disclose PHI.  

Unless otherwise specified, this Policy applies only to those departments, divisions, or programs 

designated as HIPAA "Covered Components" as defined by Clackamas County set forth in 

Exhibit 'A'.  The County Privacy Officer shall maintain a list of departments, divisions or 

programs considered to be Covered Components under the hybrid entity, and amend the list of 

Covered Components as realignments occur and program offerings change within the County.  

Covered Components are prohibited from disclosing PHI to non-Covered Components, except as 

permitted by this Policy or required/permitted by applicable law.  

Covered Components may disclose PHI which is not subject to 42 CFR Part 2 to other Covered 

Components for the purposes of treatment.  PHI may further be disclosed between Covered 

Components when each Covered Component has a relationship with the Individual for purposes 

of Health Care Operations.   

Certain Departments/Divisions may have HIPAA obligations as "Business Associates," 

described further in Section 23.  

HIPAA does not apply to employee medical information held and used by the County as an 

employer.  

Relationship to other laws and policies:  
45 CFR 160.201 through 205 

This Policy must be considered in addition to all other statutes, administrative rules, or other 

provisions relating to privacy or confidentiality of personal information. In general, the provision 

that imposes the greatest degree of confidentiality to the individual prevails, except as noted 

below. In particular, note that ORS 179.505 and 42 CFR Part 2 impose restrictions on disclosure 

that are in some cases stricter than HIPAA.  
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Nothing in this Policy shall be construed as conflicting with the terms of HIPAA, HIPAA 

Privacy Regulations 45 CFR Parts 160 and 164, HITECH or the HIPAA Breach Notification 

Rule. Those regulations shall be consulted as necessary in conjunction with this Policy.  

Implementing Procedures:  

All Covered Components should consider adopting additional procedures to implement this 

Policy. All such procedures, when modified, shall continue to be reviewed by the County 

Privacy Officer and, when appropriate, the Office of County Counsel.  

 

County Privacy Officer: 
45 CFR 164.530(a)(1) 

The County shall name a countywide Privacy Officer. Each Covered Component shall designate 

a Privacy Manager. The Privacy Manager shall be responsible for implementing and ensuring 

compliance with this Policy and more specific procedures applicable to individual Covered 

Components. Workforce Members of the Covered Component shall address issues regarding 

privacy of PHI to their Privacy Manager who, when appropriate, shall in turn refer the matter to 

the County Privacy Officer or County Counsel.  

The County Privacy Officer must immediately be notified upon any inquiry by or from the 

U.S. Secretary for Health and Human Services or its designee. 

Training: 

45 CFR 164.530(a)(2) 

Each Covered Component must train all of its Workforce Members in HIPAA, this Policy, and 

the procedures of each Covered Component within thirty (30) calendar days of hire or re-hire. 

The County Privacy Officer must approve training. The detail level for training may vary 

depending on the duties and responsibilities of the Workforce Member, but must be adequate to 

help protect against unauthorized uses and disclosures of PHI. Workforce Members who are 

promoted or have duties reassigned must be trained on any newly relevant policies and 

procedures within thirty (30) calendar days of reassignment.  

Completion of training must be documented and retained. Tracking of county-wide training 

completion shall be maintained by the County Privacy Officer.  Privacy Managers that deliver 

training at the Covered Component level shall share training logs with the County Privacy 

Officer.   

The Privacy Officer may require Workforce Members to complete annual refresher training.  The 

training may be available online.  Additionally, all Workforce Members shall review this Policy 

and applicable Covered Component procedures once a year.  

Privacy Managers are responsible for monitoring and ensuring that Workforce Members in their 

Covered Components have completed training within the required timeframes.  Privacy 

Managers will escalate to department leadership as necessary to ensure that training is 

completed.   

Page 12



2. DEFINITIONS  

The following are terms commonly referenced in this Policy. In the event of conflict or absence 

of a term, the definitions set forth in HIPAA and the implementing federal privacy rules, 45 CFR 

160, 164, shall govern:  

Breach: The impermissible acquisition, access, use or disclosure of unsecured PHI in any form or 

medium, including electronic, paper or oral form which compromises the security or privacy of 

such information.  

Business Associate: A third party that creates, receives, maintains or transmits PHI on behalf of a 

covered entity or provides a service to a covered entity. Business Associates are commonly third 

parties that, on behalf of the Covered Component, assist, arrange, or perform a support service 

that involves the use or disclosure of PHI, including claims processing or administration, data 

analysis, utilization review, quality assurance, billing assurance, billing, benefit management, 

practice management, repricing and legal, accounting, and accreditation services. A healthcare 

provider that the Covered Component retains by contract to provide treatment to an Individual 

and for which the Covered Component pays is NOT a Business Associate. See Sec. 23 

Complaint: An expression of dissatisfaction or concern with the County’s compliance with 

HIPAA in terms of the use or disclosure of PHI. A Complaint may be informal (verbal) or formal 

(in writing). After investigation, the basis for a Complaint may be determined to also be a 

Breach. 

Covered Component: A department, division, or other unit of the County that is subject directly 

to HIPAA and this Policy and has the same meaning as the term “health care component” as 

defined in CFR 164.103.  See Exhibit 'A' for a list of the County’s “Covered Components.”  

Designated Record Set: Each Covered Component will retain the Designated Record Set for the 

Covered Component. The Designated Record Set includes the following: 

• The medical records and billing records about Individuals maintained by or for a 

covered healthcare provider 

• The enrollment, payment, claims adjudication, and case or medical management record 

systems maintained by or for a health plan 

• Records used, in whole or in part, by or for the Covered Component to make decisions 

about Individuals 

A "record" is any item, collection, or grouping or information that includes PHI and is 

maintained, collected, used or disseminated by or for a covered entity. A "decision" 

includes non-healthcare decisions about the Individual. 
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Designated Record Set is defined in 45 CFR 164.501. 

Disclose: Release, transfer, relay, provision of access to, or conveying of PHI to any Individual 

or entity outside of the CountyCovered Component. 

Healthcare: Care, services, or supplies related to the health of an Individual. Includes but is not 

limited to: Preventative, diagnostic, therapeutic, rehabilitative, maintenance or palliative care, 

counseling, service, assessment or procedure relating to the physical or mental condition, or 

functional status, or that affects the structure or function of the body.  

HIPAA: The Health Insurance Portability and Accountability Act of 1996, as amended. Public 

Law 104-191.  

HITECH: The Health Information Technology of Clinical Health Act. Public Law 111-5 § 

2.A.III and B.4. 

Impermissible: Acquisition, access, use or disclosure of PHI that is not permitted under HIPAA. 

Incident: An issue, event, question or concern related to PHI that is not determined to be a 

Complaint or a Breach. 

Incidental Disclosure:  A secondary use or disclosure that cannot reasonably be prevented, is 

limited in nature, and occurs as a by-product of an otherwise permitted use or disclosure. 

Individual: The person whose PHI is at issue.  

Protected Health Information (PHI):   Individually identifiable health information, including 

demographic information, created or received by the Covered Entity that relates to the past, 

present, or future physical or mental health or condition of an Individual; the provision of 

healthcare to an Individual; or the past, present, or future payment for the provision of healthcare 

to an Individual.  Further, PHI includes information that either identifies the Individual or there 

is a reasonable basis to believe the information can be used to identify the Individual.  PHI does 

not include information of an Individual that has been deceased for 50 years or more.  PHI 

includes electronic PHI (ePHI). 

Secretary: The Secretary of the U.S. Department of Health and Human Services or designee. 

Unsecured Protected Health Information (PHI): PHI that is not encrypted or destroyed. 

Use: The sharing, utilization or analysis of PHI within a Covered Component.  

Workforce Member: An employee, volunteer, student, intern or other person employed by or 

performing services for a Covered Component of the County. 
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3. REQUESTS FOR, AND USE OF, PHI BY WORKFORCE MEMBERS 
 

A. PHI shall not be accessed, requested or used by Workforce Members in a manner, or for a 

purpose, which would be inconsistent with the policies governing use or disclosure of PHI set 

forth below.  

B. Requests for PHI by Workforce Members shall be limited to the minimum necessary to 

perform the work for which the PHI is requested. Specific records, rather than the entire file, 

shall be requested in accordance with the minimum necessary standard. De-identified 

information shall be requested when practicable. 
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4. USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION 

PHI held by a Covered Component shall not be used or disclosed except for the following 

permissible uses and disclosures. Note that there may be further restrictions to the permissible 

uses and disclosures described below by other state or federal laws, the Notice of Privacy 

Practices (Section 9), or an authorization by the Individual (Section 10). Special provisions 

govern inmates (Section 15), decedents (Section 16), psychotherapy notes (Section 17), and de-

identified PHI (Section 21).  

A. To the Individual: 

45 CFR 164.502(a), 45 CFR 164.524  

1. Except for the following, an Individual has a right to access, inspect and copy his or 

her own PHI, notwithstanding anything to the contrary in state law:  

a. Psychotherapy notes. See Sec. 17  

b. Information compiled in reasonable anticipation of, or for use in, a civil, 

criminal, or administrative action or proceeding.  

c. Persons in custody (inmates). See Sec. 15  

d. Possible danger to others or self. See Sec. 4. 

See Sec. 12, for permissible conditions on access to an Individual’s own PHI.  

B. To the personal representative of the Individual (adult or minor).  

See Sec. 6.  

45 CFR 164.502(g)  

C. To persons involved in the Individual's care or payment for care, such as family and close 

friends, as follows: 

45 CFR 164.510(b) 

1. When the Individual is present and able to make healthcare decisions and one of the 

following occurs: 

a. the Individual consents,  

b. the Individual is given opportunity to object and does not, or  

c. the Individual does not object and permission can reasonably be inferred from 

the circumstances. 
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2. When the Individual is not present, incapacitated, or there is an emergency, disclosure 

is permitted if, in the Workforce Member’s professional judgment in light of common 

practice, disclosure is in the best interest of the Individual and is limited to information 

directly relevant to the person's involvement. This includes the Individual's location, 

general condition, or death, such as in an emergency and includes permitting the person 

to pick up PHI on behalf of the Individual.  

3. To a public or private entity authorized by law or charter to assist in disaster relief 

(e.g., Red Cross) for coordinating permissible disclosures to persons involved in the 

Individual's care. The rules set forth above for disclosures to persons involved in the 

Individual's care apply.  

4. Limitations on Use and Disclosure: Where applicable, and after obtaining an 

Authorization to do so, Workforce Members may disclose only that portion of the PHI 

that is specified by the Individual or, in the absence of a specification, is relevant to the 

Individual’s condition and care. 

a.  Workforce Members shall not assume that an Individual’s Authorization or 

lack of objection implies agreement to disclose PHI indefinitely in the future. 

b.  Workforce Members shall not disclose the Individual’s HIV/AIDS, genetic, 

alcohol or drug treatment, sexual assault or child abuse history, unless an 

Authorization is obtained specifying disclosure of this information, or unless 

otherwise permitted by Oregon or federal law regulating these categories. 

D. To persons described in a properly executed voluntary authorization. Generally, Individuals 

may authorize use or disclosure of the Individual's own PHI for any purpose specified in the 

authorization.  Note:  An authorization is not the same as a consent to treatment form.  45 CFR 

164.502(a), 45 CFR 164.508 

E. For treatment to others within the Covered Components of the County and to another 

healthcare provider. Treatment includes the provision, coordination or management of healthcare 

and related services by one or more cooperating healthcare providers, including the coordination 

or management of healthcare by a healthcare provider with a third party; consultation between 

healthcare providers relating to an Individual; or the referral of an Individual for healthcare from 

one healthcare provider to another. Use (not disclosure) is subject to minimum necessary 

standards. See Sec. 7, 45 CFR 164.502(a), 45 CFR 164.506(c)  

F. For payment to others within the Covered Components of the County, to another covered 

entity or healthcare provider. Payment refers to the activities undertaken by a health plan to 

obtain premiums or to determine or fulfill its responsibility for coverage and provision of 

benefits under the health plan; including activities associated with reimbursement for the 

provision of healthcare.  Includes: 
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1. Activities related to the determination of eligibility or coverage and adjudication of 

health benefit claims;  

2. Review of healthcare services with respect to medical necessity;  

3. Coverage under a health plan, and appropriateness of care;  

4. Utilization review activities, including pre-authorization of services, concurrent and 

retrospective review of services; and  

5. Disclosure to consumer reporting agencies relating to reimbursement.  

Minimum necessary standards apply. See Sec. 7.  45 CFR 164.502(a), 45 CFR 164.506(c) 

G. For healthcare operations within the Covered Components of the County or with other 

Covered Entities. Healthcare operations includes a wide range of activities that make up the 

typical functions of a healthcare or service operation, including quality assessment and 

improvement, protocol development, case management, peer review, performance evaluation, 

training programs, legal and auditing services.  Also included is due diligence for merger, 

transfer or consolidation of an agency as well as certain uses for fundraising. A Covered 

Component may use and disclose PHI with another third party covered entity (or County covered 

component) only if both the Covered Component and the covered entity/Covered Component 

had or have a relationship with the common Individual, the PHI pertains to that relationship and 

the disclosure is for:  

1. specified activities including quality assessment, certain population based activities 

such as cost containment, protocol development, case management or care coordination, 

contacting providers or Individuals about treatment alternatives, professional competence 

evaluations, training, or credentialing; or  

 

2. fraud and abuse detection and compliance.  

Minimum Necessary standards apply. See Sec. 7.  45 CFR 164.502(a), 45 CFR 164.506(c) 

 

H. To a Business Associate of the Covered Component if the Business Associate satisfactorily 

assures that it will appropriately safeguard the information. See Sec. 13 Minimum Necessary 

standards apply. See Sec. 7, 45 CFR 164.504(e)  

I. To report child abuse as required by law. Disclosure of PHI for child abuse reporting is not 

subject to the rules governing adult abuse reporting in paragraph J below. Document these 

disclosures. See Sec. 5, 45 CFR 164. 512(b)(1)(ii)  

J. To report abuse, neglect, or domestic violence involving adults to a government authority 

authorized by law to receive such reports. 45 CFR 164.512(c) 
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1. If reporting is mandated by law, follow the relevant law. Do not disclose more than 

required by the law.  

2. If reporting is not mandated by law, Minimum Necessary standards apply and PHI may 

be disclosed only if the victim consents or: 

a. in the exercise of professional judgment, disclosure is necessary to prevent serious 

harm, or  

b. PHI is requested by law enforcement and the official represents that the PHI is not 

intended to be used against the Individual and that failure to disclose the PHI 

promptly would materially adversely affect a law enforcement action.  

Document the request and disclosure.  

3. The Individual or personal representative shall be informed of all such disclosures 

unless: 

a. a Workforce Member, in the exercise of professional judgment, thinks that 

informing the Individual would place the Individual, or another person, at risk of 

serious harm, or  

b. a Workforce Member thinks that the personal representative is responsible for the 

abuse or neglect and informing the personal representative would not be in the best 

interests of the Individual. 

Document the request and disclosure.  See Sec. 5.  

K. To a public health authority for public health purposes such as preventing or controlling 

disease, injury, or disability or conducting public health surveillance, investigations, and 

interventions; reporting vital events such as births and deaths; child abuse reports. Minimum 

Necessary standards apply to any such disclosure not required by law. See Sec. 7.  

Document the request and disclosure.  See Sec. 5. 45 CFR 164.512(b)(1)(i) 

L. To a person who may have been exposed to a communicable disease or otherwise may be at 

risk of contracting or spreading a disease or condition, if the disclosure is authorized by law. 

Minimum Necessary standards apply. See Sec. 7  

Document the request and disclosure.  See Sec. 5 45 CFR 164.512(b)(1)(iv) 

M. Disclosures to other Covered Components and support services within the County to carry 

out healthcare operations. Examples include to Information Technology Services for 

computer/program troubleshooting; to County Counsel for legal advice; to Archives for records 

retention purposes. Minimum Necessary standards apply. See Sec. 7.  
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N. For judicial and administrative proceedings.  

45 CFR 164.512(e) 

County counsel must always be consulted before making any disclosure listed in this subsection 

below.  

1. As expressly ordered by a court or administrative tribunal.   

2. A civil subpoena, request for production of documents, or similar discovery process 

not signed by a judge, provided that the person seeking the information represents in 

writing and provides supporting documentation, that:  

a. The person has made a good faith attempt to provide the Individual with written 

notice about the request and an opportunity to object, the time for objecting has 

expired and no objections were filed, or any objections were resolved and the request 

is consistent with that resolution; or  

b. The person has obtained or is in the process of obtaining a qualified protective 

order that limits use of the PHI to the dispute at issue and requires return or 

destruction of the PHI when done. 

Document the request and disclosure. See Sec. 5.  

O. To law enforcement if: 

45 CFR 164.512(f)  

1. Required by law. Only disclose what is required. Document the request and disclosure. 

2. In compliance with the express terms of a court ordered warrant, HIPAA-compliant 

subpoena, or summons; a grand jury subpoena; or other process authorized by law, 

provided that:  

a. the PHI is relevant and material to a legitimate law enforcement inquiry;  

b. the request is specific and limited in scope to the extent reasonably practicable for 

the purpose for which it is sought; and  

c. de-identified information could not reasonably be used. 

Note: County Counsel must review all subpoenas for PHI. Document the request and 

disclosure.  

3. In response to a request for assistance in identifying or locating a suspect, fugitive, 

material witness, or missing person, the following may be disclosed:  

a. name and address  

b. date and place of birth  

c. Social Security Number  
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d. ABO blood type and rh factor  

e. type of injury  

f. date and time of treatment or death  

g. distinguishing physical characteristics 

This exception does not permit disclosure of DNA or DNA analysis, dental records or 

typing, samples or analysis of body fluids or typing.  

Note: The County is not in violation of HIPAA if a Workforce Member who is a victim 

of a crime discloses any of the above-listed PHI relating to the suspected perpetrator to 

law enforcement. 45 CFR 164.502(j)(2)  

4. In response to a request for PHI about an Individual who is or is suspected to be a 

victim of a crime if:  

a. the Individual consents, or 

b. the Individual's consent cannot be obtained due to incapacity or other emergency 

circumstances and the law enforcement official represents that:  

i. The PHI is necessary to determine whether a violation by a person other 

than the victim occurred and the PHI is not intended to be used against the 

victim;  

ii. Immediate law enforcement activity that depends on the PHI would be 

materially and adversely affected by waiting; AND  

iii. The disclosure is in the best interest of the victim, in the professional 

judgment of the Covered Component. 

c. The Covered Component must inform the Individual that a report has been (or 

will be) made unless: 

 

i. in its professional judgment, the Covered Component believes that 

informing the Individual would place the Individual at risk of serious 

harm; or 

ii. the Covered Component would be informing a personal representative 

whom the Covered Component believes to be responsible for the abuse, 

neglect, or other injury and the Covered Component reasonably believes 

in its professional judgment that informing such personal representative 

would not be in the Individual’s best interest. 

Document the request and disclosure. 

5. Disclosure of PHI about a decedent is necessary to alert law enforcement, if there is a 

suspicion that death may have resulted from criminal conduct.  
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6. A good faith reason exists to believe that PHI constitutes evidence of a crime occurring 

on County property.  

7.  An emergency healthcare provider may disclose PHI to law enforcement, if necessary 

to alert them to a crime, its location, or the perpetrator.  

Minimum Necessary standards apply unless law requires the disclosure. See Sec. 7.  

Document request and disclosure. See Sec. 5.  

P. To health oversight agencies for oversight purposes authorized by law, or other activities 

necessary for appropriate oversight of the following: 

1. Healthcare system; 

 

2. Government benefit programs for which health information is relevant to beneficiary 

eligibility; 

 

3. Entities subject to government regulatory programs for which health information is 

necessary for determining compliance with program standards; or 

 

4. Entities subject to civil rights laws under which health information is necessary for 

determining compliance.  

Disclosure is not permitted if:  

1. the Individual is the subject of the investigation, and  

2. the investigation arises out of or is directly related to some purpose other than to a 

claim for, the receipt of, or the Individual's qualifications for healthcare or public benefits 

and services.  

Document request and disclosure. See Sec. 5. 45 CFR 164.512(j) 

 

Q. Avert a serious and imminent threat to health or safety. 

45 CFR 164.512(j)  

1. If consistent with applicable law and ethical standards and there is a good faith belief 

that the use or disclosure is:  

a.  necessary to prevent or lessen a serious and imminent threat to health or safety 

of a person or the public and the disclosure is to a person reasonably able to 

prevent or lessen the threat (including the target of the threat), or  
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b.  necessary for law enforcement to identify or apprehend an Individual where 

the Individual has admitted participation in a violent crime reasonably believed to 

have caused serious physical injury. Only disclose the statement and the PHI 

listed in O.3 above. Use or disclosure is not permitted, if the information was 

obtained by the Covered Component:  

i. during treatment for the propensity to commit the criminal conduct at 

issue, counseling, or therapy, or  

ii. through a request by the Individual for referral to treatment for the 

propensity, counseling, or therapy. 

c. necessary for law enforcement to identify or apprehend an Individual who has 

escaped from lawful custody. Minimum Necessary standards apply. See Sec. 7.  

Document the request and disclosure. See Sec. 5  

R. Government Public Benefits Programs  

45 CFR 164.512(k)(6)  

A government entity that is a health plan providing public benefits may disclose PHI regarding 

eligibility and enrollment with another government agency administering a government public 

benefit program, if the sharing (including a shared database) is authorized by statute or 

administrative rule. Minimum Necessary standards apply. See Sec. 7.  

A covered government entity that administers a public benefit program may disclose PHI to 

another covered government entity that provides public benefits to a same or similar population 

to the extent necessary to coordinate and improve the administration and management of the 

public benefit programs.  

S. Miscellaneous Governmental Purposes. 

45 CFR 164.512(k)  

1. As required by the U.S. Department of Health and Human Services, minimum 

necessary standard does not apply.  

2. Disclosure of PHI of armed forces personnel deemed necessary by the appropriate 

military command.  

3. National and presidential security and intelligence activities authorized by the National 

Security Act (50 USC 401, et. seq.).  

4. Whistleblowers may be protected against a claim of violation of HIPAA, if they 

qualify under 45 CFR 164.502(j)(1).  
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5. To the Food and Drug Administration (FDA), if the Individual is subject to FDA 

jurisdiction pursuant to 45 CFR 164.512(b)(iii).  

6. For research pursuant to 45 CFR 164.512(i).  

7. Authorized and to the extent necessary to comply with workers’ compensation laws. 

(Note: HIPAA does not apply to employment records of County employees.)  A Covered 

Component may disclose PHI other than drug and alcohol treatment records as authorized 

by, and to the extent necessary to comply with laws relating to workers’ compensation or 

other similar programs.  However, HIV related information is only released when a claim 

for workers’ compensation benefits is made for HIV or AIDS or when such information 

is directly relevant to the claimed conditions, (OAR 436-010-0240(1)).   

Document all of these requests and disclosures, except 3. See Sec. 5  

T. To report information to the Individual’s employer if: 

1. The Covered Component provides a healthcare service to the Individual at the request 

of the employer either to conduct an evaluation relating to medical surveillance of the 

workplace or evaluate whether the Individual has a work-related illness or injury. 

2. The PHI that is disclosed consists of findings of a workplace medical surveillance 

concerning work-related illness or injury. 

3. The employer needs such findings in order to comply with its obligations under OSHA 

or the Mine Safety and Health Act, or under any state law having a similar purpose, to 

record such illness or injury or to carry out responsibilities for workplace medical 

surveillance. 

Covered Components will provide written notice to the Individual of what PHI relating to 

the workplace medical surveillance is disclosed to the employer by giving a copy of the 

notice to the Individual at the time the healthcare is provided or if the healthcare is 

provided on the worksite of the employer, by posting the notice in a prominent place at 

the location where the healthcare is provided. 

U. Immunizations:  A Covered Component may disclose proof of immunization to a school 

where state or other law requires the school to have such information prior to admitting the 

student.  The Covered Component must obtain agreement, which may be oral, from a parent, 

guardian or other personal representative of the Individual or from the Individual himself or 

herself if the Individual is an adult or emancipated minor.  Verbal agreement must be 

documented. 
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5. DOCUMENTING AND ACCOUNTING FOR DISCLOSURES 

45 CFR 164.528  

A. HIPAA requires that certain disclosures be documented and that an Individual has a right to 

an accounting of those disclosures. These are: 

1. To a public health authority or other appropriate government authority authorized by 

law to report child or other abuse, neglect, or domestic violence.  Note: State law allows 

for keeping confidential the name of the person who reported child abuse. 

2. To a public health authority that is authorized by law to collect information for the 

purpose of preventing or controlling disease, injury or disability. 

3. To health oversight agencies (e.g., audits, licensing and disciplinary actions, 

investigations). 

4. For judicial and administrative proceedings, including all court orders and subpoenas. 

5. To law enforcement regarding: 

a. crime on the premises;  

b. emergencies when crime is suspected;  

c. wound or injury reports; or  

d. identifying or locating a suspect or fugitive. 

6. Reports about decedents to medical examiners, or funeral homes.   

7. Workers' Compensation (except regarding County employees). 

8. To correctional institutions—unless the Individual is in custody. 

9. To appropriate United States or foreign military command authorities regarding an 

Individual who is a member of United States or foreign armed forces. 

10. To a person subject to the jurisdiction of the Food and Drug Administration. 

11. Pursuant to a waiver of the authorization requirement for the use and disclosure of 

PHI for research purposes. 

12. To a person who may have been exposed to a communicable disease. 

13. Any unlawful, unauthorized, or impermissible disclosure (privacy or security breach 

or incident) or under a defective Authorization. 

14. Disclosure or use of psychotherapy notes. 
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15. To authorized federal government officials for the provision of protected services to 

the President of the United States and others. 

16. To an employer about an Individual who is a Workforce Member, in connection with 

medical surveillance of the workplace or to evaluate a work-related illness or injury. 

17. To a third party (emergency personnel) to prevent an imminent and serious threat to 

health or safety. 

Disclosures to or by a Business Associate that fall within this list must be documented. 

The County, not the Business Associate, is legally responsible for providing the 

accounting of disclosures. 

B. Examples of common permitted disclosures that do not need to be documented or accounted 

for (including to or by a Business Associate) are: 

1. For treatment, payment or healthcare operations. 

2. To the Individual or authorized by the Individual. 

3. Incidental Disclosures both within and outside the Covered Component. 

4. To persons involved in the Individual's care or payment for care (e.g., family or close 

personal friends). 

5. National security or intelligence purposes. 

6. To correctional institutions, if the Individual is in custody.  

7. Disclosures made prior to six (6) years before the date of the request. 

8. Disclosures as part of a limited data set. 

9. Disclosures pursuant to a HIPAA-compliant Authorization or Release of Information. 

When in doubt, document the disclosure. 

C. Individuals should be encouraged to put requests in writing for an accounting of disclosures 

but this cannot be required. Retain all written requests for an accounting. Requests may extend 

back up to six (6) years. Accountings must be provided within sixty (60) calendar days of the 

request. The Covered Component may grant itself one thirty (30) day extension if it does so 

within the original sixty (60) calendar days and provides the Individual with a written 

explanation.  
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D. The disclosure documentation and the accounting (not for research) each must include: 

1. Date of disclosure, 

2. Name and address of the entity or person that received the PHI, 

3. A brief description of the PHI disclosed, and 

4. A brief statement of the purpose of the disclosure that reasonably informs the 

Individual of the basis for the disclosure. 

For multiple disclosures to the same recipient, the accounting need only include: 

1. The information listed above with respect to the first disclosure during the accounting 

period, 

2. The frequency, or number of the disclosures made during the accounting period; and 

3. The date of the last such disclosure during the accounting period. 

E. Research Accounting Disclosure Documentation: If the Covered Component makes 

disclosures of PHI about 50 or more Individuals for research purposes that do not require an 

Authorization, the Covered Component may account for such disclosures by providing a 

requesting Individual with general information about the research for which the Individual’s PHI 

may have been disclosed.  The special accounting provided for high-volume (50 or more) 

research disclosures is called a Research Accounting and must include all of the following: 

1.  Name of the protocol or other research activity. 

2.  Description, in plain language, of the research protocol or other activity, including 

purpose and criteria for selecting Individual records. 

3.  Brief description of the type of PHI disclosed. 

4.  Date or period of time during which disclosures occurred, including date of the last 

such disclosure during the accounting period. 

5.  Name, address, telephone number of the entity that sponsored the research and of the 

researcher to whom the information was disclosed; and 

6.  Statement that the PHI of the Individual may or may not have been disclosed for a 

particular protocol or research activity. 
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Note: Disclosures to the Secretary and for national security purposes have special rules 

governing accountings. 

F. The Covered Component must temporarily suspend the Individual's right to an accounting of a 

disclosure to a health oversight or law enforcement agency, if the agency states that providing 

the accounting would be reasonably likely to impede the agency's activities. 

1. If the statement is in writing, it must specify a time and that time must be honored. 

2. If the statement is verbal, it must be documented and is valid for no longer than thirty 

(30) calendar days, unless a written statement specifying a longer time is received. 

G. Fee for Accounting: The first accounting provided by a Covered Component to an Individual 

in any twelve (12) month period shall be provided without charge in connection with processing 

and producing the requested accounting.  For each subsequent Request for an Accounting during 

such twelve (12) month period the Covered Component may charge the Individual a reasonable 

cost per page for copying.  

 

H. Documentation: The Covered Component shall retain all Individual Requests for Accounting 

and Covered Component Responses to Requests (including summaries) in the Individual’s 

permanent record for at least six (6) years. 
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6. PERSONAL REPRESENTATIVES 

45 CFR 164.502(g)  

A. Personal representatives have all of the rights of the Individual (e.g., to a notice of privacy 

practices, right to access, and right to accounting of disclosures), but only within the scope of the 

authority held by the personal representative. For example, a person with a limited healthcare 

power of attorney to decide whether to provide life support has rights only to PHI relevant to that 

decision. Documentation of the authority is required. 

B. For adults and emancipated minors, a personal representative is only a person who has 

documentation providing authority to make decisions regarding healthcare on behalf of the 

Individual.  

C. For non-emancipated minors, state law determines if the personal representative is the parent, 

guardian, or other person legally standing in as the parent (legal custody).  

1. State and federal law govern when PHI is required to be disclosed to the parent, may 

be disclosed or when access or disclosure is prohibited. 

2. Unless otherwise provided by state law, a parent is not the personal representative of a 

minor for purposes of HIPAA when: 

a.  the minor is authorized by law to consent or obtain the healthcare services 

without another person's permission and has actually consented to or obtained the 

healthcare services without another person’s permission. 

b.  someone else other than the personal representative, such as a court, 

authorized the healthcare services. 

c.  the parent has agreed to a confidential relationship between the minor and the 

provider. 

3. If state law is silent on who has legal custody of a non-emancipated minor, disclosure 

is permissible only if approved by a licensed healthcare professional, in the exercise of 

professional judgment. 45 CFR 164.502(g)(3)(ii)(C) 

D. Disclosure to any personal representative may be denied if there is: 

1. Inadequate documentation, or 

2. Reasonable belief that:  

a. the Individual has been subjected to domestic violence, abuse, or neglect by 

the personal representative,  

b. treating the person as the personal representative could endanger the 

Individual, or  
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c. in the exercise of professional judgment it would not be in the best interest of 

the Individual. All such decisions must be documented.  

E. For deceased persons, the personal representative is the person authorized by state law to act 

on behalf of the deceased or the estate.   After an Individual’s death, disclosures can be made to 

those persons that demonstrated involvement in care or payment for care during the decedent’s 

life and to whom the Individual never objected to the person's involvement during his or her 

life.  Disclosures of PHI can also be made to a person able to present Letters Testamentary or 

Letters of Appointment over the Individual’s estate or to the person named in a small estate 

affidavit.  If no documentation exists of appointment, follow ORS 192.573 “Personal 

representative of deceased Individual.”  A will is never sufficient to demonstrate personal 

representation to receive PHI of a decedent.  See Sec. 16. 
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7. "MINIMUM NECESSARY" AND VERIFICATION STANDARDS 

45 CFR 164.502(b), 45 CFR 164.514(d)  

A. Workforce Members shall make reasonable efforts to avoid requesting, using, or disclosing an 

entire PHI file and shall only request, use, or disclose the minimum necessary PHI to 

legitimately accomplish the intended purpose of the request, use or disclosure.  

1. This Minimum Necessary determination is not required for: 

a. Disclosure to or requests for PHI from a treatment provider, for treatment 

purposes. Minimum Necessary standards apply to use of PHI for treatment.  

b. Disclosure to the Individual who is the subject of the PHI (including the 

personal representative).  

c. Disclosure or use pursuant to a specific authorization from the Individual.  

d. Disclosure to the U.S. Department of Health and Human Services required 

under Section 4(R) for enforcement purposes.  

e. Disclosure, requests for or use of PHI mandated by other law (e.g., reporting 

of neglect or abuse). 

f. Uses or disclosures required to comply with HIPAA. 

2. Minimum Necessary standard always governs requests for, use and disclosure of PHI 

for: 

a. Payment or non-treatment related healthcare operations, including internal 

disclosures.  

b. Incidental Disclosures to other Covered Components within the County to 

carry out job duties.  

c. Permitted internal communications (e.g., treatment) regarding psychotherapy 

notes. 

d. Use/disclosure requests that have been restricted through an Individual’s 

granted restriction request. 

B. Rather than make their own minimum necessary determination, a Workforce Member may 

rely on an assurance from the following that they are requesting only the "minimum necessary" 

PHI: 

1. A public official requesting PHI for a permitted disclosure.  

 

2. Another covered entity.  

 

3. A healthcare professional working for a Business Associate of the County, as long as 

it is for a permitted disclosure.  
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4. Researchers with appropriate authorization from the Institutional Review Board or 

Privacy Board.  

 
C. Each Covered Component shall identify those Workforce Members or classes of Workforce 

Members who need access to PHI for business purposes, the category or categories of PHI to 

which access is needed and any conditions appropriate for such access. Each Covered 

Component shall adopt internal procedures to reasonably limit Workforce Member authority to 

request, use, and disclose PHI to those Workforce Members and categories of PHI so identified.  

Each Covered Component must educate Workforce Members that systems are for business 

purposes only and never for personal curiosities.  Covered Components shall ensure that access 

to systems containing PHI are shut off when a Workforce Member’s employment or service 

terminates or role changes. 

 

D. Each Covered Component shall periodically monitor access of systems to ensure only 

appropriate Workforce Members have access to PHI.  

E. Each Covered Component shall adopt internal procedures governing the routine requests for, 

uses, and disclosures of PHI reasonably necessary to carry out the responsibilities of the Covered 

Component. 

For each routine disclosure, the Covered Component needs to identify:  

 
1. the types of PHI to be disclosed,  

 

2. the recipients who may receive the PHI,  

 

3. the conditions that would apply to such access, and  

 

4. the standards for disclosures to routinely hired types of Business Associates.  

F. Each Covered Component shall adopt internal procedures for identifying, considering, and 

deciding on non-routine requests to receive, use, or disclose PHI. These procedures at a 

minimum shall provide for review by the Covered Component's Privacy Manager to determine if 

the criteria for disclosure are met, to verify the identity and authority of the requester(s), if not 

known to a Workforce Member and to appropriately document all non-routine requests and 

disclosures. Only those portions of PHI that are justified under this review should be released. 

G. Unless the Individual is present and able to object, no disclosure of PHI shall occur without 

first verifying the identity of the person and the basis for the person's entitlement (authority) to 

receive the PHI. Unless expressly provided otherwise, the Covered Component may in good 

faith rely on whatever verbal statements, documentation, or other information is provided and in 

the exercise of professional judgment is believed to be necessary under the circumstances. If it is 

reasonable under the circumstances, the identity and authority of a public official or a person 

acting on behalf of the public official may be verified by presentation of agency identification, 
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badge, a request on agency letterhead, contract, or other written authorization. 45 CFR 

164.420(h) 

H. A use or disclosure that exceeds the minimum necessary standard must be reported as a 

potential breach of PHI. 

I. When leaving a message with an Individual on voice mail, Covered Components shall 

implement procedures to ensure only a high level purpose of the call is disclosed.  The 

Individual’s permission to otherwise leave a more detailed message must be documented in the 

Individual’s record. 
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8. ADMINISTRATIVE, TECHNICAL AND PHYSICAL SAFEGUARDS  
45 CFR 164.504(c)  

HIPAA recognizes that certain Incidental Disclosures of PHI in the Covered Component are 

inevitable. They are not a violation if the Covered Component has adequate safeguards in place. 

A. Each Covered Component shall adopt procedures to minimize disclosure of PHI, 

inadvertently or otherwise, to non-Covered Components of the County or anyone else except for 

permitted disclosures. Each Workforce Member will use due care in limiting Incidental 

Disclosures as much as is reasonably practicable and will use caution and professional judgment 

when handling or using PHI. Including, but not limited to: 

1. Separately identify and maintain files containing PHI in secure areas; limit access to 

those having a permissible purpose; organize files to minimize risk of inadvertent 

disclosure of PHI components; disclosure authorizations or restrictions shall be readily 

visible. 

2. Files containing PHI shall be clearly designated as such. No PHI shall be visible on the 

cover. 

3. Files eligible to be destroyed shall be promptly shredded and destruction documented. 

4. Verbal disclosures shall be done in such a way as to minimize the risk of others 

overhearing PHI. Enclosed offices, conference rooms, or other secure areas shall be used 

when feasible. 

5. Computer screens containing PHI shall be positioned or shielded to minimize access 

and automatic screen savers shall be used. Computers with access to PHI shall be secured 

when not in use. 

6. Use of emails to transmit PHI outside of the County shall be encrypted. Safeguards 

must be in place to prevent disclosure to unauthorized recipients. De-identify PHI when 

feasible. 

7. Access to databases, emails, or other electronic information shall be restricted to those 

members of the Covered Component, Business Associates, providers, or others having a 

legitimate and permissible need for access.  

8. Files or documents containing PHI shall be not be left unattended or on display when 

not in use. 
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9. For fax transmittals, confirm that the proper number has been dialed and that only the 

proper recipient will receive the fax. Ensure that PHI received by fax is accessible only to 

authorized Workforce Members and is dealt with promptly. 

10. Covered Component functions and Workforce Members shall be physically 

segregated from non-Covered Components and Workforce Members to the extent 

feasible. 

11. Adopt safeguards to help ensure that Workforce Members who perform both covered 

and non-covered functions adequately delineate and compartmentalize their work. 

12. Securely transport PHI when outside the County.  PHI shall not be left unattended in 

vehicles or in public locations. 

13. Any paper containing PHI and eligible for destruction must be securely destroyed by 

disposing of it in locked shred bins and never disposed of in open recycling bins or in the 

trash. 

B. No less than once each year, each Covered Component Privacy Manager shall conduct a self-

assessment of use and disclosure risks and take such steps as are necessary to address risk areas. 

This assessment and a description of remedial steps shall be provided to the County Privacy 

Officer. 
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9. NOTICE OF PRIVACY PRACTICES 

45 CFR 164.502(i), 45 CFR 164.520  

A. Except for inmates, every Individual has a right to notice of: 

1. The uses and disclosures of PHI that may be made by the Covered Component; 

2. The Individual's rights regarding his or her PHI; 

3. The Covered Component's legal duties with respect to PHI. 

B. A Covered Component’s Notice of Privacy Practices (NPP) must include: 

1. The following statement as a header or otherwise prominently displayed: “THIS 

NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE 

USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS 

INFORMATION. PLEASE REVIEW IT CAREFULLY.” 

2. A description which includes sufficient detail to place the Individual on notice, 

including at least one example, of the types of uses and disclosures that the Covered 

Component is permitted to make for treatment, payment, and healthcare operations. 

3. A description which includes sufficient detail to place the Individual on notice of each 

of the other purposes for which the Covered Component is permitted or required to use or 

disclose PHI without the Individual's written authorization. 

4. A statement that other uses and disclosures will be made only with the Individual's 

written authorization and that the Individual may revoke such authorization as provided 

by 45 CFR § 164.508(b)(5). 

5. Any specific prohibitions or material PHI restrictions imposed on the Covered 

Component by any other law.  

6. A statement of the Individual's rights with respect to PHI and a brief description of 

how the Individual may exercise these rights, as follows: 

a.  The right to request restrictions on certain uses and disclosures of PHI as 

provided by 45 CFR § 164.522(a), including a statement that the Covered 

Component is not required to agree to a requested restriction except in situations 

of self-pay; 

b.  The right to receive confidential communications of PHI as provided by 45 

CFR § 164.522(b), as applicable; 

c.  The right to inspect and copy PHI as provided by 45 CFR § 164.524; 

d.  The right to amend PHI as provided by 45 CFR § 164.526; 
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e.  The right to receive an accounting of disclosures of PHI as provided by 45 

CFR § 164.528; and 

f.  The right of an Individual, including an Individual who has agreed to receive 

the NPP electronically, to obtain a paper copy of the notice from the Covered 

Component upon request. 

7. A statement that the Covered Component is required by law to maintain the privacy of 

PHI and to provide Individuals with notice of its legal duties and privacy practices with 

respect to PHI. 

8. A statement that the Covered Component is required to abide by the terms of the NPP 

currently in effect. 

9. For the Covered Component to apply a change in a privacy practice that is described in 

the NPP to PHI that the Covered Component created or received prior to issuing a revised 

NPP, in accordance with 45 CFR § 164.530(i)(2)(ii), a statement that it reserves the right 

to change the terms of its NPP and to make the new NPP provisions effective for all PHI 

that it maintains. The statement must also describe how it will provide Individuals with a 

revised NPP. 

10. Contact information for the person (name or title) including telephone number 

designated at the Covered Component to receive Complaints or ask questions. The NPP 

must contain a statement that Individuals may complain to the Covered Component and 

to the Secretary if they believe their privacy rights have been violated, a brief description 

of how the Individual may file a Complaint with the Covered Component, and a 

statement that the Individual will not be retaliated against for filing a Complaint. 

11. The date on which the NPP is first in effect, which may not be earlier than the date on 

which the notice is printed or otherwise published. 

C. The NPP promptly shall be modified to reflect any material change in the permissible uses, 

disclosures, Individual rights, the Covered Component's duties, or other privacy practices. A 

NPP may be modified substantively only with approval of County Counsel. 

D. All Covered Components that have public access to workplaces shall post the NPP in a clear 

and prominent location stating that the complete NPP is available on request.  Further, the NPP 

shall be posted on the Clackamas County public website.   

E. All Covered Components that have a direct treatment relationship with an Individual shall: 

1. Provide the NPP directly to the Individual on the first day the service is provided. In an 

emergency treatment situation, this may be delayed until the first reasonably practicable 

opportunity after the emergency has ended. 
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2. Have extra copies for Individuals to take. 

3. Except in an emergency treatment situation, make a good faith effort to obtain a 

written acknowledgment of receipt and document any refusal.  

4. Store such acknowledgement or refusal with the Individual’s clinical record. 

F. If the NPP is subsequently changed, revised copies must be made available in areas of public 

access but need not be directly provided and no new acknowledgment is required. 

G. Electronic Notice:  

1. Each Covered Component shall prominently post its NPP on its web site and make its 

NPP available electronically through the web site. 

2. Each Covered Component can provide the NPP to an Individual by email, if the 

Individual agrees to electronic notice and such agreement has not been withdrawn.  The 

Covered Component must retain confirmation of the transmission of the email.  If the 

Covered Component knows that the email transmission has failed, a paper copy of the 

NPP shall be provided to the Individual. 

3. The Individual who is the recipient of electronic notice may obtain a paper copy of 

the NPP from the Covered Component upon request. 

H. A Covered Component acting as a Business Associate of another covered entity is not 

required to distribute the NPP when it holds a role as a Business Associate unless otherwise 

required by a covered entity. 

I. A Covered Component shall document compliance with the NPP requirements by retaining a 

copy(ies) of their NPP(s) for a period of six (6) years from the date of creation, or the date when 

such NPP(s) was last in effect, whichever is later. 

  

Page 39



10. AUTHORIZATION TO USE OR DISCLOSE PHI 
45 CFR 164.508  

A. Use or disclosure of PHI may occur only if permitted in this Policy or authorized by the 

Individual (e.g., marketing disclosures require an authorization). Generally, an Individual (or a 

personal representative) may authorize any disclosure of his or her own PHI.   

B. Treatment, payment, or eligibility for healthcare benefits cannot be conditioned on the 

Individual providing an authorization to disclose PHI, except that: 

1.  A health plan may require one prior to enrollment to make eligibility or risk 

determinations. 

2. A Covered Component may condition the provision of research-related treatment. 

3. A Covered Component may condition the provision of treatment if the sole purpose 

of the Individual’s treatment is to provide health information to a third party (e.g., 

disclosure of results of mandated drug test to an Individual’s employer.) 

C. A valid authorization must be in plain language, signed and dated by (or on behalf of) the 

Individual and contain all of the elements listed below. It must be separate from all other forms 

such as the consent to treatment.  

1. A description of the PHI to be used or disclosed that identifies the information in a 

meaningful fashion.  If the Covered Component intends to use or disclose mental health, 

alcohol and drug, genetic, or HIV information, then the Individual must specifically 

authorize each of these disclosures by initialing the applicable space on the form. 

2. The name or specific identification of the person(s) or class of persons authorized to 

make the use or disclosure. 

3. The name or specific identification of the person(s) or class of persons to whom the 

requested use or disclosure may be made. 

4. A description of the purpose for the use or disclosure (“at the request of the 

Individual” is sufficient description if the Individual initiated the Authorization.) 

5. An expiration date or expiration event, (“end of the research study” is sufficient if the 

Authorization is for a research-related use or disclosure.) 

6. The signature and date of signature of the Individual whose information will be used 

or disclosed. (If a guardian or personal representative signs the Authorization, a 

description of the representative’s authority to act for the Individual must also be 

provided.) 
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7. The Individual’s right to revoke the Authorization in writing and either:  

a. exceptions to the right to revoke and a description of how the Individual may 

revoke the Authorization; or  

b. a reference to the Notice of Privacy Practices that may discuss exception to 

the right to revoke and a description of how an Individual may revoke an 

Authorization. 

8. Either:  

a. a statement that the Covered Component may not condition treatment, 

payment, enrollment, or eligibility for benefits on whether the Individual signs the 

Authorization; or  

b. if the HIPAA Privacy Rule permits conditioning the provision of treatment, 

payment, enrollment, or eligibility for benefits on whether the Individual signs the 

Authorization, the consequences to the Individual of refusing to sign. 

9. The potential for information disclosed pursuant to the Authorization to be re-

disclosed by the recipient and to no longer be protected by the HIPAA Privacy Rule. 

D. An authorization may be revoked in writing at any time, but revocation does not affect uses or 

disclosures already taken in reliance on the authorization. An authorization is not valid if the 

Covered Component knows it has expired, has been revoked, or any material information is 

known to be false. 

E. The original authorization is retained and a copy is provided to the Individual.  

F. Psychotherapy notes require a separate authorization. 

G. Certain conditions require a specific consent for disclosure such as genetic testing information 

and disclosures by programs subject to the federal substance abuse rules.  The Individual must be 

given the following notice on the signed form when substance abuse information is being 

authorized for disclosure and the information is subject to 42 CFR Part 2: 

1. “This information may not be disclosed to anyone without the specific written 

authorization of the Individual to whom it pertains.” (42 CFR 2.32) 

2. “This information has been disclosed to you from records protected by Federal 

confidentiality rules (42 CFR part 2).  The Federal Rules prohibit you from making any 

further disclosure of this information unless further disclosure is expressly permitted by 

the written consent of the person to whom it pertains or as otherwise permitted by 42 

CFR part 2.  A general authorization for the release of medical or other information is 

NOT sufficient for this purpose.  The Federal Rules restrict any of the information to 

criminally investigate or prosecute any alcohol or drug abuse patient.” (42 CFR 3.32) 
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H. A Covered Component must obtain an authorization for any sale of PHI.  Such authorization 

must state that the disclosure will result in remuneration to Clackamas County. 

I. Workforce Members must verify and document both the identity and authority of an Individual 

before disclosing information pursuant to an Authorization. 

J. An Authorization form signed by the Individual does not give the named recipient the 

authority to act on behalf of the Individual, for example to consent to treatment.  It only gives the 

authority for the Covered Component to disclose information to the recipient. 

K. The Minimum Necessary Standard does not apply to disclosures pursuant to an Authorization.   
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11. RIGHT TO REQUEST A USE OR DISCLOSURE RESTRICTION / 
COMMUNICATIONS AT ALTERNATE LOCATIONS 
45 CFR 164.502(c), 45 CFR 164.522(a)  

A. Individuals, including inmates, must be given an opportunity to request that use or disclosure 

of PHI for treatment, payment, or healthcare operations or disclosure of PHI to friends and 

family members be restricted. 

1. The request may be denied for any non-discriminatory reason except in one limited 

circumstance. Individuals may request that their PHI not be shared with a health plan 

when the Individual or someone on the Individual's behalf pays for the Individual's 

service in full and the use or disclosure is for payment or healthcare operations and not 

otherwise required by law. 

Such restriction request does not impact future disclosures made for the purpose 

of treatment. 

2. If granted, the request must be honored, except: 

a. In case of medical emergency and, even then, the recipient of the information 

must be asked to not further use or disclose the PHI. 

b. Uses or disclosures of PHI to the Individual himself or herself 

c. Uses or disclosures for any “public purpose” (see 45 CFR 164.512). 

3. Agreement to restriction.  Covered Components should only agree to such requests 

when exceptional circumstances exist, when the Covered Component can reasonably 

accommodate the request, and when the Covered Component determines that the 

restriction can be maintained. 

The agreement to restrict use and disclosure may be terminated if:  

a. the Individual requests in writing (or verbally if documented in the 

Individual’s record); or 

b. the Covered Component terminates in writing; but the restriction remains in 

effect for previously received or created PHI.  

4. Grant or denial of a restriction must be documented.  The HIPAA Privacy Rule does 

not require a Covered Component to provide a reason for its denial.  It also does not 

provide the Individual with a right to appeal a denial.  The Covered Component should 

use professional judgment in determining how to provide notice of the denial to the 

Individual. 

5. If the request is not explicitly denied, it is deemed accepted.   
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B. Reasonable requests to receive PHI communications by specified confidential alternate means 

or to a specified alternate location must be accommodated if; 

1. Made in writing. 

2. The Individual provides reasonable information about how payment, if applicable, for 

services rendered will be handled;  45 CFR 164.502(h). 45 CFR 164.522(b) and 

3. The Individual has specified an alternative address or other method of contact. 

C. Covered Component providers may not ask for a reason for a request to receive PHI 

communications by specified confidential alternate means or to a specified alternate location.  

However, health plans may require that the request contain a statement that disclosure of all or 

part of the information to which the request pertains may endanger the Individual. 

D. Covered Components must notify the Individual not later than thirty (30) calendar days of 

receipt of request whether the request has been accepted or denied.  If accepted, the Covered 

Component must: 

1. ensure Business Associates are aware of alternate contact information; 

 

2. inform all appropriate Workforce Members who may communicate with the 

Individual of the accommodation, including but not limited to, the Individual’s County 

case manager, quality management staff, and business services staff; and 

 

3. ensure that all relevant computer electronic records or files are flagged or marked to 

reflect any approved accommodation including updates to addresses and phone numbers.  

This includes providing a note to link with the original request housed in the Individual’s 

permanent record or other method for ensuring that electronic files, if communicated or 

released to the Individual, are done so according to the Individual’s request. 
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12. RIGHT OF INDIVIDUAL TO ACCESS PHI  
45 CFR 164.502(a), 45 CFR 164.524  

A. An Individual has a right to access, inspect, and copy his or her own PHI held in the 

Designated Record Set except: 

1. Psychotherapy notes. 

2. PHI compiled for use in or reasonable anticipation of a criminal, civil, or 

administrative proceeding. 

3. An inmate's right to copy PHI (but not the right to inspect) may be denied, if copying 

would jeopardize the health, safety, security, custody, or rehabilitation of the inmate or 

others in the facility or those responsible for transporting the inmate. 

4. If the PHI were permissibly obtained in confidence from someone other than a 

healthcare provider and disclosure would be reasonably likely to reveal the source of the 

information. 

5. Certain federal law grounds. These grounds for denial are not subject to review under 

HIPAA. 

6. If the requested information has been obtained by the Covered Component in the 

course of research that includes treatment of the research participants, the Individual’s 

right to access this information may be temporarily suspended for as long as the research 

is in progress; provided that: a) the Individual has agreed to the denial of access when 

consenting to participate in the research that includes treatment; and b) the Covered 

Component has informed the Individual that his or her right to access the information will 

be reinstated once the research is completed. 

B. The request for access must be made in writing. 

C. Types of Action on a Request: The Covered Component may take one of the following 

actions on a request. 

1. Determine that the Individual has no right to access and deny the request without an 

opportunity to review as set forth above in paragraph A, above. 

2. Deny the Request and give the Individual an opportunity to obtain a review of the 

denial as set forth below in paragraph D, or 

3. Provide access as described below in paragraph E. 
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D. The right to access may be denied on the following grounds, if the Individual is given a right 

to review the denial and a licensed healthcare professional determines that: 

1. Access would be reasonably likely to endanger the life or physical safety of the 

Individual or another person, 

2. Another person (other than a healthcare provider) is mentioned in the PHI and access 

would likely cause substantial harm to that person, or 

3. A request from a personal representative likely would result in substantial harm to the 

Individual or another person. 

E. A request for access must be acted on within thirty (30) calendar days.  Covered Components 

that have programs under the jurisdiction of ORS 179.505 must respond within five (5) working 

days.  Respond as follows: 

1. Grant, in whole or in part, by providing access to, or mailing a copy of the PHI, in the 

form or format requested if readily producible or, if not, by hard copy. If the same PHI is 

in multiple locations, only one access point or copy need be provided.  Copies of records 

may be provided to an Individual or a third party that the Individual identifies in an 

electronic or paper format depending on the Individual's request and the technology in 

which the records are maintained.  Any electronic delivery of PHI must be encrypted. 

a. A summary may be provided if agreed to in advance by the Individual.  If the 

Individual requests a summary of the PHI requested, in lieu of providing an 

opportunity to inspect or obtain a copy of the full Designated Record Set, the 

Individual must agree in advance to any provisions of the summary, any fees 

imposed by the Covered Component for such summary and to any extended time 

needed by the Covered Component to produce the summary. 

b. If the Covered Component approves the request and would like to provide an 

explanation to accompany the information being released to the Individual, the 

Covered Component may do so, but only if the Individual agrees in advance to 

any provisions of the explanation and to any fees imposed by the Covered 

Component for such documents. 

2. Deny, in whole or in part, by sending notice in writing and containing: 

a. The basis for denial;  

b. A description of any applicable review rights; and  

c. A description of the Complaint procedures. 

If the Covered Component denies access in whole or in part as outlined above, the 

Covered Component shall, to the extent possible, give the Individual access to any other 

Page 46



information requested after excluding the PHI to which the Covered Component had 

grounds to deny access. 

3. If the Covered Component does not have the PHI requested, inform the Individual of 

where to direct his or her request, if known.  The obligation to provide access extends to 

PHI held by the Covered Component’s Business Associates. 

F. If a review of a denial is requested, it must be done by a licensed healthcare professional 

designated by the Covered Component, who was not involved in the initial denial. This 

professional's decision is final and binding. 

G. The responsibility to provide access extends not only to PHI in its own possession, but also to 

PHI that is a Designated Record Set of its Business Associate.  Workforce Members must check 

with any applicable Business Associate about information held by it when fulfilling requests.  

The Covered Component may ask the Business Associate to provide access to the Individual 

directly. 

H. Copies of records may be provided to an Individual or a third party that the Individual 

identifies in an electronic or paper format depending on the request and the technology in which 

the records are maintained.  The third party must be designated in writing by the Individual.  Any 

electronic delivery of PHI must be encrypted. 

I. Fees:  

1. Categories of Fees: A Covered Component may charge a requesting Individual the 

following reasonable, cost-based fees associated with obtaining access to his or her PHI, 

but may not deny access due to inability to pay fees associated with access.  Any fees 

collected by the Covered Component shall be recorded as revenue to that Covered 

Component. 

a. Copying: Fees may include the labor and supply costs (for electronic or paper 

form); 

b. Mailing: Fees may include copying costs and the cost of postage;  

c. Electronic: Fees may include the cost of a portable media storage device, e.g., 

flash drive. 

2. No Handling Fees: The Covered Component shall not charge any fees for retrieving 

or handling information or for processing the request. 

3. Preparation of Summary or Explanation: The Covered Component may charge by the 

hour for the preparation of an explanation or summary of the information requested by 

the Individual, if: 

a. the Individual requests such explanation; and 
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b. the Individual agrees to the fees in advance of the preparation. 

J. Documentation for Communication with Individuals: The Covered Component shall maintain 

all written communications to or from an Individual regarding his or her right to access PHI in 

the medical record for the Individual.  All documentation associated with requests shall be 

retained for at least six (6) years from the last date of service, the termination of any litigation or 

audit involving the record whichever is later. 

  

Page 48



13. RIGHT OF INDIVIDUAL TO REQUEST AMENDMENT OF PHI  

A. An Individual may make written request that PHI held in the Designated Record Set be 

amended, stating the reasons for the request. 

B. Determinations of whether to accept or deny the request for an amendment will be made by 

the Covered Component following a review of the relevant record and Designated Record Set, 

consultation with the treating physician or clinical manager, evaluation of the  request, and to the 

extent appropriate, other health professionals familiar with the Individual’s course of treatment. 

C. A request to amend must be acted upon within sixty (60) calendar days by: 

1. Granting the request in whole or in part by: 

a. identifying the records in the Designated Record Set that are affected by the 

amendment; 

b. at a minimum, appending the record or providing a link to the amendment;  

c. informing the Individual; and  

d. making reasonable efforts to provide the amendment within a reasonable time 

to persons identified by the Individual and any other person known to have the 

information who may have relied, or reasonably could rely, on the information 

(including Business Associates). 

2. Denying the request in whole or in part in writing, providing: 

a. the basis for denial using plain language (See paragraph C below);  

b. how to file a Complaint with the Covered Component or the Secretary;  

c. information on how to submit a written statement disagreeing with the denial; 

and  

d. a statement that, if the Individual does not submit a statement of disagreement, 

the Individual may request that the Covered Component provide the Individual’s 

request for amendment and the denial with any future disclosures of the PHI that 

may be the subject of such disclosure. 

3. Extending the timeframe for responding to the request, by:   

a. providing the Individual with a written statement of the reasons for the delay; 

and  

b. the date by which the Covered Component will complete its action on the 

request (which cannot be later than thirty (30) calendar days).   

Only one extension is allowed. 

C. The grounds for denial are that the PHI or record: 
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1. Was not created by the Covered Component unless the Individual provides a 

reasonable basis to believe that the person who created the PHI is no longer available to 

act on the requested amendment; 

2. Is not held by the Covered Component in the Designated Record Set; 

3. Is PHI that the Individual does not have a right to inspect, e.g., psychotherapy notes, 

information prepared for criminal, civil or administrative proceedings; or 

4. Is already accurate and complete. 

D. If the request is denied, the request for amendment, denial, statement of disagreement, and 

any rebuttal created by the Covered Component must be appended or linked to the PHI. These 

must be included with any subsequent disclosure. Special rules apply to electronic standard 

transaction codes. 

E. The Covered Component may reasonably limit the length of a statement of disagreement.  The 

Covered Component may choose to prepare a written rebuttal to the Individual’s statement of 

disagreement.  Whenever such a rebuttal is prepared, the Covered Component shall provide a 

copy to the Individual within thirty (30) calendar days of receiving the statement of 

disagreement. 

F. If the Covered Component receives an amendment from another covered entity, it also must 

append or link the amendment to the PHI. 

G. Each Covered Component must document the name and title of all persons authorized to 

review and decide on amendment requests.  Such information must be retained for at least six (6) 

years. 

H. Documentation: The Covered Component shall retain all documentation associated with 

requests for amendments (and all associated determinations) for the longer of six (6) years from 

the date of the last service in the record, termination of litigation or an audit involving the record. 
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14. COMPLAINTS 

A. Each Covered Component’s Privacy Manager is responsible for receiving and addressing 

Complaints regarding violations of this Policy, the Covered Component's specific procedures, or 

HIPAA. 

B. At the time of receipt, a complainant shall be informed that: 

1. Complainant is encouraged, but not required to put the Complaint in writing;  

 

2. Complainant has the option of filing the Complaint with the County Privacy 

Officer. The Complaint shall be filed directly with the County Privacy Officer, if it 

involves the person responsible for receiving Complaints;  

 

3. That Complainant may bypass the County Complaint process and file the 

Complaint directly with the Secretary; and  

 

4. That the law and County policy prohibit retaliation against any Complainant.  

C. The Workforce Member receiving the Complaint shall document: 

1. The name and contact information for the Complainant;  

 

2. The specific nature of the Complaint, including sufficient information to 

investigate and address the Complaint; and 

 

3. That the information described above was provided. 

D. The Privacy Manager receiving the forwarded Complaint shall route the Complaint to the 

appropriate person to investigate the circumstances and either deny the Complaint or take such 

actions as are reasonably necessary to address the Complaint, including but not limited to 

mitigating any adverse impacts of an impermissible request for, use of, or disclosure of PHI. If 

the person receiving the Complaint does not have authority to resolve the matter, the person shall 

make a recommendation to an appropriate manager.  The resolution of the Complaint, including 

any changes in policies or procedures and any actions taken in response to the Complaint must 

be documented.    

E. Complaints should be addressed within thirty (30) calendar days of receipt. The County 

Privacy Officer shall be provided the information described in paragraph C no later than thirty 

(30) calendar days after receipt of the Complaint. In the event the Complaint was denied or the 

Complainant is not satisfied with the resolution, the County Privacy Officer shall review the 

matter and determine whether the action taken was appropriate and may implement an alternate 

course of action. The Complainant shall be informed of any County Privacy Officer decision in 

writing within thirty (30) days of receipt. 
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F. Any initial Complaint that results in a Breach must be handled in accordance with Sec. 25.  

Note: Whistleblower Protection.  

State law affords certain protections to "whistleblowers." This may require that the 

Complainant's identification be kept confidential. The person receiving the Complaint shall 

promptly notify County Counsel if, due to the nature of the Complaint, statements from the 

Complainant or for any other reason, the person thinks the Complainant may qualify as a 

"whistleblower." 

15. INMATES  

A. Inmates are adults or juveniles in custody in a prison, jail, correctional center, halfway house, 

or similar facility, e.g., the Jail, or Community Corrections Center.  Persons released from the 

facility, including on parole or probation are not inmates and no longer in custody and their PHI 

is treated as that of any other Individual. 

B. Inmate PHI is handled differently as follows: 

1. A Covered Component may disclose PHI about an inmate to any correctional facility 

or law enforcement official having custody over the inmate, provided that the facility or 

official represents that the PHI is necessary for: 

a. Providing healthcare to the inmate.  

b. The health and safety of the inmate or other inmates.  

c. The health and safety of employees or others at the facility.  

d. The health and safety of persons transporting inmates.  

e. The needs of law enforcement at the facility.  

f. Administration and maintenance of safety, security, and good order at the 

facility. 

2. Inmates do not have a right to a Notice of Privacy Practices and correctional facilities 

do not need to post one. 
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16. DECEDENTS 

45 CFR 164.502(f), 45 CFR 164.512(g) and (h)  

A. Generally, protection of PHI survives 50 years after an Individual’s death.   

B. In addition to the other permissible disclosures listed above, it is permissible to disclose PHI 

about a decedent to: 

1. Coroners and medical examiners to identify a deceased person, determine cause of 

death, or other purpose authorized by law. The medical examiner may only use or 

disclose PHI as permitted in these guidelines. 

2. Funeral directors as necessary to assist them in carrying out their duties. This may be 

prior to, and in reasonable anticipation of, death. 

3. To organ procurement organizations to facilitate transplant donations.  This permission 

does not allow disclosures in connection with live donor activities. In live donor 

situations, an authorization is required. 

4. Law enforcement to alert of possible criminal conduct. 
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17. PSYCHOTHERAPY NOTES 

45 CFR 164.508(a)(2)  

A. Psychotherapy notes include notes of a mental healthcare professional documenting or 

analyzing the contents of a conversation during a private, joint, group, or family counseling 

session that are separated from the Individual's medical record.  Psychotherapy notes exclude 

medication prescription and monitoring, session start/stop times, modalities and frequencies of 

treatment, results of clinical tests and any summary of a diagnosis, functional status, treatment 

plan, symptoms, prognosis, or progress to date. 

B. Requests for, use, and disclosure of psychotherapy notes must be documented and are 

permitted only with a separate written authorization of the Individual, except:  

1. Use for treatment purposes by the mental health professional that created the notes. 

2. Use by the Covered Component for supervised internal training to improve counseling 

skills. 

3. To defend against a legal action brought by the Individual. 

4. To make a use or disclosure that is required by a law, complies with such law and is 

limited to the relevant requirements of such law. 

5. When required as part of oversight of the practitioner. 

6. To make a use or disclosure to a coroner or medical examiner for the purpose of 

identifying a deceased person, determining a cause of death, or other duties as authorized 

by Oregon law. 

7. To make a use or disclosure that is consistent with law and the standards of ethical 

conduct, if the Covered Component, in good faith, believes the use or disclosure is 

necessary to prevent or lessen a serious and imminent threat to the health or safety of a 

person or the public and is to a person or persons reasonably able to prevent or lessen the 

threat, including the target of the threat. 

8. When required by the Secretary to investigate or determine the County’s compliance 

with HIPAA. 

C. Individuals do not have a right to access their own psychotherapy notes. Such access may be 

denied for any legitimate reason.  Further, for Covered Components that have programs under 

the jurisdiction of ORS 179.505, the Individual does not have a right to challenge any such 

denial. ORS 179.505(9)(b). 
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D. Psychotherapy notes must be kept separate from the medical record.  Psychotherapy notes 

lose protection as such if they are co-mingled with the medical record. 

18. MARKETING  
45 CFR 164.501 and 45 CFR 164.508(a)(3) 

 

The County may communicate with an Individual face-to-face about products or services that 

may interest the Individual or give an Individual a promotional gift of nominal value. Otherwise, 

the County does not use or disclose an Individual's PHI for marketing without the Individual's 

authorization. 
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19. FUNDRAISING  
45 CFR 164.514(f) 

 

The County may not use PHI for fundraising communications, as defined under HIPAA. 
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20. USES AND DISCLOSURES OF PHI CREATED FOR RESEARCH 
45 CFR 164.512(i) 

 

The County may use or disclose limited PHI for research to the extent allowed by HIPAA and 

state law. The County shall obtain the Individual's authorization for use or disclosure of PHI for 

research purposes or obtain a waiver of the authorization requirements from an Institutional 

Review Board (IRB) or Privacy Board, including a Privacy Board chaired by the County Privacy 

Officer, after deliberation and consideration of criteria. 

 

Covered Component business functions do not necessarily include conducting research. If the 

need for research does arise, the County Privacy Officer and County Counsel must be notified.   

 

A. Informed Consent: Informed consent enables each Individual to voluntarily decide whether or 

not to participate as a research subject.  An informed consent is documented by the use of a 

written consent form approved by an institutional review board (IRB) and signed by the 

Individual.  Such consent form will be provided to a subject in written form prior to such 

subject’s participation unless a waiver of informed consent is approved by an IRB.   

 

B. Authorization: In addition to informed consent, an authorization must be obtained from the 

Individual unless an IRB or Privacy Board approves a waiver of authorization, the information is 

De-Identified, or the PHI is disclosed in a Limited Data Set pursuant to a data use agreement. 

 

C. Waiver of Informed Consent and/or Authorization: When relying on a waiver of authorization 

or alteration of the informed consent, the IRB must document the following:   

 

1. A statement identifying and confirming the authority of the IRB or Privacy Board and 

the date on which the alteration or waiver of authorization was approved. 

 

2. A statement that the IRB or Privacy Board has determined that the alteration or 

waiver satisfies the following criteria: 

a. the use or disclosure of PHI involves no more than minimal risk to the 

Individual’s privacy; 

b. the research could not practicably be conducted without the alteration or 

waiver; and 

c. the research could not practicably be conducted without access to and use of 

the PHI. 

 

3. At least the following elements must be present to ensure that there is a minimal risk 

to the Individual’s privacy: 

a. an adequate plan to protect the identifiers from improper use or disclosure; 

b. an adequate plan to destroy the identifiers at the earliest possible opportunity 

consistent with the conduct of the research, unless there is a health or research 

justification for retaining the identifiers or their retention is required by law; and 
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c. adequate written assurances that the PHI will not be used or disclosed to any 

other person, except as required by law, for authorized oversight of the research 

study, or for other research for which use or disclosure of the PHI would be 

permitted under the Privacy Rule. 

 

4. The documentation must include a brief description of the PHI for which use or 

access is necessary, as determined by the IRB or Privacy Board. 

 

5. The documentation must include a statement that the alteration or waiver of 

authorization has been reviewed and approved under either normal or expedited review 

procedures. 

 

6. The chair of the IRB or Privacy Board, or another member designated by the chair, 

must sign the documentation of the alteration or waiver of authorization. 
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21. DE-IDENTIFIED HEALTH INFORMATION  
45 CFR 164.502(d), 45 CFR 164.514(a) and (b)  

A. Health information that has been de-identified, i.e., does not identify an Individual, nor 

provide a reasonable basis to identify an Individual, is not considered PHI. Covered Components 

may use PHI to create de-identified health information. 

B. Covered Components may determine that health information is de-identified only if: 

1. the Covered Component has designated the person as meeting the qualifications 

specified in 45 CFR 164.514(b)(1) and that person applies the standards set forth therein 

to the information, or 

2. the following identifiers of the Individual or of relatives, employers, or household 

members of the Individual, are removed as specified in 45 CFR 164.514(b)(2): 

 

a. Names; 

b. All geographic subdivisions smaller than a state, including street address, city, 

county, precinct, zip code, and their equivalent geocodes, except for the initial 

three digits of a zip code if, according to the current publicly available data from 

the Bureau of the Census: 

i. The geographic unit formed by combining all zip codes with the same 

three initial digits contains more than 20,000 people; and 

ii. The initial three digits of a zip code for all such geographic units 

containing 20,000 or fewer people is changed to 000. 

c. All elements of dates (except year) for dates directly related to an Individual, 

including birth date, admission date, discharge date, date of death; and all ages 

over 89 and all elements of dates (including year) indicative of such age, except 

that such ages and elements may be aggregated into a single category of age 90 or 

older; 

d. Telephone numbers; 

e. Fax numbers; 

f. Electronic mail addresses; 

g. Social security numbers; 

h. Medical record numbers; 

i. Health plan beneficiary numbers; 

j. Account numbers; 

k. Certificate/license numbers; 

l. Vehicle identifiers and serial numbers, including license plate numbers; 

m. Device identifiers and serial numbers; 

n. Web Universal Resource Locators (URLs); 

o. Internet Protocol (IP) address numbers; 

p. Biometric identifiers, including finger and voice prints; 
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q. Full face photographic images and any comparable images; and 

r. Any other unique identifying number, characteristic, or code, except as 

permitted under HIPAA 

The Covered Component must also not have actual knowledge that the information could be 

used alone or in combination with other information to identify an Individual who is a subject of 

the information.  

C. Covered Components may assign a code or other means of record identification to allow de-

identified information to be re-identified by the Covered Component only if: 

1. the code is not derived from or related to information about the Individual or otherwise 

capable of being translated so as to identify the Individual, and 

2. the code is not used for any impermissible purpose or disclosed. 

D.  Covered Components will not use or disclose de-identified information about genetic testing 

unless the Covered Component notified the Individual when the genetic test information was 

obtained of the Individual's right to object to the use or disclosure of de-identified genetic test 

information, or unless the disclosure is otherwise authorized by law. 

E. Third Parties.  Any third parties receiving PHI for the purpose of de-identifying it must have a 

Business Associate Agreement in place.   

F. Different than Limited Data Set:  De-identified information is not PHI.  A Limited Data Set is 

still PHI.  
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22.  LIMITED DATA SET  
45 CFR 164.514(e) 

 

A. The County may use or disclose a limited data set only for research, public health or 

healthcare operations purposes. County must enter into a data use agreement with the limited 

data set recipient. A limited data set is PHI that excludes the following direct identifiers of the 

Individual or of relatives, employers, or household members of the Individual: 

 

1. Names 

2. Postal address information, other than town or city, state, and zip code 

3. Telephone numbers 

4. Fax numbers 

5. Electronic mail addresses 

6. Social security numbers 

7. Medical record numbers 

8. Health plan beneficiary numbers 

9. Account numbers 

10. Certificate/license numbers 

11. Vehicle identifiers and serial numbers, including license plate numbers 

12. Device identifiers and serial numbers 

13. Web Universal Resource Locations (URLs) 

14. Internet Protocol (IP) address numbers 

15. Biometric identifiers, including finger and voice prints 

16. Full face photographic images and any comparable images 

 

B. Covered Components may use or disclose PHI except for genetic test information (ORS 

192.537(2)) for the purposes of research, public health, or healthcare operations.  The following 

conditions must be met before creating a Limited Data Set: 

 

1. Valid Purpose: The purpose(s) of the use or disclosure of the Limited Data Set is 

research, public health or healthcare operations; and 

 

2. Data Use Agreement: The Covered Component has entered into a valid Limited 

Data Set use agreement (the “Data Use Agreement”) with the data set recipient (the 

“Data User”).  A Data Use Agreement between Covered Component and a Data User 

is valid only if it establishes: 

a. the permitted uses and disclosures of the Limited Data Set by the Data User 

are for research, public health and/or healthcare operations purposes.  

b. who is permitted to use or receive the Limited Data Set and provides that the 

Data User will: 

i. not use or further disclose the information contained in the Limited 

Data Set other than as permitted by the Data Use Agreement or as 

otherwise required by law; 
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ii. use appropriate safeguards to prevent use or disclosure of the 

information contained in the Limited Data Set other than as provided 

for by the Data Use Agreement; 

iii. report to Covered Component any use or disclosure of the information 

contained in the Limited Data Set, which is not provided for by its Data 

Use Agreement, of which it becomes aware; 

iv. ensure that any agents, including subcontractors, to whom it provides the 

Limited Data Set agree to the same restrictions and conditions that apply 

to the Data User with respect to such information; and 

v. not Individually identify the information or contact the Individuals. 

 

C. Permission to Create Limited Data Set: A Covered Component may use PHI to create a 

Limited Data Set or disclose PHI to a Business Associate to create a Limited Data Set, whether 

or not the Covered Component is going to use the Limited Data Set.  A third party that receives 

PHI to create a Limited Data Set must also have a Business Associate Agreement in place with 

the third party.   

 

D. Exception to Accounting Requirements: A Covered Component is not required to account for 

its disclosure of a Limited Data Set regarding an Individual’s right to receive an accounting of 

certain types of disclosures of PHI. 

 

E. Minimum Necessary Standard: A Covered Component must limit the information of the 

Limited Data Set disclosed pursuant to this policy to the minimum necessary information needed 

for research, public health, or healthcare operations purposes specified in the Data Use 

Agreement. 

 

F. Different than De-identified Information:  A Limited Data Set is still PHI.  De-identified 

information is not PHI.   
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23. BUSINESS ASSOCIATES 

A. Each Covered Component shall identify its Business Associates and ensure that all contracts 

entered include Business Associate provisions substantially similar to those set forth in 

Clackamas County’s standard Business Associate Agreement.  

B. The requirement for a written Business Associate agreement with a third party still pertains to 

services which fall under direct pay and which otherwise do not require a prime contract. 

C. PHI shall not be disclosed to a Business Associate except in accordance with this Policy and 

the terms of the Business Associate provisions. 

D. The Covered Component Privacy Manager shall be informed promptly if there are reasonable 

grounds to think that the Business Associate is failing to abide by its responsibilities or is failing 

to cooperate with the Covered Component. 

E. Examples of situations where a Business Associate agreement is not required include: 

1. Disclosure to a treatment provider for treatment purposes.  

2. A healthcare provider submitting a claim to a health plan for payment.  

3. Incidental Disclosures to persons or organizations that do not use PHI in the ordinary 

course of work, e.g., a janitorial service or remodeler—provided that the Covered 

Component has taken reasonable steps to minimize the risk of disclosure.  

4. Conduits that receive PHI but only for a limited time, such as the US Postal Service, 

Fed Ex, couriers.  

5. Among covered entities participating in an organized healthcare arrangement (by IGA 

or contract).  

6. From one governmental covered entity administering a public benefits program to 

another governmental covered entity administering a public benefits program serving 

the same or similar populations, to the extent necessary to coordinate or improve 

administration of the benefit programs.  

7. With Workforce Members. 

8. With entities receiving De-identified Information only. 

F. County as a Business Associate to another covered entity. 

1. The County is a Business Associate of another covered entity in situations where the 

County is acting on behalf of, or providing services to, another covered entity.   

2. County Counsel must review any proposed Business Associate agreement by a 

covered entity that names the County as a Business Associate of another covered 

entity. 

3. In situations where the County is a Business Associate of another covered entity, the 

policies/procedures of that covered entity apply.   
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4. If the County subcontracts any of the services to a third party, the County must ensure 

that the subcontractor agreement includes a Business Associate agreement that is no 

less restrictive than the County’s Business Associate agreement with the covered 

entity. 

G. County as a subcontractor to a Business Associate of a covered entity. 

1. The County is a subcontractor to a Business Associate of a covered entity in 

situations where the County is acting on behalf of, or providing services to, a Business 

Associate of another covered entity.   

 

2. County Counsel must review any proposed Business Associate agreement by a 

covered entity that names the County, as a subcontractor to a Business Associate of 

another covered entity. 
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24.  MITIGATION / DUTY TO REPORT 
45 CFR § 164.530(f) 

The County will mitigate, to the extent practicable, any harmful effect that is known by the 

County to have occurred as a result of a use or disclosure of PHI in violation of the requirement 

of the HIPAA Privacy Rule or County policies and procedures by either the County or its 

Business Associates. 

 

In cases of an impermissible disclosure by a subcontractor or Business Associate, either a 

treatment provider or non-covered entity, the Covered Component involved shall determine the 

mitigation plan.  This may involve review of specific contract or agreement language regarding 

corrective measures or potential termination of a contract or agreement. 

 

Workforce Members and Business Associates must immediately report known or suspected 

privacy or security Incidents, Breaches or Complaints involving PHI to their Covered 

Component’s Privacy Manager and/or County Privacy Officer. This includes a duty to self-report 

an Incident or Complaint caused by a Workforce Member. 

 

The County will not tolerate retaliation against any Workforce Member who reports in good faith 

in accordance with this Policy or who participates in any investigation. The County will 

investigate reports of retaliation. Any Workforce Member who is an employee found to have 

engaged in retaliation may be subject to discipline, up to and including dismissal.  Any 

Workforce Member who is not an employee found to have engaged in retaliation may be subject 

to termination of their services to the County.  “Retaliation” does not include appropriate 

discipline or other sanctions imposed, when necessary, upon a Workforce Member who self-

reports a possible violation. 

 

Any Workforce Member who is an employee who fails to report known or suspected Incidents, 

Breaches or Complaints as required by this policy may be subject to discipline.  Any Workforce 

Member who is not an employee who fails to report known or suspected Incidents, Breaches or 

Complaints as required by this policy may be subject to termination of their services to the 

County. 
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25. BREACH INVESTIGATION AND NOTIFICATION  
45 CFR 164.400 et. seq. 

 

Individuals have the right to be notified in the event that the County discovers a Breach of 

unsecured PHI. 

 

The County Privacy Officer and each Covered Component Privacy Manager is responsible for 

investigating and responding to all reports received.  This includes ensuring that notifications are 

provided to Individuals, the media, and enforcement agencies when required.   

 

A. Investigation 

1. Upon receipt of a report, the Covered Component Privacy Manager in conjunction 

with the County Privacy Officer and County Security Officer, as applicable, shall 

conduct an Investigation into the scope and cause.  The internal Investigation will 

be completed within 30 calendar days of discovery by any Workforce Member. 

a. Any barriers to the Investigation timeline shall be promptly raised to the 

County Privacy Officer or County Security Officer, as applicable. 

b. Any ongoing harm to the Individual shall be mitigated or stopped as soon as 

reasonably possible. 

c. A Workforce Member who unintentionally receives PHI should seek direction 

to delete or securely destroy the PHI without further using or disclosing it. 

2. Internal Initial Notification Workflow for Investigation 

a. The minimum necessary information will be shared with others in a prompt 

manner to ensure that all decision makers have information necessary to 

provide assistance with the Investigation.  The primary responsibility for 

notification is by the Privacy Manager.   

i. Department Human Resources will be notified and Personnel Rules 

and labor agreements will be followed if the report involves an act or 

omission of a Workforce Member.   

ii. Department or Central Purchasing representatives will be notified if 

the report involves a Business Associate or Workforce Member not 

employed by Clackamas County if/when the contract needs to be 

amended or terminated. 

iii. County Security Officer will be notified if the report involves data, 

ePHI, or forensic support is needed. 

iv. Facilities will be notified if the report involves physical access to a 

Clackamas County building. 

v. County Counsel’s Office will be notified if report involves a threat of 

lawsuit or notification to individual’s attorney or State Attorney 

General’s office.  

vi. If the County is a Business Associate in the relationship with a third 

party Covered Entity, the County will notify the Covered Entity 

according to the Business Associate Agreement terms and follow 

direction by the Covered Entity.   
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vii. Managers, supervisors or Workforce Members of Covered Component 

where a report arose will be consulted for operational assistance for 

investigation and mitigation. 

b. Sanctions   

i. If the report is related to an act or omission of a Workforce Member 

employee, the Privacy Manager will notify the Department Human 

Resources and the Workforce Member’s manager/supervisor. 

ii. The Privacy Manager may choose to not request further involvement 

by Department Human Resources when each of the following is 

supported by clearly documented facts for the event: 

a. The event is an unintentional act or omission by the Workforce 

Member, 

b. The event does not involve a reckless disregard of the Workforce 

Member’s obligations in the sole discretion of the Privacy Manage, 

c. The event is the Workforce Member’s first occurrence of any type 

involving PHI or ePHI,  

d. Privacy Manager does not need to gather any facts about the report 

from the Workforce Member(s) possibly implicated or implicated in 

the report. 

e. The supervisor/manager has already counseled the Workforce 

Member concerning way to reduce the risk of reoccurrence and 

address the event which involves reminders or training/education that 

the Privacy Manager believes is reasonable and appropriate to reduce 

the risk of reoccurrence, address the policy violation, and comply with 

breach notification requirements.     

iii. Additional Human Resources Involvement 

a. Privacy Manager will request further assistance from Department 

Human Resources when the criterion above is not met. 

b. Human Resources may consider other documented performance 

issues when determining the sanctions under this procedure.   

c. Considering the sanction factors listed below, Human Resources 

and the Privacy Manager will determine a category and sanction.  The 

assigned sanction or corrective action will follow as part of the 

mitigation and remediation of the event.   

 

Sanction Factors:   

1. Knowledge of responsibilities 

2. Cooperation with investigation 

3. Type of PHI disclosed/sensitivity of information 

4. Severity of resulting impact to County (media notifications and/or 

disclosure to Office for Civil Rights) 

5. Repeated errors of same type 

6. Mistake vs. intent 
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Categories: 

1. Unintentional (mistakes or carelessness) 

2. Reckless disregard (understanding obligation and failing to comply) 

3. Intentional [Knowingly accessing/disclosing without a business need 

(i.e curiosity), for personal/financial gain, or to harm an Individual] 

 

Sanctions for the category assigned may include any of the following: 

1. Reminders 

2. Training or education 

3. Counseling 

4. Verbal and/or written reprimand 

5. Suspension 

6. Reassignment (which may include termination of access to PHI)  

Demotion 

7. Termination 

 

B. Breach Response Procedure  

1. The presumption is that a report of an unpermitted use or disclosure of Unsecured 

PHI is a Breach requiring notification to Individuals impacted.   

a. To demonstrate that notification is not required to Individuals impacted, the 

Investigation must include documentation of a risk assessment and approval 

by the County Privacy Officer resulting in either: 

i. a determination of a low probability the Unsecured PHI was 

compromised, or  

ii. an exception to the definition of a Breach.   

b. If Breach notification is required (or there is no risk assessment conducted that 

demonstrates a low probability the Unsecured PHI was compromised): 

i. The Privacy Manager in conjunction with Covered Component 

leadership, and the County Privacy Officer, shall develop a Breach 

notification letter (Notice) following the guidelines provided by the 

County Privacy Officer.   

a. The Notice must be sent to each Individual (or parent/guardian 

if a minor child or other Personal Representative) whose 

Unsecured PHI has been, or is reasonably believed to have 

been, accessed, acquired, used, or disclosed as a result of 

Breach.   

b.Notice shall be given to the Individual’s address of record 

unless an alternate address has been provided in an Individual 

Rights request.  In such event, Notice shall be sent to the 

alternate address.   

c. If Individual has requested no written communications, the 

Individual shall be contacted by phone and provided 

instructions on how to pick up the written Notice.     
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ii. A leader from the Covered Component which has the relationship with 

the individual(s) impacted by the Breach shall sign the Notice.  If the 

Breach impacts Individuals served by multiple departments, the 

Privacy Officer shall either sign the Notice or direct which county-

wide leader shall sign the Notice. 

iii. In cases deemed to require urgency because of possible imminent 

misuse of Unsecured PHI, Notice by telephone or other means may be 

made, in addition to written Notice.  However, verbal notice is not a 

substitute for written Notice. 

iv. Deceased Individuals:  If the Covered Component knows that some of 

the affected Individuals are deceased and knows the address of the 

next of kin or Personal Representative of the deceased Individuals, the 

Notice must be provided to the next of kin or Personal Representative. 

v. Timing:  The Notice must be sent by first class mail without 

unreasonable delay but no later than 60 calendar days after the date the 

Breach was discovered (or could have been discovered) unless a delay 

is requested by law enforcement.  If law enforcement requests a delay, 

immediately notify the County Privacy Officer. 

vi. Substitute notice.  If the Covered Component has insufficient contact 

information for some or all of the affected Individuals, or if some 

Notices are returned as undeliverable, a substitute Notice must be 

provided for the unreachable Individuals.  The substitute Notice should 

be provided as soon as reasonably possible after the Covered 

Component is aware that it has insufficient or out-of-date contact 

information for one or more affected Individuals.  The substitute 

Notice must be reasonably calculated to reach the Individuals for 

whom it is being provided. 

a. If there are fewer than 10 Individuals for whom the Covered 

Component has insufficient or out-of-date contact information 

to provide the written Notice, the Covered Component may 

provide substitute Notice to such Individuals through an 

alternative form of written Notice such as secure e-mail, 

telephone or other means.   

1. Alternatively, posting Notice for at least 90 calendar 

days on the County’s website home page may be 

appropriate if the Covered Component lacks any 

current contact information for the Individual(s). 

b.If the Covered Component has insufficient or out-of-date 

contact information for 10 or more Individuals, then the 

Covered Component must provide substitute notice through 

either a conspicuous posting for a period of 90 calendar days 

on the home page of the County website or conspicuous notice 

in major print or broadcast media in geographic areas where 

the Individuals affected by the Breach likely reside. 
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1. Substitute Notice through the website or media for 10 

or more Individuals requires the Covered Component to 

provide a toll-free phone number, active for 90 calendar 

days, where an Individual can learn whether the 

Individual’s Unsecured PHI may be included in the 

Breach. 

2. The Covered Component may attempt to cure out-of-

date contact information of Individuals when Notices 

are returned as undeliverable by the United States 

Postal Service to avoid substitute notice so long as the 

Covered Component does so promptly upon receiving 

the returned notices and no later than 60 calendar days 

from discovery of the Breach. 

c. If the Breach affected more than 500 Individuals: 

1. The Notice must also be provided to prominent media 

outlets serving the County in the form of a press 

release. 

a. The County Privacy Officer will notify the 

County Communications Office to coordinate 

such press release.   

2. HHS or its designee must also be notified by the 

County Privacy Officer simultaneous to the media 

notification and Notice to Individuals (see below).   

C. Tracking.  The Privacy Manager must thoroughly track the Investigation and document all 

pertinent information, communication, risk assessment (when required), notification and 

copies of supporting documentation in accordance with document retention requirements and 

in a tracking system as required by County Privacy Officer.  The Privacy Manager assigned 

to the event must actively monitor cases to ensure that all information tracked is kept current 

and accurate and cases do not become overdue or include inaccurate information. 

D. Breach Notification to HHS or its Designee 
1. All Breaches of Unsecured PHI must be reported to HHS or its designee in a 

manner specified on the HHS website. 

a. For Breaches affecting 500 or more Individuals, the report must be made 

immediately (concurrent to the notification sent to the Individuals). 

b. For Breaches affecting less than 500 Individuals, a log of such Breaches 

must be maintained and submitted annually no later than 60 calendar days 

after the end of each calendar year.   

c. If the County is considered a Business Associate to another Covered Entity in 

the relationship, the County will notify HHS or its designee as directed by the 

Covered Entity. 

2. The County Privacy Officer reports Breaches of ePHI on behalf of the County 

Security Officer.  The County Security Officer is responsible for ensuring the 

accuracy of submissions for any reportable Breach of ePHI before submission to 

HHS or its designee. 
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3. Breach reports will be resubmitted to HHS or its designee with updates as new 

information becomes available.   
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26. NO RETALIATION / NO WAIVER OF RIGHTS 

45 CFR 164.430(g) and (h) 

A. No Workforce Member shall intimidate, threaten, coerce, discriminate against, or take other 

retaliatory action against: 

1. Any Individual for exercising any right or participating in any process under this 

Policy, including filing a Complaint or reporting a known or suspected Incident or Breach 

in good faith;  

 

2. Any Individual or other person for filing a Complaint with the Secretary, testifying, 

assisting, or participating in an investigation or compliance review, proceeding, or 

hearing; or  

 

3. Any Individual or other person opposing any act or practice that unlawfully violates 

this Policy provided that it is based on a good faith belief that the act or practice is 

unlawful, the manner of opposition is reasonable, and does not involve the impermissible 

disclosure of PHI. 

B. No Individual shall be required to waive his or her rights provided by HIPAA, 45 CFR 

160.306, or 45 CFR part 164 as a condition of providing treatment, payment, enrollment in a 

health plan, or eligibility for benefits. 
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27. SANCTIONS  
45 CFR 164.530(c)  

 
A. Failure to comply with this Policy, or the implementing procedures, shall be grounds for 

discipline, up to and including termination. Any such discipline shall be documented and may be 

disclosed to the Secretary.  Consideration will be given to: 

 

1. Factors: 

a. Knowledge of responsibilities 

b. Cooperation with investigation 

c. Type of PHI disclosed/sensitivity of information 

d. Severity of resulting impact to County (media notifications and/or disclosure to 

the Office for Civil Rights) 

e. Repeated errors of the same type 

f. Mistake vs. intent 

2. Categories: 

a. Unintentional (mistakes or carelessness) 

b. Reckless disregard (understanding obligation and failing to comply) 

c. Intentional, i.e., knowingly accessing/disclosing without a business need, for 

example, for curiosity, for personal/financial gain, or to harm an Individual 

3. Sanctions for the category assigned may include any of the following: 

a. Reminders 

b. Training or education 

c. Counseling 

d. Verbal and/or written reprimand 

e. Suspension 

f. Reassignment (termination of access to PHI) 

g. Demotion 

h. Termination 

B.  No employee shall be disciplined for disclosing information that the employee believes in 

good faith to constitute evidence that a Covered Component has engaged in conduct that is 

unlawful or otherwise violates professional or clinical standards, or that the care, services, or 

conditions provided by the Covered Component potentially endangers one or more Individuals, 

workers, or the public, provided that the disclosure is to: 

1. a healthcare oversight agency or public health authority authorized by law to 

investigate or otherwise oversee the relevant conduct or conditions of the Covered 

Component or to an appropriate healthcare accreditation organization for the purpose of 
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reporting the allegation of failure to meet professional standards or misconduct by the 

Covered Component, or  

2. an attorney retained by or on behalf of a person for the purpose of determining the 

legal options of the person with regard to the alleged improper conduct.  

C.  No employee, who is the victim of a criminal act, shall be disciplined for disclosing PHI to a 

law enforcement official provided that the PHI: 

1. is about the suspected perpetrator of the criminal act; and  

 

2. is limited to: name and address, date and place of birth; social security number; ABO 

blood type and rh factor; type of injury; date and time of treatment or death; and a 

description of distinguishing physical characteristics such as height, weight, gender, race, 

scars, tattoos. This does not include DNA, dental records, samples or analysis of body 

fluids or tissue. 45 CFR 164.502(j), 45 CFR 164.512(f)(2)  

 

D. Workforce Members who are not employees of the County may also be sanctioned pursuant 

to this section up to and including termination of their service to the County.
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28. AMENDMENTS TO POLICIES AND PROCEDURES  
45 CFR 164.530(i)  

A. This Policy, implementing procedures and all forms, shall be promptly revised to reflect 

changes in the law.  Also, each Covered Component must review its HIPAA procedures at least 

once every 2 years and make changes as necessary to ensure compliance with HIPAA 

requirements. 

B. This Policy may be amended only by the County Privacy Officer and County Counsel. A 

Covered Component's Privacy Manager must approve amendments to the Covered Component's 

implementing privacy procedures and practices. 

C. Amendments that do not materially affect a privacy practice described in the Notice of 

Privacy Practices may be made at any time, but cannot go into effect until put into writing.  

D. Amendments that materially affect a privacy practice described in the Notice of Privacy 

Practices: 

1. Shall specify whether the change applies to information created or received prior to 

the change.  

 

2. May only be implemented after the Notice of Privacy Practices has been revised and 

published.  

 

E. Workforce Members must be notified of material changes to this Policy or any Covered 

Component procedures within a reasonable time of such changes.   
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29. DOCUMENT RETENTION 
45 CFR 164.530(j)  

A copy of all policies, procedures, forms, accounting of disclosures, Incidents, Breaches, 

Complaints and responses, use/disclosure authorizations and restrictions and all other items 

required to be documented under this Policy shall be retained for six (6) years, or the period 

specified in the State Archival rules, whichever is longer. 
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Exhibit A 

 

County Privacy Officer- 

County Security Officer-  

 

[list covered components and privacy managers] 

H3S 

Behavioral Health Division 

Health Centers Division  

Public Health Division 

 

 

Sheriff’s Office 

Jail Medical 

 

Support Services 

County Counsel 

County Finance 

Technology Services 

Records Management Center 

Auditor 

 

 

 

Business Associates of OHA/DHS 

Developmental Disabilities 

Social Services 

 

 

Not Included: 

Community Corrections 

Housing Authority 

Children, Youth and Family Services ? 

H3S Community Solutions 

 

 

Cross References:   Security Rule Policies 
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