CLACKAMAS COUNTY EPP # 59
EMPLOYMENT POLICY & PRACTICE Implemented: 05/20/10
(EPP) Clerical Update:

Appropriate Use Policy — Technology & Information

PURPOSE: To establish rules governing use of County information and technology
related to the work place. Examples of information and technology covered under this
policy include, but are not limited to; computer systems and their attached peripherals,
phones, (land lines and cellular), fax machines, voice mail, e-mail, network resources,
internet usage, pagers and radios. Included is not only the hardware itself but the
content/data retained or conveyed by that hardware.

Clackamas County provides use of information and technology to enable the County to
provide its services in a timely and efficient manner. The intent of this policy is to ensure
the efficient, appropriate and safe utilization of technology and information while
maintaining its integrity, security and performance. It also is intended to ensure that use
of County provided information and technology is consistent with Federal, State and
Local laws and public expectations.

One purpose of this policy is to protect against the inappropriate disclosure of County
information. This purpose should not mislead users into believing what they do or say
using County technology is private and protected from disclosure. It is a business
necessity that all County information and technology be accessible to properly
authorized County representatives, no matter its location or content and regardless of
any user’s desire that the information not be accessed or disclosed. County systems
have been designed to accommodate this need. Because of this, no user has any right
to expect that information they create using County technology will not be viewed or
disclosed by the County or its authorized representatives. For more details please see
Section 9 of this policy.

SCOPE: This policy is applicable to any use of County provided technology and
information by any person or entity. All County departments, employees, elected
officials, contractors, volunteers, partners, interns, other governmental agencies or
support vendors that make use of County technology and information are included within
those require to comply with this policy.

This policy applies to all technology and information that is owned, leased, managed,
supported or utilized by Clackamas County or agencies utilizing County information /
technology. Under this policy users may be authorized to use personally owned
equipment for County business. For example a home computer, PDA or Smart Phone
purchased with personal funds. Users are warned that in doing so they may expose that
equipment to examination and the information to disclosure in an appropriate
proceeding. Further, public record information stored on personal technology retains its
status as a public record, disclosure of which may be required under Oregon law and
County policy. Personal storage of public record information must also meet security
requirements as identified in this policy and other appropriate regulations (HIPAA, CJIS
etc).
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This policy does not supersede, but is in conjunction with all applicable Federal, State
and local laws and policies. This policy may supersede established Intergovernmental
Agreements or contracts and will be in effect for any future agreements or contracts.

This policy establishes minimum standards for the use of County technology and
information. County Departments are permitted to issue directives for the use of
technology and/or information within that department which are more restrictive so long
as they do not conflict with the requirements of this policy.

DEFINITIONS:

Technology is a term that applies to any equipment, services, licenses or software
owned or managed by the County that is used in the acquisition, storage, manipulation,
management, movement, control, display, translation, research, transmission, reception,
utilization or processing of information. This applies to all equipment regardless of
location, including home assigned or portable systems. This also applies to any
equipment, such as copiers, that is connected to the County Network or any equipment,
such as PDAs that connect directly to a County managed device.

Information is a term that applies to all forms of electronic data, regardless of storage or
transmission formats. This includes, but is not limited to; databases, transmissions,
emails, logs, voice mail, files, spreadsheets, pictures, multi media, metadata, backups
etc, or any subset, extracted or translated data.

Clackamas County Technology Services (CCTS) Authorization means any
authorization directly stated by CCTS Management. It is assumed that any alteration or
deviation from any portion of this policy is only by CCTS Authorization.

County as used in this document is a generic reference to the entity that is Clackamas
County including all departments, divisions, and offices of the Clackamas County and is
not intended as a reference to any one particular individual, group or political body.

GENERAL PROVISIONS:

Ownership

¢ All Information and Technology covered by this policy (including but not limited to
hardware, software, data, licenses etc) is the property of the County.

¢ County technology or information may be transferred to private ownership only
pursuant to the terms of a lawful contract entered into by the County or as
provided by Oregon law governing the disposition County property.

Disposal

e All technology equipment that has become surplus, unusable or outdated must
be processed via CCTS for final disposition.

e CCTS will process all unused equipment and reuse (in whole or part) any
components still of use in the County, ensure unused equipment meets
guidelines for disposal and coordinate with Purchasing on any potential use
elsewhere.
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County employees are prohibited from assuming ownership of disposed County
Equipment.

Purchasing rules regulate the disposition of disposed equipment. Priority for
disposition includes:
o Other Clackamas County Departments or Agencies
o Established charter organizations in partnership with Clackamas County
for processing and disposition of technology to established agencies
(County School Districts etc)
o Other Local governmental agencies within County, then those outside the
County
o Other Schools & Non-Profits within County, then those outside the County
o Approved Recycling Centers

Equipment valued over $5,000 may also be sold via bid in order to recover any
potential value for the County.

CCTS will process all storage devices, regardless of type or condition, before
reallocation or disposal in compliance with Department of Defense standards for
data removal.

Utilization

Access to, and the use of, County information is strictly for the purpose of
supporting County business and services.

Employees will not view, use, disclose, delete or alter County data in any manner
not consistent with County procedures and authorizations. Employees are
responsible for the safekeeping and handling of County data they have
authorization to use or access to.

No unauthorized access shall be given to anyone or any agency at any time.

All access must be approved via the appropriate procedures and restricted to the
approved information for the defined business function.

Use of County information must be inoffensive, professional, accurate, in
accordance with all applicable Federal, State and local laws and policy, and must
not violate ethics laws and rules.

All use and communications must follow Clackamas County Code Sections
2.05.170 through 2.05.180.

Upon termination, all equipment / software must be turned back into the County
without any further use.

All County equipment / software, except as approved by CCTS, must be
maintained by CCTS to County standards.
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Distribution/Transfer

Information transferred must be approved by the appropriate department
management and other County management (such as County Counsel etc) as
required depending on the type of information and associated regulations. For
guestions related to required approval, contact department management or
CCTS.

Information may be transmitted only to agencies or individuals authorized to
receive that information in support of County business.

The Oregon Public Records Law defines what records requesters under that law
are authorized to receive. Transmission of County information is authorized to
comply with that law once the requirements of County Policy and departmental
procedures are followed.

All transmissions must be secure and reliable utilizing CCTS approved
technology and procedures.

Distribution and/or transmission of data must be via approved technology and
procedures as defined by all applicable regulations, laws, County policies and
CCTS standards.

Accounts

All user accounts are the property of the County. Employees are prohibited from
accessing information or equipment to which they have not been granted
permission.

Employees are prohibited from accessing information from another account
without permission from the appropriate department director (or designee) and
CCTS.

The County may revoke or limit account permissions at any time without warning.

All accounts are to be requested via the appropriate County procedure with
approval from the Department (or sponsor) and with a CCTS Account Request
Form. Contact the CCTS Call Center for more information or Request Form.

Upon termination from working with or for the County, the account will be
disabled and further access of any kind, or release of any County information, is
prohibited.

Upon termination of an account the Department or sponsor shall designate
another user to be granted access rights to the terminated account. Within 30
days that user shall review all email and electronic documents of the terminated
user and assure their proper retention or destruction. After 30 days the email
account shall be removed from the server and any user files not on a shared
drive will be deleted.

Security

It is the responsibility of all users of County technology and information to
maintain the highest possible degree of security and confidentiality.
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e CCTS configures accounts with the minimum level of access deemed necessary
to permit the user to perform their required functions. If you feel your access is
insufficient, please have your manager contact the CCTS Call Center.

e Department Directors may authorize the retention of password lists within their
department where they find in necessary to carry out business during users
absence from work. Passwords may not otherwise be disclosed to anyone
without permission from CCTS.

e CCTS will not release password information to departments. If a department
needs access to information for which a particular user’s password is required,
and the department is unable to obtain the required information in a timely
manner, CCTS may reset the user password and provide that password to an
authorized representative by request of the department director. Exceptions to
this procedure may be made upon request of the Director of Employee Services
or County Counsel as part of an investigation or because of pending or
anticipated litigation.

¢ Maintain account security; including passwords that are difficult to guess, logging
out of applications when not in use, and not leaving data displayed openly for
others to see, etc.

e Attempts to forge, spoof or otherwise inappropriately misrepresenting and/or
impersonating another user and/or account is strictly prohibited and can result in
disciplinary action.

o Report any concern regarding unauthorized utilization or suspected tampering to
CCTS immediately via the CCTS Call Center.

¢ County information may be transferred to portable data devices only as required
for the efficient conduct of County Business. Approval of the transfer must be
obtained from the County department responsible for the data. Portable data
device used to contain County information must be approved for that purpose by
CCTS.

o Equipment not owned or leased by the County may not be used to transport
County information. The only exception is that with a supervisor’s permission an
employee may use a PDA or Smart Phone / Device to access and transport
calendars, notes, contacts and email. A PDA or Smart Phone / Device used for
this purpose must be password protected and encrypted when technically
possible.

e Any equipment containing County information must be kept secure from theft or
unauthorized use, especially portable and publicly accessible equipment. All
such equipment must be CCTS approved and used in accordance with CCTS
security procedures. This includes the use of approved encryption and security
utilities.
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Software

Downloading software / licenses from the internet is restricted and can only be
for official County business with approval by CCTS. This includes, but not limited
to; games, utilities, screen savers, music, freeware, shareware etc.

All software on County systems must be licensed by the County and approved by
CCTS.

Copying of any program or software from the County is prohibited. Violators may
be subject to County discipline as well as civil / criminal penalties.

BUSINESS USE:

In General

Use of County technology and information must be inoffensive and contain no
demeaning, threatening or intimidating language.

County technology and information may not be used in a manner that violates
any provision of law including but not limited to laws against discrimination and
harassment.

County technology and information may not be used for personal gain.

County technology and information may not be used in a manner that would
bring discredit upon the County if made public.

All use and communications must conform to Clackamas County Code Sections
2.05.170 through 2.05.180.

Information is subject to the requirements of Oregon law governing public
records and record retention. It is each user’s obligation to assure compliance
with these laws.

To assure business continuity TS makes back-up copies of some the information
contained within County technology. These back-up’s are for disaster recovery
purposes only and do not relieve the user of the obligation to comply with record
retention schedules.

CCTS encourages users to contact the CCTS Call Center with any question or
concerns related to the access, security, utilization or policies for County
technology and information.

County employees with questions related to appropriate conduct or related
issues should contact the Clackamas County Department of Employee Services.

County employees with questions related to personal use should contact their
management for policy issues and the CCTS Call Center for technical issues.

Technology is constantly changing; the services listed in this policy are just some
examples of more common services available. All technical services must comply
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with the basic rules listed in this policy for all technology. Some of the more
common services are listed below. If you have any questions about specific
technical services, or need an exemption to a rule, please contact the CCTS Call
Center.

Internet

Email

Use of the Internet is for communications with web based applications, and / or in
support of County business, research, purchasing and development and so forth.

Departments may further restrict personal internet usage.
County employees may utilize chat rooms, blogs or other related internet

communication services only in the support of County Business. Any non-
business use is governed by the personal use section of this policy.

Appropriate Use

Email is a primary business and communication tool for the support of County
business, communications and services. Maintaining a secure and responsive
system is crucial for the efficient processing of County business.

Email should not be used to transmit any confidential or sensitive information, or
any information that should not become subject to Records Retention or Public
Record.

Limit the size of email and attachments to just what is required. This includes
limiting large attachments, photos, video / sound clips etc. Also limit the
distribution list to just those that really need the correspondence to reduce SPAM
and wasted resources.

Be accurate, concise, professional and courteous in all correspondence. It is very
easy to misinterpret an email and draw wrong conclusions or emotions. If it
doesn’t belong in an email — don’t send it.

All email is subject to Public Record & Retention Laws and must be handled
accordingly. This includes storage of email in the appropriate retention
schedules.

CCTS utilizes an Email Retention and Storage System to facilitate the automatic
storage of email for archiving / discovery purposes. This does not relieve the user
of their obligation to meet retention obligations. For more information, see the
Records Retention Policy or call Records Management.

Wireless

Wireless service, whether provided by CCTS or an authorized vendor, is for the
promotion of County business. If inappropriately utilized, it can present a
significant security threat.
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All County equipment utilizing wireless services to the County must be configured
by CCTS.

Any device utilizing the secure County Wireless Services must be County owned
and managed equipment configured or approved by CCTS.

All secure wireless communication with the County must be secure and
encrypted.

By default, all secure wireless capability is disabled until requested and
configured. For activation of wireless equipment, or questions on usage, call the
CCTS Call Center.

This policy does not apply to wireless PDAs or Smart Phones / Devices using cell
phone based systems to access the County email. Please see EPP-50 Cell
Phone Usage Policy.

In some locations the County provides an open non-secure wireless network for
use by vendors and citizens when working with the County. This non-secure
connection is NOT for use in the support of County business, County applications
or to access County Information.

Instant Messaging (IM)

Instant messaging, or other related utilities, is a useful tool for communication
with other key personnel within the County. However, IM is also a potential
security threat.

IM usage in the County will be limited to one County Enterprise IM System that
allows management of security issues, standardized training and ability for all
County users to communicate with each other.

Personal use of IM with other County IM users is permitted for limited
communications as long as it does not impact work.

Confidential or sensitive information should not be used with IM.
IM is logged, so all communication should be appropriate for discovery and
retention.

IM usage with external IM users is permitted, for both personal and business use,
as long as the communication is appropriate, secure and the external IM is
compatible with the County IM system. Personal use must conform to Clackamas
County Code Sections 2.05.170 through 2.05.180.

FTP (or any other secure File Transfer Process)

FTP should only be used to send / receive appropriate and approved data in the
support of County business. FTP should not be used to transfer personal files or
data.

All FTP needs to be secure (SFTP), via the County FTP server when
appropriate, and with FTP utilities as supplied and configured by CCTS.
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Music / Video (MP3, MP4, FLV, AVI, CD, DVD, P2P, Streaming etc.)

o The downloading of music or video files is limited to that necessary in support of
County Business.

e Streaming of music for the purpose of listening to music while working is allowed
on a limited basis and with supervisor approval. Streaming of non-work related
video is not authorized.

e Listening should only be done when not disturbing others or impacting work.

o County equipment may not be used as “music libraries” for such devices as
iPods and other MP3 type devices.

¢ No Audio listening / Video playing utilities are to be installed on County
equipment unless approved by CCTS. Audio CDs may only be played on
properly equipped systems with CD/DVD Player.

o County Equipment may not be used to compile or burn Audio / Video CDs or
DVDs for personal use.

o County Equipment may not be used for any type of file sharing (Peer-to-Peer or
P2P) that may violate copyright laws or use open communication channels. Such
examples include, but not limited to; Napster, Kazza, WimMx, etc. P2P (or
related service) clients may not be downloaded except as approved by CCTS.

Video Conferencing

¢ Video Conferencing; for dedicated sites, mobile units or desktop / laptop usage,
should utilize the County standard video conferencing technology and licensing.
For questions on required equipment contact the CCTS Call Center.

e Other video conferencing technologies (Skyp etc) may be approved upon review
and installation by CCTS.

Other

o Any other form of technical service, communication or utility must be in support of
County business, maintain secure connections and be configured by CCTS.

e For questions or requirements for other technical services, contact the CCTS Call
Center.

PERSONAL USE:

Personal Use

o County employees are permitted limited personal use of County technology. Any
use must NOT interfere with official business, must add virtually no cost to the
County. County Technology cannot be used for personal gain and must comply
with all laws and County policies including state ethics / conduct laws and similar
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County / Departmental rules.

County employees may make personal use of internet resources if they already
have a personal ISP at home, follow all rules otherwise applicable to business
use of the internet including Clackamas County Code Sections 2.05.170 through
2.05.180.

It is not possible to create a comprehensive list of permitted or excluded uses.
Each employee should discuss their intended use with their supervisor to assure
that such use complies with this and departmental policy.

Personal use of County technology must take place during employee’s non-work
time. The County and departments may further limit personal use of specific
technology beyond the scope of this policy as deemed required.

This personal use policy applies to all equipment, including off site equipment
such as home assigned systems or laptops.

Personal use has risks. County technology should not be used to access
personal or confidential information or to send or receive emails containing such
information. Personal internet usage and email may be subject to disclosure
under the Oregon Public Records law and the county reserves the right to
access, use and disclose all information contained on County Systems. If you
don’t want to possibly see it on the front page of the newspaper - don’t access it
using County Equipment.

Personal Equipment / Software

Employees may not load privately owned software, shareware or freeware on
County systems unless otherwise authorized. Some examples of unauthorized
software are games, personal finance or business software, screen savers, MP3
players, utilities etc.

Employees may not connect privately owned equipment to County equipment or
network (this includes but is not limited to USB devices, memory devices / cards,
non-wireless PDAs, cameras, MP3 devices etc). The exception is the use of
privately owned and CCTS approved wireless PDAs and Smart Phones having
access to the County email system via their cell phone vendor. Contact the
CCTS Call Center for more information.

Any sort of data capturing devices, network monitors or related software is strictly
prohibited.

Any type of remote access software and/or equipment being used and/or
connected to County equipment is strictly prohibited except by CCTS
authorization and installation.

Home computers are not to be used for County business except as permitted
under the remote access request / policy.

WARNING: Use of a home computer for County business may make its
contents subject to inspection or discovery in litigation. The County has
adopted software and procedures under the remote access policy that
minimizes this risk.
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¢ Personally owned equipment is not supported by CCTS. Utilization of CCTS
supplied remote access utilities is supported. CCTS will assist as appropriate
with issues / questions related to the installation and/or use of remote access
utilities. CCTS will not directly work on personal equipment except in the support
of the remote access software when possible.

e The County is not liable for the use of personal equipment which is at the risk of
the owner.

PROCUREMENT:

Standards

e CCTS, working in conjunction with purchasing, departments, industry standards
and trends, vendors, manufactures, other agencies, and legal guidelines; is
responsible for establishing and maintaining all technical standards for the
County. Standards include, but not limited to:

o Equipment vendors, models, versions, configuration and specifications.
o Software licensing and versions.

o All protocols, communications, security parameters and interface.

o Installation configurations, etc.

e CCTS will maintain published standards on the CCTS web site.

e When appropriate CCTS will review proposed standards with the departmental
liaisons, as well as process requests for updates and/or changes in standards.

Purchasing

e All technology procured in the County must be reviewed, approved and
processed through the CCTS Purchasing Agent except where exempted by
CCTS Authorization. This process is to:

o Verify the technology meets CCTS standards
o Utilize CCTS purchasing capability, agreement and contracts to ensure
the best price

Manage licensing to ensure compliance

Track warranties and maintenance contracts

Ensure proper installation and support of equipment

The requested equipment meets proposed business and technical

specifications

o Prevent unnecessary orders and full utilization of available resources

O O O O

o Exempt technology includes specialized equipment (such as diagnostic or lab
measurement equipment) that does NOT connect or interface to County
supported technology such as the network or PCs. Further exemptions may be
requested for approval by CCTS.

e In order to place a purchase request, or to get more information about a potential

purchase such as quotes, standards, options etc; please call the CCTS
Purchasing Agent at 8518.
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REMOTE ACCESS:

o All requests for Remote Access, defined as any access to County technology
from a source not directly on the County network, must meet technical and
security standards as defined in the CCTS Remote Access Policy / Request.

e Any request for Remote Access must also have an approved County sponsor,
such as an employee’s department director.

¢ Any County employee requesting remote access must also qualify, and if
required, be approved by the County Teleworking Policy EPP-48.

PRIVACY AND MONITORING:

Privacy

¢ The County has made a substantial investment in security to prevent the
inappropriate disclosure of County information. This investment should not
mislead users into believing what they do or say using County technology is
protected from disclosure. It is a business necessity that all information and
technology be accessible to properly authorized individuals, no matter its location
or content and regardless of any user’s desire that the information not be
accessed. County systems have been designed to accommodate this need.

e The County reserves the right to enter, review, monitor, copy and disclose the
information on County provided technology, including but not limited to voice
mail, electronic mail and information stored on computer systems or media. The
County may do so at anytime, for any reason, and with or without notice either
before or after the fact. The County has done so in the past for the purposes of
personnel investigations, performance monitoring, compliance assurance, and to
respond to public record requests or for the purpose of actual or potential
litigation. Such actions will continue to be taken in the future for the same or
different reasons.

e ltis current practice to provide users passwords that protect email accounts, file
systems, drives and other technology. This is done to facilitate the efficient
conduct of County business, protect information from inappropriate disclosure
and to implement security policies.

e The user does not have the right to object to the disclosure of any information if
such disclosure is made by individuals authorized by the County.

¢ Inthe absence of a compelling business need not to do so, the county will
comply with requests from law enforcement authorities to inspect and copy
information residing on County equipment.

Monitoring

e The County may audit, log, store, review, access, intercept, block, filter, restrict,
screen, or recover any information created, accessed or transported using its
technology.
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e Unless prohibited by a provision of law other than a claim of privacy, the County
may use, publish, or disclose any information, at any time without notice.

e Currently the County monitors internet usage and collects email sent or received
using its mail servers. The County reserves the right to monitor any and all use
of technology including but not limited to; emails, instant messaging, internet
activity, data access and updates, account utilization, voice mail, cell phones or
other electronic records.

Discovery

¢ CCTS may automate some reporting for distribution to appropriate County offices

/ personnel for review based on the type of data and schedule. Based on the type
of information being monitored, County policy will determine the specifics of the
report and who is authorized to review the report. Automated reports will not
contain confidential information. Some reports that may be automated include,
but not limited to:

o Weekly reports of basic Internet usage to departments

o Periodic reports of remote access usage

o County application and / or web page access logs

o Disk storage utilization reports etc.

e CCTS may also generate reports as requested by authorized agencies /
departments / personnel in the County. These reports can be customized to fit
the requestor’s data and format needs. All such requests will be verified for
authorization and will be treated as confidential information.

Requests

o Requests for information related to access / usage monitoring must be made via
the appropriate process as identified by County Policy which is based on the type
of information requested, the requesting source and the format of the data. Since
this policy is broad and changing, the specifics are too great to list in the policy. If
you are unsure of the process to request a report from CCTS, call the CCTS Call
Center with a brief description or your need, details, and they will provide the
procedure.

e Requests for Security Camera logs and/or video needs to be made to County
Facilities.

¢ While this policy reserves to the County the broadest possible right to access and
disclose information stored on County provided technologyi, it is not intended to
define which individual or entity holds the right to deny access or authorize
disclosure on behalf of any particular department or division of the county. For
example, this policy does not modify the existing public records request process
under which elected officials determine which disclosures will be made in
response to requests.

Modification

e This section may be modified only by formal amendment of this policy.
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COMPLIANCE:

Expectations

e The County expects all users to follow and enforce all security, privacy and
confidentiality rules and processes in compliance with this policy in order to
maintain a secure environment.

Sanctions

e Users who engage in improper use of technology or information under this policy
or any other applicable may have their accounts terminated and be directed to
return any technology or information to CCTS. County employees are also
subject to disciplinary action, up to and including dismissal as defined in
Clackamas County Code Section 2.05.190.

e Depending upon the offense, violators of this policy and other related regulations
may be subject to civil and/or criminal penalties including fines and
imprisonment.

EFFECTIVE:

e This policy shall be effective March 15, 2010.
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Acknowledgement:

| hereby certify that | have read the contents of the CCTS Appropriate Use Policy for Technology and
Information. Furthermore, | have been given the opportunity to discuss any information contained
therein or any concerns that | may have and will ask for clarification if any portion is confusing. | un-
derstand that my employment and continued employment is based in part upon my willingness to
abide by and follow the County’s policies, rules, regulations and procedures. | acknowledge that the
County reserves the right to modify or amend its policies at any time, without prior notice. Such
modifications will be posted on the CCTS Intranet Site. My signature below certifies my knowledge,
acceptance and adherence to the County’s policies, rules, regulations and procedures regarding
Information and Technology.

Signature:

Date:

Employee ID: Account:

Print Name:

Department, Agency
or Company:

Address / Contact

Processed By: Date: Initials:
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